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Abstract cally has no access. Furthermore, revocation of a particular token is
foften a cumbersome and relatively slow process. This is illustrated
by the following plausible scenario. When initiating the revocation
process, the user first has to inform the facility manager. Second,
evocation lists have to be updated and distributed. Third, the user
as to get a new token or smartcard. Since such a revocation process

Conventional access control mechanisms usually rely on the use o
a single token for user authentication, and are generally vulnerable
to relay attacks. In addition, these systems often suffer from usabil-
ity issues. Since they are centrally managed, key management tend

to be a rather slow and cumbersome process in this setting. . ; s . ; L
_is slow, it also poses a security risk, since there is a grace period in

In this paper, we propose a threshold-based location-aware ac-"> . A
cess contfolpmechanﬁsng) It combines the concepts of secret Shar_Whlch the attacker can still use the token before the revocation lists

ing and distance bounding protocols to tackle various security vul- are updated.

nerabilities. Our proposed solution offers protection against anyt clj:or'tunately, bIOth setcurlty vulnera_ll)_lrl]ltleg C?n be. t?C|]flfeq| by in-
set of (¢ — 1) compromised user's devices, withbeing an ad- roducing several countermeasures. The single point of failure can

justable threshold number. It supports user-centered managemen be removed by introducing several devices that share a secret. The

since users can alter the set of personal devices, and can tune the sg/u/nerability against relay attacks can be solved by using distance
ounding protocols. Secret sharing also provides resilience to the

curity parameters of the access control scheme towards the require ; .
level of security and resilience user and allows, through the mechanism of resharing, user-centered
access control.

1. Introduction 1.1 Secret sharing

Nowadays, access to secure facilities and buildings is often en- Secret sharingwas first introduced by Shamir [29]. Instead of
forced using contactless smartcards. Each legitimate person carrie$toring a secret on one device, the secret is dividedknpeeces,

his own personal token containing identifying information and a €ach stored on a different device, in such a way that the key can
secret key. When a user wants to enter the building, he puts his€asily be reconstructed from ahgieces, witht a threshold number
contactless smartcard close to a reader installed in the proximity chosen by the user, but even complete knowledde ef1) pieces

of the door. Both devices will then carry out a challenge-response réveals absolutely no information about the secret. If a device gets
protocol, in which the user’s smartcard identifies itself to the reader Stolen, there is hence no need for revocation as the attacker obtains

(in some scenarios, mutual authentication is required). If the proto- N0 information about the secret. Secret sharing also allows for user-
col finishes successfully, the user is granted access to the building.centered access control, since the user can decide which devices get
A similar mechanism is sometimes used to enter a car [18], to use & piece of the key, how large the threshold valughould be, and
public transport (e.g., [19-21]), and even for payments with con- When the secret shares should be updated (i.e. when the resharing
tactless credit cards [15, 34]. process should take place).
Although widely used, this solution has some important draw- L
backs. It has several important security vulnerabilities: it creates a 1-2  Organization of the paper
single point of failure in the system and is vulnerable to relay at- This paper is organized as follows. In the introduction, we showed
tacks. In addition this solution is also not user-friendly. that conventional access control mechanisms suffer from several
The use of single security token introduces a single point of security vulnerabilities. We put forward the idea of employing
failure. If the security token gets lost or stolen, an unauthorized distance bounding protocols in combination with secret sharing
attacker could get access to a secure building or resource. Securityto solve several of these security issues. The general principles
tokens and smartcards could also be compromised or cloned (e.g.of distance bounding protocols are discussed more in detail in
the MIFARE attack discovered by Koning Gans, Hoepman and Section 2. Section 3 describes our threshold based access control
Garcia [10]). When an attack on a particular token or smartcard scheme, which uses distance bounding protocols to tackle relay
is detected, it must be revoked in order to patch the security breach.attacks, more in detail. In this section we also describe how a
Another important security vulnerability in various access con- user can manage the access control configuration. In Section 4,
trol systems areelay attacks also known asmafia fraud at- we discuss the security properties of our solution more in detail.
tacks This is a man-in-the-middle attack where a verifier (e.g., Section 5 concludes the paper.
the reader next to the door of a building) is tricked in believing
that a prover (e.g., the smartcard) is in its close vicinity by surrep- . .
titiousl?/ forwa(rdi%g the signal bet)vveen the verifier anc}i/ ax out-o?— 2. Distance bounding protocols
range prover [14]. Distance bounding protocols, which have been introduced by
For each system, the user has to carry around a separate smarBrands and Chaum [3], are employed to enhance entity authen-
card or security token. This is not always very convenient. A legit- tication protocols by incorporating location information. The con-
imate user that does not carry around the security token, automati-cept of proximity based authenticatiois graphically depicted in

Second International Workshop on Security and Privacy in Spontaneous Interaction and Mobile Phone Use (IWSSI/SPMU)
May 17, 2010, Helsinki, Finland



Intruder
< » VP |« Verifier

Figure 3. Mafia fraud attack

in Figure 4. The intruder must not know the private key of the
prover, since the latter does not fully trust the former. If the in-
truder would know this private key, then it is impossible to make
a distinction between the intruder and the prover, and as a result,
terrorist fraud attacks can no longer be prevented. They would
be the same party from a cryptographic point of view, because
distance bounding protocols only check if an entity that knows
the private key is close to the verifier.

Figure 1. The concept of proximity based authentication.

Figure 1. Authentication requests originating from devices that are

located within the rangd of the verifierV are accepted, all other 4 ) Intrader | <] Verifior
requests are rejected. =

Distance bounding protocols combine physical and crypto-
graphic properties to enable a verifying party to determine an upper Figure 4. Terrorist fraud attack
bound on the distance between itself and a prover, who claims to
be within a certain range. The basic idea is to measure the time
of flight during a challenge-response protocol, which is the main
building block of the distance bounding protocol. Durindast
bit exchanges, the time between sending a challenge and receivin
the corresponding response is measured. Multiplying the time of
flight with the propagation speed of the communication medium
(i.e. the speed of light when RF communication is used) gives an
estimation on the distance between prover and verifier. If one can
prevent an attacker being physically located between the prover
and the verifier, one can use slower communication media (such a
ultra-sound).

By employing the principle of distance bounding attacks in a
clever way, one can preclude one or more of the following attacks:

In this paper, we will not focus on terrorist fraud attacks, as
this would cause major overhead in our threshold based solution
g(Which will be discussed later in section 3), and only concentrate
on secure distance bounding protocols which prevent distance and
mafia fraud attacks. Although the idea has been introduced more
than fifteen years ago by Brands and Chaum [3], it is only quite
recently that distance bounding protocols attracted the attention of
the research community. Hancke and Kuhn [11] pointed out that
Sdistance bounding protocols should be designed to cope well with
substantial bit error rates during the rapid single bit exchanges, as
these are conducted over noisy wireless ad hoc channels. They in-
corporated this important requirement in the design of their RFID

Distance fraud attacks: One wants to prevent a dishonest prover distance bounding protocol. Singel and Preneel [32] have pro-
claiming to be closer than he really is. This attack is called posed a noise resilient extension of the Brands-Chaum protocol that

distance fraud attack and is conceptually shown in Figure 2. It provides mutual entity authentication. Later, various other distance

is relatively easy to design a protocol which prevents this type Pounding protocols have been proposed [4, 16, 25, 27, 30, 33]. A
of attack. short overview can be found in [1, 14].

. 3. Location-aware access control

=
Figure 2. Distance fraud attack )
\\ /\\
Distance Bounding g g
Mafia fraud attacks: These were first described by Desmedt [5]. ) B - . ' Distributed
In this attack scenario, both prover and verifier are honest, but Signature

a malicious intruder is performing the fraud. This is a man-in- @
the-middle attack where the intrudeis modeled as a malicious R '
prover P and verifierV that cooperate, as shown in Figure 3.
The malicious verifiel” interacts with the honest provBrand
the malicious proveP interacts with the honest verifist The Figure 5. Distributed access control setting
physical distance between the intruder and the verifier is small.
This attack enables the intruder to identify himselMas P
being close tov, without any ofP andV noticing the attack.
Drimer and Murdoch [8] have presented a practical mafia fraud

We focus on a location-aware access control mechanism where
access is granted based on the combination of identity and proxim-
. - ' . ity information. The setting is illustrated in Figure 5, where access

attack on the United Kingdom's EMV payment system Chip & 0] is enforced to enter a particular building. The user has a

Pin. group of devices that will carry out a proximity-based authentica-
Terrorist fraud attacks: Terrorist fraud attacks [5] are an exten- tion protocol with a verifying entity, e.g., a reader placed next to the

sion of mafia fraud attacks. The intruder (being close to the ver- door of the building. The former will be denoted by th@ver, the

ifier) and the prover will collaborate in this attack. This implies latter by theverifier. If the protocol finished successfully, the user

that a protocol which is resistant to terrorist fraud attacks, also can enter the building. Only one of the user’s devices will com-

prevents mafia fraud attacks. The terrorist fraud attack is shown municate directly with the verifying entity. This device is denoted
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by thegateway devicén the rest of the paper. The gateway device verifier in both scenarios (otherwise, an attack would not make
is also responsible for initiating the access control mechanism. The much sense from a practical point of view). Let us first focus on
other devices of the user are calkad-devicesThey will also con- the first scenario. To get unauthorized access, the attacker needs
tribute in the access control scheme, but will not communicate di- to carry out a mafia fraud attack and forward all messages to a
rectly with the verifier. We envision the user’s mobile phone to act proxy device that is hidden in the neighborhood of the prover. An
as gateway device, but the user can also choose to use one of higttacker can also compromise a set of the user devices and use these
other devices. The only requirements for the gateway device is thatdevices to perform the mafia fraud attack (i.e. sign particular data).
it should have sufficient computational resources (to carry outcryp The set of compromised devices is however assumed to be strictly
tographic algorithms such as hash functions and digital signatures)smaller thart. As we will show later in the paper, our solution is
and that it has an adequate user-interface. Note that it is not requiredresistant to such mafia fraud attacks. In the second scenario, where
to use the same gateway device in different instances of the proto-the user’s devices are close to the verifier, we assume that the user
col. However, in each run of the protocol, there is always exactly can physically verify the presence of the attacker. We hence mainly
one gateway device, all other devices act as end-device. Since onlyneed to focus on the first scenario.
the gateway device will communicate directly with the verifying )
entity, the end-devices do not need to be able to carry out a dis-3-2 Our threshold-based solution
tance bounding protocol. The gateway device can use onboard onwe will now present our threshold-based access control solution
separate dedicated hardware (connected to the device) to performhat uses distance bounding protocols. When carrying out our
the fast bit exchanges of the protocol. scheme, several steps needs to be performed. Initially, each new
As discussed in Section 2, by carrying out a distance bounding yser needs to be registered (the initialization process will be further
protocol, a verifying party can determine an upper bound on the discussed in Section 3.2.1). After this phase, which only needs to be
distance between itself and a prover, who claims to be within done once for each new entity, the user is ready to actively use the
a certain range. Cryptographic distance bounding protocols often access control mechanism. Access control is carried out by con-
require the prover and the verifier to compute a non-probabilistic ducting a distance bounding protocol based on digital signatures
function on a known input and a shared secret, known to both the (see Section 3.2.2). One of the main components of this protocol
prover and the verifier. Typically a pseudorandom function [17] s a distributed RSA signature generation (this will be discussed in
such asHMAC [2] or CBC-MAC[12] is used. Such functions  Section 3.2.3). For security and usability reasons, the private key

cannot be used in our access control mechanism, as we have chosefised to compute the distributed RSA signature needs to be reshared
for a distributed solution where a gateway device and several end-at regular intervals (see Section 3.2.4).

devices need to collaborate to successfully complete the protocol.
Instead, we will distribute the secret among the user’s devices, and3.2.1 Enrollment phase

replace the pseudo-random function by a cryptographic function gefore 4 new user can actively use the access control mechanism,
which can be partially evaluated by each of the user's delices g first has to enroll. This enroliment phase is rather similar to the
Afterwards, the gateway device can then combine several of thesejpjsigjization phase of a conventional access control scheme, but

partial evaluations to obtain the evaluation of the cryptographic (here are some important differences. Instead of generating alshare
function. An interesting function that has all these properties is the ggcret key and storing it on the user's smartcard, the verifier will
computation of an RSA signature [26]. generate a shared private RSA key that will be distributed among

Through the mechanism of resharing, we support user-centeredine hersonal devices of the user. There are two options. The verifier
management. Users can alter the set of personal devices. They caRan send the private key to the gateway device, which will then

add or remove devices from this set, and can tune the security gnare the key among the user's devices; each device will receive
parameters of the access control scheme towards the required lev shared;. Next the gateway device should delete the private key.

of security and resilience. Another solution is that the verifier itself acts as the trusted dealer,
i i since it knows the private key.
3.1 Adversarial model and assumptions The initial secret sharing phase goes as follows. The trusted

Each device has a public-private key pair. Public keys of potential dealer first broadcasts the public RSA parametgS. Next it
gateway devices are known to all devices. All devices’ public keys computes and distributes the random numbeand the initial
are known to devices that can contribute in resharing. How to verification keysv; ...vx (with v; = v%). Each device then
register the public key with other devices is out of the scope of gets its initial sharel; of the private key over a private channel.
this paper. E.g., one can use pairing protocols to authenticate theTechniques on how to construct a private channel are out of the
public key. These protocols are standardized in the ISO/IEC 9798- scope of this paper. The verification keys are stored by all the user’s
6 standard [13]. devices. These are used to verify the gateway device’s knowledge
The goal of the attacker is to get unauthorized access (e.g., en-of its share, needed for the distributed signature generation. These
ter a building). To achieve this objective, the attacker can perform are also used during resharing.
passive and/or active attacks. The attacker, which is computation- ) . ) o )
ally bounded, can largely extend his communication range, and 3-2.2 Distance bounding using digital signatures
send/receive messages from a large distance. However, we assumgs already discussed, we have opted to use a threshold-based dis-
that the attacker cannot increase the propagation speed of the comtance bounding protocol to enable a verifying party to check that
munication medium (i.e. we implicitly assume that RF communi- a particular device is within a certain range. Instead of only one
cation is used). prover, we have a group of personal devices that will collaborate
There are two scenarios that we need to investigate: the proverduring the proximity-based authentication process. As a starting
being located at a large distance from the verifier, and the prover point, we used the Hancke-Kuhn protocol [11], as it is noise re-
being in the proximity of the verifier. The attacker (i.e. the person sijlient and does not require the computation of a signature at the end
in control of the attacks) is assumed to be physically close to the of the protocol. We slightly modified the protocol such that instead
of a pseudo-random function, prover and verifier need to compute
10ne only needs a threshold number of cooperating devicestmseuct an RSA signatur&on a messag#/, which depends on the nonces
the secret and hence evaluate the cryptographic function. exchanged between prover and verifier. We will use RSA signatures
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as defined in PKCS #1 version 2.1 [23], but for simplicity reasons encrypted with the public key of the gateway device.

denote the encoded messag@AsThe resulting distance bounding g — A2Adi

protocol is depicted in Figure 6. v :
The protocol works as follows. Initially the user has to confirm The result is that only the gateway device can combine the partial

that he wants to start the access control mechanism, by performingsignatures (using a subset bfdevices, witht being the secret

a particular action (e.g., pressing a button) on the gateway device.sharing threshold) into the signature on the messigelet \;

After this approval by the user, the distance bounding protocol can be the Lagrange multipliers multiplied with = Hle . This

start. is necessary to get integer values, since the order of the subgroup
Next, the prover and verifier exchange a random nofég, @©(N) is unknown.

and Ny respectively. Both parties then compute an RSA signature o

S using the private ke, which is known to both parties, on the w = H SLA i =A H J — ! .

messageV/, which is the result of applying a cryptographic hash i i

function on the concatenation 8fy- and Np. A2 ) ]
We now havew® = M*~ . Sincee and4A*“ are coprime, we can

d
S=M"modN M = h(Ny||Np) . find valuesa and 8, for which a4A? + Be = 1, using Euclid’s
After applying a deterministic reducti®rfunction RED on the algorithm. .
signature, the result is split in twe-bit sequences® andr(*). S=w*M" .

) The gateway device can verify the correctness of the sign&ure

RED(S) = r7[|r using the public RSA parametersN.

The verifier can directly compute the RSA signature on the mes- S modN = M .

sage. However, at the prover's side the private Kelg shared o . )

among the user’s personal devices. The RSA signature on the meslf the verification of_the signature does not hold, th(_a subset contains

sage is generated in a distributed way. More details on the dis- ONe or more cheating devices. The gateway device then selects a

tributed RSA signature generation can be found in the next section. different subset ot devices and recomputes the signature. This
Last, a series af fast bit exchanges is performed. In each round, Process is repeated until the verificationsosucceeds.

the verifier sends a random single bit challedgeo the prover. If :

this challenge equals 0, then the prover responds withi-thebit 3.24  Resharing

of (9. If the challenge equals 1, then the prover sends the By carrying out secret resharing, new shares of the secret are

i-th bit of #(. In each round, the verifier measures the time be- 9enerated and the old shares are rendered useless. This means that

tween sending’; and receiving the corresponding response. The an adversary is forced to break the scheme within the time frame

maximum round trip time is selected and this measurement deter-Petween two consecutive resha/rlngs. Resharing also _a”,°WS to go

mines an upper bound on the estimation of the distance betweenffom a (%, k)-secret sharing to &', &')-secret sharing, with' the

prover and verifier. If at leagt. — z) of the responses sent by the ~ New threshold number arid the new number of participants. The

prover are correct (the security parametelenotes the number of thresh_old numberdetermines the level of sec_urlty, ie., the num_ber

allowed bit errors during the rapid bit exchange), the protocol suc- of devices an adversary needs to compromise within the available

ceeds. timeframe. The number of devicéstogether with the threshold
numbert determines the level of resilience, since the legitimate
3.2.3 Distributed RSA signature generation user will still be able to use the scheme when the combined number

of devices that are not present and compromised by an adversary is
Desmedt and Frankel [6] proposed the first (non-robust) thigsho o thar(k — t). P P y y

RSA signature scheme. Later robust, but less practical threshold  gacause of the resharing mechanism, our access control solu-
RSA signatures schemes were proposed by Fraetkal. [9] and tion supports user-centered management. The set of personal de-
Rabin [24]. The first practical, robust threshold RSA signature y;ces of which a subset of at leastlevices is needed during the
scheme was presented by Shoup [31]. We will use this technique o thentication phase, can be changed, hence signature rights can
to generate the 5'9“‘"?‘“&9“ _th_e_ messagaf. . be revoked and/or granted. Resharing is typically required when a
The gateway device will initiate the distributed RSA signature geyice gets stolen, or when a user purchases a new device. From
generation. This device broadcasts the messdgmgether with the moment a device is identified as compromised, it should be ex-
a zero knowledge proof (denoted EKP) of its share. The ZKP ) geqd from the set of devices that share the private RSA key. It

consists of a Schnorr signature [28] z) on the message and the i hence not receive a new share and its old share will be ren-
public RSA keye. The gateway device choosest random in the dered useless.

interval {0... . 28 (M +2E171} with L(N) the bitlength of N and Secret resharing, without reconstruction of the secret, was first
L, a secondary security parameter. described by Desmeét al.[7] and Frankekt al.[9]. We will use
o =" c=H M,e, N) z=dic+r . the technique_s propos_ed_ by Woggal. [35], where new partici-
_ o _ ) pants can verify the validity of their shares.
‘The end-devices will first verify the ZKP, by computing, The resharing mechanism works as follows. Basically, every
using the public verification key;, and checking:: contributing device constructs a polynomial of degrée (), with
/ z, — / " the new threshold number. Commitments to the coefficiepts
v =0, c=HW,M,e,N) .

of the polynomial are broadcast.
Note that by carrying out this ZKP, one has the guarantee that () —d e -1

the distributed signature generation is initiated by a (trusted) gate- filz) =di+caz + ..+ cigr-n2

way device, and not by a (hidden) proxy device controlled by the Vie{l,...,t'}:Ciy =0 .

attacker. Next, the end-devices broadcast their partial signagures Subshares (evaluations of the polynonyial)) are handed out to

2The reduction functiorR ED reduces the bitlength of the input to a fixed the set of participating devices:

bitlength2n. Vie{l,... K'Y} diy = fi(G) -
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End of rapid bit exchange

Figure 6. Threshold-based distance bounding protocol

The commitments to the coefficients of the polynomial and verifi- ries out a distance bounding protocol with the honest prover. Since

cations keys allow to validate these subshares. the user will not approve the execution of this distance bounding
v prptocol, thfe adversayy needs to compromise at least one device
odii — o H le W|_th a user interface (i.e. a potentlal gateway device). At the end of
‘ it i this phase, the adversary will have receive@sponses; (e.g., the

) ) __compromised device can forward these responses to the adversary)
The subshares are combined into the new shares. Next, new verifi- In the second phase of the attack, the adversary’ who is located

cation keys are broadcasted. close to the verifier, will conduct a distance bounding protocol
, S dijhi , & with the verifier. In each round, there are two scenarios. If the
dj = A vy =07 adversary has guessed the challeagecorrectly, he replies with

the response; (received from the prover). If he has guessed the
' challenge wrongly, he sends a random response to the verifier.

By following this strategy, an adversary has in each ofithe
oA = (H U{Ai)e ) rounds a probability of3/4 to send a correct response [11]. If

‘ the attack succeeds, the adversary is able to wrongfully convince

. . . the verifier that an entity in possession of the private RSA key is
4. Security discussion in the vicinity. The attack probability slightly changes when one
Due to its specific design, our threshold-based location-aware ac-incorporates the effect of bit errors due to noise [32].
cess control scheme improves the resistance to various important )
security vulnerabilities. Some of its security properties will now be 4.2 User interface
briefly discussed (without formal proof). As explained above, an attacker has to compromise at least one

Please note that in the case an adversary succeeds in comprodevice with a user interface, since end-devices will only respond to
mising the threshold number of devices at one point in time, he can signature request from a gateway device.
reconstruct the private RSA key, and hence break the accesslcontro A compromised gateway device could carry out mafia fraud at-
scheme. tacks, where it requests the other devices in the network to com-
pute a distributed RSA signature. To mitigate this security risk, one
could demand that the user approves this request on a predefined
The (slightly modified) distance bounding protocol of Hancke and number of end-devices with a user interface. Analogue to the gate-
Kuhn, which is the main building block of our threshold-based way device, these devices need to proof knowledge of their shares.
location-aware access control scheme, prevents relay attacks. Th& his means an attacker would have to compromise at least this pre-
attacker cannot conduct a distance bounding protocol with the defined number of devices with a user interface to carry out a suc-
prover and the verifier simultaneously (i.e. forwarding the mes- cessful mafia fraud attacks.
sages from the verifier to the prover and vice versa), as this would By varying this predefined number, one can change the at-
increase the time of flight (and hence cause the protocol to fail). tacker’s success probability (and hence the security level of the
The best attack strategy for an adversary, who wants to authenti-protocol). Peeters et al. [22] showed that having a user verifying
cate himself successfully to the verifier, consists of two phases.  his request at a number of devices with a user-interface reduces the

In the first phase, the adversary first exchanges nonces with theadversary’s probability of success drastically. In case of an unsuc-
verifier. Next he guesses all the challengésn advance and car-  cessful run, devices will keep on displaying the request, allowing

The validity of these new verification keys, hence the new shares
can be tested by combining them:

4.1 Relay attacks
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5. Conclusion
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