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ABSTRACT

Digital technologies play an important role in our
daily lives. Smartphones and tablet computers are
very common worldwide and are available for everybody from a very early age. This trend offers the
opportunity to track digital usage data for psychological and educational research purposes. The current paper introduces two research projects, the
PhoneStudy and Learning4Kids that both use mobile
sensing software to collect ecologically valid data on
the usage of applications installed on smartphones
and tablets. This usage data is used for statistical
analyses, for a reward system, and to provide feedback to the study participants. The advantages and
challenges of using mobile sensing compared to
conventional forms of assessments, and the potential
applications of mobile sensing in psychological and
educational research are discussed.
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Introduction
Consumer electronics have become an important part of our daily lives
with their features to support communication, entertainment, information
acquisition, and transfer. Nowadays, almost every household has a variety
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of intelligent devices from smartphones, tablets to laptop computers
(Chaudron et al., 2015; Livingstone et al., 2015). In today’s digital devices,
there are several mobile applications (apps) that are available to facilitate
our personal demands. Through these app tools, we can contact with
others, play games, or even learn a new language.
As we use these helpful tools in daily life, we leave huge amounts of
digital footprints, reflecting our actions, preferences and personal traits
(Kosinski et al., 2013). At the intersection of computer science and psychology, researchers have begun to realize the potential of these data for
investigating behaviors in everyday contexts with high ecological validity
(Harari et al., 2016; 2018).

The methodology and the technical background of mobile
sensing
Running the right software on consumer electronics allows for the automatic and unobtrusive tracking of digital user data for research purposes.
This methodology enables the assessment of actual usage behavior and
is called mobile sensing (Harari et al., 2016; Lane et al., 2010). Mobile
sensing is one of the data collection tools summarized under the umbrella
of ambulatory assessment which more generally describes the investigation
of naturally occurring user behavior in a wide range of real-life contexts
(Conner & Mehl, 2015). In addition to passive logging, by means of
mobile sensing, active logging, by means of ecological momentary assessment, or daily diaries is becoming increasingly popular in research
(Conner & Mehl, 2015).
Although mobile sensing has been described as a highly ecologically
valid method (Miller, 2012), it is not yet widely used in educational and
social sciences. Instead, previous research often applied self-report questionnaires to assess digital media usage (e.g., Broughton et al., 2019).
Similarly, in experimental designs with digital media, often intention-totreat analyses technique (i.e., analysis of all study groups after a randomized assignment of participants regardless of participant characteristics,
the intervention type, and intervention fidelity) is applied to avoid biased
comparisons among the groups that are receiving treatment (e.g., Maertens
et al., 2016). However, self-reports or dairies have been found to be
biased in terms of response tendencies such as social desirability, incorrect
memory processes or other biases (Ziegler & Buehner, 2009). Per-protocol
analyses that consider how often specific apps had actually been used
provide a much clearer picture of intervention fidelity and thus of the
effectiveness of interventions (cf. O’Donnell, 2008).
Custom research apps represent the core of mobile sensing. These
tracking apps can be installed on participants’ portable devices, such as
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tablets, smartphones, or laptop computers which offer access to a wide
range of logging data produced by its user that can be unobtrusively
collected in the background (Harari et al., 2016). Tracking apps have
been developed for diverse operating systems among which Android and
iOS are the most frequent ones (e.g., Beierle et al., 2018; Montag et al.,
2014; Stachl et al., 2020; Wang et al., 2014).
Depending on data types and the programming of the specific tracking
app, data can be logged at regular intervals (e.g., GPS position every
15 minutes) or whenever changes occur 1 (e.g., Wi-Fi connection was
lost). In addition, device-own usage statistics can be used 2 (e.g., to track
app usage data, in other words usage time data, which provides information on how often the apps were used by means of time such as
minutes). Logged data can be encrypted and synchronized on a regular
basis to the backend server. Alternatively, smarter, more energy efficient
synchronization modes such as transferring data only if Wi-Fi is available
and/or during night are also possible. Before the logged raw data can
be used for any analysis, it has to be pre-processed. One option is
on-device pre-processing and it means that raw data is pre-processed
instantly on the device before it is transferred to the backend server.
For example, audio files can be classified into silence versus noise versus
voice instead of saving the raw audio information (e.g., Harari et al.,
2020). In contrast, offline pre-processing describes transferring raw data
to the backend server and retrospectively extracting meaningful variables
such as exact usage times.

Mobile sensing in field research
Mobile sensing can benefit different areas of research focusing human
behavior in daily life. Various behavioral and situational data can be
obtained through mobile sensing technology (Harari et al., 2015; 2017).
Some of the examples include obtaining; 1) daily activities, such as
physical activity through accelerometer, GPS, Wi-Fi, or barometric measures, 2) social-interaction behaviors through microphones, Bluetooth,
or phone logs (SMS, phone calls), or 3) daily location routines or mobility
patterns through cell phones, e.g., traveling, spending time at work or
a restaurant (Berke et al., 2011, Wahle et al., 2016; Farrahi & Gatica-Perez,
2008; Harari et al., 2015; Miluzzo et al., 2008). These behavioral and
situational information collected via mobile sensing have been suggested

1

https://developer.android.com/guide/components/broadcasts

2

https://developer.android.com/reference/android/app/usage/UsageStatsManager
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to be useful in different research areas ranging from computer science
to personality science or clinical psychology.
Research in computer science
Mobile sensing technology requires an app that is running in the background of a mobile device such as smartphone or tablet. It reads internal
or external sensors of the device and reports acquired data to a web
server system. Such an app ideally does not interfere with other running
apps in the operation system of this device (Lane et al., 2010). Further,
as the sensor app is continuously running in the background of the
device and tracks device activities, user security and energy consumption
of the device are considered as critical technical challenges (Christin
et al., 2013; Macias et al., 2013). Some theoretical and applicable solutions
were proposed to overcome these problems ( security, energy consumption: Macias et al., 2013; Ben Abdesslem, Phillips, & Henderson, 2009;
Wang et al., 2018).
Research in personality psychology
Mobile sensing was used to understand to what extend self-reported
personality traits (e.g., Big Five personality traits) and individual differences in user behaviors can be predicted and explained (Harari et al.,
2020; 2020; Mønsted et al., 2018; Stachl et al., 2017; 2020). Self-reports
of personality traits (e.g., Big Five Structure Inventory, BFSI; Arendasy,
2009) as well as fluid intelligence and demographic characteristics (e.g.,
age and gender) were compared with behavioral measures obtained by
an Android logging app that was designed to track user activities on
smartphones (Stachl et al., 2017). The activities included the usage frequency of several apps (e.g., communication, photography, games, music,
etc.). The results showed that increasing and decreasing app usage behavior
is associated with personality traits, fluid intelligence and demographic
factors. For instance, users with high extraversion scores (i.e., people who
have high scores of being outgoing and social) showed a more frequent
use of photography and communication apps, whereas users with high
conscientiousness scores (i.e., people who have high scores of being
self-disciplined and organised) showed a lower usage of gaming apps.
Research in clinical psychology
The evolution of mobile sensing also allows the collection of data in the
context of the health and well-being industry (Cornet & Holden, 2018).
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In their review, Cornet and Holden (2018) described the application of
mobile sensing in mental health studies (e.g., depression, bipolar, schizophrenia) and other well-being factors (e.g., sleep quality, stress levels).
Whereas some studies integrated mobile sensing into personalized feedback to support well-being, other studies used mobile sensing to monitor
health and well-being behavior (Saeb et al., 2016; Thomée, 2018). Through
the sensors of wearable devices such as activity trackers or smartphone
applications, it is possible to monitor or collect mental health data, which
has the potential to understand clinical samples (i.e., patients who show
depression or social anxiety symptoms) and support personalized interventions (Chow et al., 2017; Wahle et al., 2016).
Overall, mobile sensing enables the collection of generalizable and
ecologically valid data and may have the potential to benefit different
fields of research. Although technological tools are slowly replacing traditional methods in educational research, up until now the usage of
mobile sensing has not been applied as a widely used assessment tool.

Application of mobile sensing in psychological research: the
PhoneStudy
Within the framework of an ongoing interdisciplinary research project
in psychology, computer science, and computational statistics, Stachl et al.
(2020) have developed an Android app called PhoneStudy to collect usage
data on Android devices (e.g., smartphones and tablets). Using this
approach, three studies were conducted between 2014 and 2018 (Schoedel
et al., 2018, Schuwerk et al., 2019; Stachl et al., 2017). In total, 743 adults
participated in these studies for at least 30 days.
After the installation of the app, smartphone events such as app and
phone usage, notifications, screen, device, and connectivity status were
logged with respective timestamps whenever they happened. Depending
on the actual Android version, GPS was logged every 10 to 20 minutes.
If participants were connected to Wi-Fi, the logged data was transferred
to the server which is encrypted through Secure Sockets Layer (SSL).
The resulting log files were in tabular data format, which means that
each usage event was written in one row and specified by the respective
timestamp, the participant’s ID, and further details depending on
the event.
For instance, notifications and apps were specified by the app’s name,
calls were specified as incoming, outgoing, or missed, and GPS data was
specified by longitude and latitude. Pre-processing of data was conducted
offline. For each research question at hand, variables were defined and
extracted from the abstract logging data. Based on the variety of resulting
behavioral variables, individual differences in smartphone usage were
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investigated by using both classical and algorithmic modeling techniques
(Schoedel et al., 2018, Schuwerk et al., 2019; 2020; Stachl et al., 2017).
For instance, the number of incoming calls for each of the 30 study days
was computed and then averaged to the daily mean of incoming calls.
In summary, about 16,000 individual smartphone usage behaviors were
extracted, which could be assigned to the categories of communication,
music, app usage, mobility and day-night patterns (Stachl et al., 2020).
In particular, the interest was on whether self-reported personality traits
manifest in smartphone usage behaviors (Stachl et al., 2017) and whether
smartphone usage, in return, can be used to predict personality traits
such as the big five or sensation seeking (Schoedel et al., 2018; Stachl
et al., 2020). Consequently, the PhoneStudy project highlights that mobile
sensing can be used in psychological research to collect ecologically valid
data on mobile device usage and to investigate the associations with
psychological variables such as personality traits. Table 1 shows a summary of findings of the PhoneStudy project and reveals how real-world
behavioral data can be collected through mobile sensing by highlighting
the potential use of this methodology for new insights into inter- and
intra-individual differences in psychological research.

Application of mobile sensing in educational research:
Learning4Kids
Mobile apps have become popular tools to foster children’s learning and
development. There is a growing interest to download educational apps
for children especially in the age category of toddlers and preschoolers
(Shuler, 2012). Early learning apps were reported to be the most popular
selection among all educational apps and importantly, preschool children
could benefit and learn from these apps (e.g., improvement in literacy
skills: Chiong & Shuler, 2010; Judge et al., 2015 ). The exponential growth
of digital media usage in households and at schools is also shifting the
focus of educational researchers from using traditional assessment methods to more technological methods. A promising approach is to integrate
mobile sensing into educational assessments. However, the application
of mobile sensing has not been widely used in educational research so
far. With its potential to provide structured quantitative data about the
usage times of educational apps, and a feedback system that is based on
actual user data, two research projects, Learning4Kids and PhoneStudy
came together to apply a new approach and a new methodology in
educational research setting.
Young children often engage with computers and internet-based activities. Parents and educators consider digital education important in their
support of young children’s learning (Papadakis & Kalogiannakis, 2017).

Research Question(s)
Investigation of the degree personality
traits predict frequency and
duration of app usage behaviors.

Prediction of a biopsychological
personality trait based on behaviors
extracted from smartphone data
using machine-learning models.

Investigation of autistic traits and their
relation to daily mentalizing and
social interaction.

Investigation of individual differences
in daily social behavior patterns.

Prediction of personality traits based
on behavioral patterns extracted
from smartphone data using
machine-learning models.

References
Stachl et al.
(2017)

Schoedel et al.
(2018)

Schuwerk et al.
(2019) *

Harari et al.
(2020) +

Stachl et al.
(2020)

Frequency and duration of
messaging app use, social
media app use, text
messages, and calls.
About 16,000 behavioral
patterns in six different
domains: communication and
social behavior, music
consumption, app usage,
mobility, overall phone
activity, day-/night activity
patterns.

222 behavioral markers of
sensation seeking that were
derived from existing
research literature and
preregistered.
Social interaction (e.g., social
media app use, calling, text
messages).

Behavior(s) under Investigation
Frequency and duration of
categorial app usage (e.g.,
communication, games,
transportation).

Table 1. Overview of studies in the PhoneStudy project.

Big five personality factors
(openness,
conscientiousness,
extraversion, agreeableness,
emotional stability) and
respective facets; assessed
via self-reports.

Extraversion; assessed via
self-reports.

Autistic traits; assessed via
self-reports.

Central Personality Construct(s)
under Investigation
Big five personality factors
(openness,
conscientiousness,
extraversion, agreeableness,
emotional stability) and
respective facets,
demographics, and fluid
intelligence; assessed via
self-reports.
Sensation seeking; assessed
via self-reports.

(Continued)

One of several compared
machine-learning models was
able to predict individual
sensation seeking scores on
average slightly above chance.
Autistic traits were negatively
correlated with communication
behavior. No associations were
found between autistic traits
and social media usage, or
social network size.
Daily calling and texting
tendencies were positively
correlated. Extraversion was
related to texting behaviors.
Machine-learning models were able
to predict openness,
conscientiousness, and
extraversion on a factor- and
facet-level, and emotional
stability on some facets.
Agreeableness could not be
predicted.

Summary of Findings
Self-reported personality traits on
factor level and facet level, fluid
intelligence, and demographic
variables are manifested in a
range of different categorial app
usage behaviors on
smartphones.
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3) Relationship between day-night
patterns during the week and
personality traits and day-night
patterns on weekends.

2) Relationship between day-night
patterns and personality traits.

Three-part research question around
individual differences in day-nightbehavior patterns:
1) Manifestation of “morning larks”
and “night owls” in smartphone
usage patterns.

Research Question(s)

Behavioral indicators for
sleep-wake timing (e.g., last/
first smartphone usage event
of the day; alarm clock app
usage).
Duration of smartphone usage
inactivity during nights on
working and weekend days.

Behavioral indicators for
circadian preferences.

Behavior(s) under Investigation

Chronotype (as it was not
assessed as self-report, an
unsupervised machinelearning approach was
applied).
Big five personality factors
(openness,
conscientiousness,
extraversion, agreeableness,
emotional stability).

Central Personality Construct(s)
under Investigation

Associations between smartphonesensed indicators for day-night
behavior and conscientiousness
were found.

Detection of non-discrete groups
of individuals with similar
smartphone usage patterns.

Summary of Findings

Individuals’ nightly inactivity on
weekends was mainly related to
their average level of nightly
inactivity. Intra-individual or
personality effects were not
found.
Note. * The scope of this study is much broader and includes ecological momentary assessment besides mobile sensing; not to go beyond the scope, the presented
information is therefore restricted to the mobile sensing parts. + In this study, the PhoneStudy app was only used for parts of the data collection; the presented information is therefore restricted to this part.

Schoedel et al.
(2020)

References

Table 1. Continued.
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Even though mobile media devices (i.e., tablets, smartphones) and apps
are not educational themselves, they may be used to promote children’s
education by creating playful, engaging and meaningful learning environments (cf. Hirsh-Pasek et al., 2015).
In Learning4Kids (ERC Starting Grant 801980), such educational apps
that target early learning experiences for literacy (e.g., vocabulary, phonological awareness; Niklas & Schneider, 2013), numeracy (e.g., counting
abilities, number knowledge; Niklas et al., 2016), and general cognitive
competencies (e.g., memory, executive functioning) are provided for
families (see also Niklas et al., 2020). Here, app usage times are collected
via mobile sensing for later analysis to be able to understand how much
time children and their families actually spend using each of the provided
apps. The usage time data provides the potential to understand child/
family app selection and the amount of time spent in apps that have
different educational purposes.
Learning4Kids is designed to provide several apps (games, ebook reader
and music player) to children and their families each month for the
duration of about ten months (see Niklas et al., 2020). The PhoneStudy
app was adapted to run constantly in the background on Android 9 and
10 tablets to track the usage time in the context of the home learning
environment (Niklas & Schneider, 2017). It was configured automatically
to log the events on the tablet together with a timestamp and the name
of the application the event originates from.
In particular, two events were deemed important: 1) an application
activity is moved to the tablet foreground, and 2) an application activity
returns to the background again. These event logs are then transferred
to a server via a secure connection every hour. In the next step, app
usage times were used to provide feedback to parents and children about
their tablet usage (for the importance of feedback in educational contexts,
see Hattie, 2009). For instance, once a week, all logs stored on the server
were aggregated, and feedback was provided to the study participants.
During this process, the collected events were used to calculate the actual
usage time in this week per pseudonym, and per app as the first step.
Afterwards, the aggregated data was used to compute the average usage
time of all pseudonyms in this week in total, and per application. Finally,
these data were used to generate personalized feedback reports about
the last seven days as .pdf documents, which were sent back via the
server system to the tablets and could be accessed by the participating
families.
In addition, the usage data was also used for an independent reward
system. For every 30 minutes of tablet usage, a sticker award in the
form of an animal was given to the participating children in a reward
app. As from an educational perspective (Feierabend et al., 2014; 2016)
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young children are not recommended to use tablets longer than one
hour a day, this information was explicitly stated in the personalized
feedback report provided to the parents and the number of awards was
restricted to a maximum of two awards per day. Here, the reward app
used the usage time data that was measured by the PhoneStudy app in
order to provide children with their rewards.
Here, we report on the initial usage time data in the Learning4Kids
study that had been extracted. From the beginning of the intervention, the
PhoneStudy app recorded daily user activities and app usage times separately
for each app and each participant tablet. In Table 2, we provide the initial
descriptive findings of usage time data per app in detail. As can be seen,
tablet interaction was traced through mobile sensing and information about
how long or how often children had been using the various intervention
apps was recorded. In addition, children’s competencies development will
be assessed in this longitudinal study (e.g., literacy, numeracy, cognitive)
and the usage data will also be used to analyze the potential effect of the
tablet intervention on children’s competencies development. With this
approach, it will be possible to check whether regular/irregular app usage
is associated with better/worse child competency scores and whether a
certain dosage of app usage is necessary to find intervention effects.

Mobile sensing as an assessment tool
An important question is whether mobile sensing can be used as a single
assessment method to replace traditional self-reports or whether it should
be used as a supportive measurement tool together with self-reports. In
our view, mobile sensing may already be used as a single assessment
method, however, still many challenges need to be addressed in terms
of security, privacy, reliability, validity and replication. With the current
developments in mobile sensing technology and rising interest in using
this technology as an assessment tool among researchers, we believe that
these challenges will soon be addressed.
Using mobile sensing data to extract behavioral measures and
latent variables
With mobile sensing, behavioral characteristics such as reaction times
(RTs), app usage times, or error rates (ERs) can directly be extracted to
understand the manifestation of behavior in real-life situations. Collecting
data in traditional experiments or settings can be difficult, time consuming, and potentially be expensive (e.g., software licences). In comparison, the sampling of behavior through mobile sensing provides the
potential to collect data in real time from participant’s daily life. It avoids
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Table 2. Overview of descriptive data of app usage times in Learning4Kids.
Intervention
group
(N = 152)
Literacy
(N = 57)

Numeracy
(N = 60)

Usage times*
Min
0.57

Max
366.97

Mean
101.09

Std.
Deviation
92.04

Letter sorting
Letter drawing
Painting with letters
Letter-Domino
Initial letter sounds
Snakes & Ladders (letters)
Finding pairs (rhymes)
Sentence understanding
Find the vowels
Word puzzle
Magic potion (sounds)
Pixi-a day of adventure
Pixi-farm
Pixi-start reading
Pixi-Ottokar
Memory (numbers)

0.27
0.35
17.05
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

394.23
226.68
554.68
162.78
302.55
271.90
160.87
150.25
357.93
290.62
111.37
77.67
434.67
71.57
481.02
815.63

89.63
78.65
177.44
29.04
84.28
91.65
33.06
38.12
37.33
30.70
28.01
12.02
38.06
16.91
72.82
89.81

76.98
54.18
121.62
38.02
80.59
76.60
36.32
41.85
56.60
65.52
29.29
18.15
68.91
19.30
109.34
143.67

Number drawing
Painting with numbers
Number sorting
Build a number rocket
Collecting nuts (numbers)
Snakes & Ladders (numbers)
Tap it! Numbers
Mathemarmite
Measurement app
Finding pairs (numbers)
Count and compare

0.45
13.82
0.00
4.38
0.00
0.00
0.00
0.00
0.00
0.00
0.00

617.57
818.05
808.37
699.68
304.60
1124.93
491.95
1449.37
556.82
167.77
334.58

92.95
216.80
85.41
89.33
50.36
157.68
45.04
153.44
84.36
24.08
33.71

102.62
189.43
121.91
101.05
60.91
221.71
71.81
251.61
114.12
33.60
62.15

Apps+
Memory (letters)

subjective biases when compared to asking participants about their prior
behaviors. Further, the data can be collected repeatedly under several
different situations and analyzed across varying contexts (e.g., time of
the day, day of the week, at home, at work, etc.) and more precise
behavioral data can be collected in comparison to self-reports. On the
other hand, mobile sensing comes with potential limitations. For example,
participants may still fake behavior or be inattentive while using apps.
Further, the awareness of mobile sensing usage could lead to participants
affecting the data acquisition intentionally or unintentionally by being
over- or underactive with their mobile device (please see section: Potential
limitations as an assessment tool).
In comparison, latent psychological variables cannot be directly
obtained through mobile sensing but through extracted behavioral data.
For example, tracking the usage of social network apps, activity apps,
or social interaction through messaging may give insights about constructs such as social tendencies and personality traits (Harari et al.,
2020; 2020; Stachl et al., 2017).
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Table 2. (Continued).
Intervention
group
(N = 152)

Control
(N = 35)

Usage times*
Apps+
Counting the balloons
Number-domino
Connect the number dots
Learn the clock
Count and sort objects
Categorize numbers
Memory (colors)

Min
0.00
0.00
0.00
0.00
0.00
0.00
0.00

Max
224.95
434.25
213.93
276.30
772.42
153.03
177.83

Mean
18.12
43.56
23.10
23.16
43.38
16.29
53.62

Std.
Deviation
36.44
78.56
41.08
48.25
116.78
29.65
45.71

Color sorting
0.00
131.95
17.87
28.35
Color-domino
0.00
1778.22
114.29
342.45
Build a color rocket
6.17
295.26
65.15
55.75
Fish-maze
0.00
821.83
89.67
157.85
Sagomini Forest Flyer
0.00
495.97
118.61
132.07
Sagomini Friends
0.00
715.20
124.77
174.48
Shape drawing
1.28
160.72
54.37
45.92
Snakes & Ladders (colors)
0.00
345.10
67.29
81.30
Connect the color dots
0.00
56.97
11.44
17.53
Collecting nuts (colors)
0.00
126.77
38.96
38.30
Piano
0.00
78.62
10.23
20.27
Finding pairs (colors)
0.00
105.15
22.90
27.85
Animal maze
0.00
131.95
17.88
28.36
Bird tower
0.00
1778.22
114.29
342.46
Animal puzzle
8.10
1142.23
132.68
204.50
Tap it! Colors
0.00
96.37
19.68
26.50
Painting with colors
19.92
872.42
186.30
186.88
*
Note. Usage time duration is a total of 168 days (Learning4Kids project-phase 1); the unit of time
is minutes.
+
All apps were available for a different duration. The apps that are uploaded in the first month
(e.g., memory (letters), memory (numbers), memory (colors)) remained longer to-be-played than
the apps uploaded in the last months (e.g., magic potion sounds, learn the clock, animal maze).

Mobile sensing data offers a great variety of data types, complex data
modeling techniques such as machine learning may be used to build
models that cluster data and provide hints at latent variables. With this
approach, a number of study variables can be tested via several apps in
different contexts (e.g., reading skills at home, social media usage while
traveling, and so forth) and algorithmic modeling techniques can be
used to infer psychological variables (Schoedel et al., 2018; Stachl et al.,
2017). Currently, supervised machine learning is used for such modeling
approaches, however, it is still in discussion whether this approach is
better than classical questionnaires or not (see Stachl et al., 2020).
Measurement quality
Reliability and validity are complex issues to address in mobile sensing.
Reliability measurement is of great importance to evaluate behavioral
outcomes. Here, inter-device reliability (i.e., the quality of measurements
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across different study devices) and intra-device reliability (i.e., the quality
of repeated measurements within the same device) are important aspects
to consider. In their systematic review, Evenson et al. (2015) evaluated
inter-device reliability and validity of wearable trackers. They found high
validity of certain constructs such as counted steps and lower validity
for energy expenditure and sleep, and reported high inter-device reliability
for wearable sensing devices. However, intra-device reliability was difficult
to assess due to the dynamic structure and variability of everyday activities. Consequently, variations over time may be linked to error variance,
but also to actual variability in the assessed behavior (Rat Für Sozialund Wirtschaftsdaten, 2020). Here, it would be helpful if the manufacturers and users of sensors provided information about the reliability.
Further, when mobile sensing data such as audio or video data is coded,
interrater-reliability should be provided.
Various facets of validity should be considered in mobile sensing
research. Face validity may be assumed (e.g., communication and socialization behavior as indicators of sociability) or may be fairly difficult to
establish (e.g., very complex patterns of behavior as predictors of a certain
construct). Here, it is important to identify the extent to which the
obtained mobile sensing data are actually grasping the latent construct
of interest (e.g., construct validity) and whether they are fully representative of it (e.g., do features on calling, texting, and social app use actually
represent the construct sociability; content validity). Researchers need to
consider whether these data are associated with related (i.e., convergent
validity) and unrelated (i.e., divergent validity) constructs, and with
relevant outcomes (i.e., criterion validity) in the expected direction and
magnitude. In a similar way, measures of incremental validity could be
obtained by comparing the additional predictive value these metrics
provide over traditional measures of a construct (e.g., sensed sociability
data in addition to self-reports as predictors of job success). Further,
correlational patterns between the individual indicators and mobile sensing data may be investigated for an initial estimate of structural validity.
Constructs of interest in mobile sensing can be information about
personality by using app usage frequency of social apps (Stachl et al.,
2017; 2020), information about anxiety or stress through heart rates
when measured by sensor-based devices (Shcherbina et al., 2017), and
information about math and reading abilities and further progress
through behavioral data (e.g., RTs, ERs, usage times) obtained from
learning apps that focus on academic skills. Although there are further
constructs that can readily be assessed with mobile sensing, other
constructs such as emotions, decision making, memory processes, and
parent-child relationship will be difficult to measure with mobile
sensing.
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In general, mobile sensing may provide ecological valid data from
natural everyday life of participants, but the quality of physical measurements such as the sensors of the device plays an essential role. In order
to address technical issues, a more controlled laboratory or observational
validation is still necessary (Shcherbina et al., 2017). Further, selective
usage of the device (e.g., not using the pedometer while playing soccer)
or shared usage with other people may have a negative impact on external
and internal validity.

Further potential applications of mobile sensing
Mobile sensing as a new method for data collection has only lately
become applicable in psychological research and the growing number of
empirical studies using this method underline its potential usage and
benefit (Harari et al., 2016; 2020; Miller, 2012). More and more researchers in different fields have become aware of using mobile sensing as a
methodological tool for assessments. Digital devices such as smartphones
are meanwhile widely spread in most age groups and social classes around
the world and offer new opportunities for educational and psychological
assessment, some of which are introduced in the following.
Application 1: Assessment of personality development and
individual differences in young children
Assessing and identifying young children’s personality and individual
differences is one of the hot topics in child psychology that will support
our understanding of children’s socio-emotional, cognitive and behavioral
development. Young children’s personality assessment tools are traditionally based on qualitative observations, child statements, or surveys that
are given to teachers, parents, or other caregivers and that are subjected
to biased interpretations and answers (Eder, 1990; Halverson et al., 2003;
Wilson et al., 2013). Previously, Lamb et al. (2002) had shown that the
big-five personality traits and personality development of young children
can be assessed in a longitudinal study design. As mobile sensing technology yielded its usage to asses personality traits for adults, we believe
that one application would be to assess behavioral indicators of young
children’s personality development through tablet usage time at home or
at schools. Extending on the findings of Stachl et al. (2020; see above),
studies can be conducted to assess personality traits of young children
and the frequency of app usage and app/game preference, to understand
the association between children’s developing personality and activity
levels in certain apps/games. However, one limitation of this approach
is that children are not recommended to spend too much time with
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digital media (Feierabend et al., 2014, 2016), and mobile sensing should
only be used together with traditional assessment methods to achieve a
more comprehensive picture.
Application 2: Assessment of socio- emotional development and
media exposure
Children’s socio-emotional competence development is considered to be
an important factor for their future academic competencies and success
as individuals in daily life (Denham & Brown, 2010; Wirth et al., 2020).
Rasmussen et al. (2019) showed that mobile apps that provide prosocial
content positively influence children’s socio-emotional skills. Playing with
app-based prosocial games helps children to regulate their emotions.
Children also use emotional regulation strategies as a result of their
experience and knowledge derived by such apps. Consequently, mobile
sensing methodology can be used to investigate the associations between
the usage time of the apps that are based on prosocial behavior and
socio-emotional competence development in young children. For instance,
studies may investigate the interaction of children with such apps (e.g.,
based on usage times and RTs) and their association with socio-emotional
competency measures.
Application 3: Monitoring academic competencies in classrooms
Integrating digital media in learning environments is becoming more and
more popular in education, in particular, since the worldwide COVID-19
pandemic. Currently, tablet technology is often used to “assist” children’s
formal learning activities with the advantage of flexibility of movement
and its potential to provide individualized content according to children’s
knowledge and abilities (Walling, 2014). One practical usage of mobile
sensing in educational context would be to monitor and assess children’s
classroom performance individually and in learning groups through tablet
activities and give individualized or formative feedback to children and
their parents based on the usage data that is derived from mobile sensing
technology. It is, however important for such technology to design data
visualization and illustration for academic curriculum in pedagogical
settings and also take data privacy of students into account.
Application 4: Assessment of social media addiction
Social media has changed our way of communicating and our media
usage. Research investigating high levels of web- or app-based media
activity is getting attention in recent years (Leung & Chen, 2021). Here,
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self-reports or diagnostic questionnaires are commonly used methods to
assess a potential social media addiction. In their review, Leung and
Chen (2021) reported that tools to accurately diagnose media addiction
in terms of media usage duration (i.e., whether the addiction behavior
is long-lasting or temporary) and the precise cutoff point is crucial for
future assessments and to get further insights about social media addiction. Mobile sensing may be used as a potential assessment tool to tackle
diagnostic limitations of usage time duration and cutoff point in media
addiction research. However, in such research, the privacy issues and
the possibility of participant’s sense of being tracked should be considered.
These four potential applications of mobile sensing in psychological
or educational research are only some examples of further potential
applications in which mobile sensing could be applied.

Advantages of mobile sensing as an assessment tool
Traditional assessment methods are based on self-reports that are evaluating
behaviors. Self-reports include surveys or questionnaires that assess people’s
attitudes, thoughts, feelings, and beliefs. Even though these assessments
are useful to understand attitudes and are widely used in research, they
also have disadvantages. As they are based on subjective self-evaluation,
the validity may be low (Hough et al., 1990) due to participants’ biased
or socially acceptable answers (i.e., social desirability), and potential misinterpretations of the written questions. In order to tackle such problems,
mobile sensing can be used as a new state-of-the-art methodology to
capture people’s experiences through the sensors of mobile devices.
Correlating data of traditional self-report methods and mobile sensing data
through monitoring people’s activity everyday has the potential to improve
accurate and objective measurement and reduce the noise derived from
biased responses.
In the following, we provide some examples for potential advantages:
1) Mobile sensing provides a direct assessment of participant activities
and responses. For instance, as it could possibly happen in traditional
assessment methods of behavior, instead of asking a parent to report,
“how often does your child play with a smartphone or tablet during
the week” and receiving an answer that would be based on parents’
observations or positive/negative bias of their children’s weekly interaction with the device, mobile sensing would measure the actual weekly
usage time. 2) Mobile sensing may help to overcome wrong answers
that participants may give due to their false memories. For instance,
study participants may be asked about the times when they used the
device most often, which content they used most often, etc. Here, mobile
sensing would provide accurate data that is free from misjudgement. 3)
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Mobile sensing may be used for behavioral data acquisition such as RTs
and ERs. To understand how active or passive participants were by using
each app. RTs (e.g., tapping/drag & drop responses) and/or ERs analyses
from the onset until the offset of one level may be performed and thus
faking behavior may be identified (e.g., through very short or very long
RTs or high ERs). 4) Within-subject progress of the same apps can be
recorded: Assessing usage time data and ERs within one app and per
subject would give the possibility to follow the app progress of participants over time. This assessment would provide information about the
engagement of participants and may also be used for adaptive testing
and training.

Potential limitations of mobile sensing as an assessment tool
Some limitations apply to mobile sensing just as for any other assessment tool such as social desirability or faking (Paulhus, 2017). For
instance, participants may intentionally use the study device for longer
or shorter hours than they usually would in daily life and manipulate
the recorded data. In adult research, participants give their consent to
be tracked while using the digital devices, and therefore some questions
may emerge about 1) how often they are consciously aware that their
device activities are being tracked at the background, and 2) whether
the sense of being tracked would reduce or disappear over the course
of the study, and 3) whether faking tendencies would increase or reduce
based on participant’s sense of being tracked. For young children, the
sense of being tracked by others while using the internet or other
technological systems/devices can be considered to be very low
(Chaudron et al., 2015; Edwards et al., 2018). However, the risk of
misuse for adults (Montag et al., 2014) is considered as an unresolved
limitation. Consequently, the potential effects of social desirability or
faking in mobile sensing should be investigated and elaborated in future
studies amongst different age groups.
The necessity to store and process large amounts of data is also an
important limitation of mobile sensing. To apply mobile sensing, specific
apps and servers need to be installed and large amounts of data that
are generated need to be safely stored and processed.
Further, due to the battery consumption with active and rapid sensing
apps that are running in the background, the battery of smartphones/
tablets needs to be charged regularly. If they are not charged in time,
the devices are more likely to shut down and no data can be accessed
until the user decides to use the device actively again.
Another limitation is potential technical problems that may require
immediate attention and solution with remote technical support. Researchers
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should prepare their resources to provide remote support to the participants and avoid technical problems that may affect the data collection
process.

Unresolved questions in mobile sensing application
There are several unresolved questions and concerns for the usage of
mobile sensing. The first one is on the reliability of extracted measures.
The accuracy of test questions and the consistency of assessment results
are important factors contributing to the reliability of an assessment. It
is not yet clear whether traditional notions of reliability apply to mobile
sensing, and if yes, how reliability could be estimated (e.g., with
intra-class-correlations; cf. Harari et al., 2020, or with test re-test reliability; cf. Brouillette et al., 2013).
The second one is the validity of mobile sensing when compared to
traditional measurements and whether sensing based measurement
reflects the tested construct or encompasses other elements. Montag
et al. (2014) revealed external validation and replication of the tracked
personality variables (e.g., call behavior and extraversion) as the first
validation data of “psycho-informatic” research suggesting the generalizability of the results. However, to ensure validity, a consistent measurement and generalizability of mobile sensing data across different
mobile devices or within the same device are important technical issues
to address in future studies. In addition, for each new application of
mobile sensing more traditional assessment methods should also be
used to validate the data.
The third one is the concerns on biased samples and replication problems. Harari et al. (2020) pointed out that the use of unrepresentative
samples that are potentially resulting from self-selection biases, and the
replicability of research findings are important challenges that remain to
be addressed for the use of mobile sensing methodology. Further, the
discussion about personal data security applies also, and particularly, to
mobile sensing as here, all kind of personal usage data of private devices
is assessed and stored in apps and on server systems. Consequently, best
practices need to be applied to treat such data appropriately (cf. Harari
et al., 2020).
The forth one concerns the ethics about security and safety in sensing-based research, especially for studies collecting data from vulnerable
populations (e.g., children, clinical patients; Fuller et al., 2017). Breslin
et al. (2019) and Fuller et al. (2017) suggested that ethics should be
clarified in terms of the security and privacy during data collection,
analyses and interpretation. For example, throughout the data collection
and transmission process, device security should be provided with
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encrypted data. Active monitoring should be avoided and participants
should be able to “pause” data collection if they want to. Legally bound
disclosures should be included and clearly explained in the consent form,
and technical support services should be remotely and easily accessible
for the participants through the device they are using. In terms of privacy
and the notion of surveillance of private life, no personal data should
be stored in the tablets to avoid private data leakage (e.g., in case of
compromised Wi-Fi networks, stolen tablets), and the data must be stored
according to specific regulations such as the EU General Data Protection
Regulation (GDPR)3. Importantly, participants must be informed about
where and how their data is stored and how adherence to the GDPR is
ensured (i.e., whether the researcher institution complies with the guidelines of data privacy for data storage).

Future prospects and conclusion
In our view, the application of mobile sensing in empirical research offers
many prospects in different research fields as this novel methodological
approach will provide researchers with more ecologically valid data.
Further, in intervention studies that use electronic media, it may support
intervention fidelity (i.e., whether an intervention is carried out as its
intended) and thus may help researchers to come to more accurate
findings and implications. Consequently, we believe that despite all the
limitations and challenges discussed above, this approach will open a
new page in psychological and educational research, and we hope that
the information provided in this paper may inspire more social scientists
to use mobile sensing methodology in their own studies.
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