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Figure 1: We searched for publications on tangible privacy and security interfaces (TaPSI) in 28 usable privacy and security (UPS)
venues and used snowball sampling to broaden our sample further. Applying hybrid thematic analysis to our final sample
(𝑛 = 80), we describe the used terminology and definitions, addressed UPS domains, contributions, methods, implementations,
and opportunities or challenges inherent to TaPSI. Based on these findings, we present the TaPSI Research Framework, which
gives recommendations for future researchers and describes a design space for TaPSI.

ABSTRACT
This paper presents a comprehensive Systematization of Knowledge
on tangible privacy and security interfaces (TaPSI). Tangible inter-
faces provide physical forms for digital interactions. They can offer
significant benefits for privacy and security applications by making
complex and abstract security concepts more intuitive, comprehen-
sible, and engaging. Through a literature survey, we collected and
analyzed 80 publications. We identified terminology used in these
publications and addressed usable privacy and security domains,
contributions, applied methods, implementation details, and oppor-
tunities or challenges inherent to TaPSI. Based on our findings, we
define TaPSI and propose the TaPSI Research Framework, which
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guides future research by offering insights into when and how to
conduct research on privacy and security involving TaPSI as well
as a design space of TaPSI.
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1 INTRODUCTION
Tangible user interfaces give physical form to digital information
by using artifacts to represent digital information or enable control
by allowing for direct manipulation of digital information [121].
People can interact with these physical artifacts as they interact
with any other physical object. Therefore, tangible interfaces of-
fer unique opportunities, such as supporting intuitive and natural
interaction (i.e., direct manipulation [67]), providing immediate
tactile feedback [67], being fun or engaging to interact with [130],
and enhancing users’ feeling of being in control [141].

These advantages of tangible interfaces are particularly benefi-
cial for usable privacy and security (UPS) solutions, which are often
considered difficult to use, too abstract, or annoying [5, 129, 131].
Hence, tangible interfaces for privacy and security have long found
their way into research and commercialization. Bank cards form
one well-known example. They ensure that no unauthorized person
can retrieve money from a bank account by restricting access to
legitimate users only. Other examples of tangible interfaces for UPS
include physical authentication tokens like YubiKeys [103], (smart)
camera covers [43], network management devices that incorporate
physical access restrictions [137] or educational boardgames [59].
Due to their tangible nature, these interfaces make it easy for users
to understand when and where they are used.

Despite their clear advantages for human-centered security, no
overarching conceptualization of usable tangible privacy and secu-
rity interfaces exists today. Existing formalized approaches focus
on specific sub-domains. For example, Mehta et al.’s Privacy Care
framework [89] describes tangible privacy in the IoT. This lack
of overarching formalization prevents researchers from gaining
insights relevant to all types of tangible interfaces for privacy and
security. We provide a solution to this problem by presenting the
first overarching Systematization of Knowledge (SoK) on tangible
privacy and security interfaces (TaPSI). Finding and comprehend-
ing literature on TaPSI can be challenging due to inconsistent and
ambiguous terminology. For example, the terms “tangible”, “gras-
pable”, and “physical” are frequently used interchangeably [121].
Our SoK facilitates the identification of relevant literature across
UPS domains, fosters a common understanding for clearer discus-
sions, and ensures that future publications are easily discoverable
by answering the research question:

RQ 1What is a unifying definition and description of tangible
privacy and security interfaces (TaPSI)?

The decades-spanning literature on TaPSI [55, 102] and the lack
of cross-references among publications from different UPS domains
makes it particularly difficult to identify best research practices
or avoid common pitfalls. This SoK, thus, guides researchers in
investigating TaPSI by addressing the question:

RQ 2 What approaches to TaPSI research exist and which have yet
to be explored?

In addition, our work assists researchers in the design of TaPSI
and discusses their inherent opportunities and challenges for UPS
by answering the question:

RQ 3 How are TaPSI designed in terms of appearance and
functionality?

Analyzing 80 publications, we found that tangible solutions have
been proposed frequently for authentication, privacy management,
and access control. Research on TaPSI usually provides artifacts
and empirical contributions that are optionally used to present the-
oretical insights. We also identified design dimensions of TaPSI in
terms of their appearance, functionalities, and further impacting
factors. Our work serves as a foundational resource for researchers
exploring the unique opportunities and challenges associated with
TaPSI. It provides a clear definition of TaPSI, reflects on existing
research, and identifies new avenues for future research. Further-
more, it offers a comprehensive framework for designing research
projects involving TaPSI and a design space for TaPSI.

Contribution Statement We contribute to research in the field of
UPS by conducting the first SoK of tangible interfaces with privacy
and security-related purposes. In particular, our contributions are:

(1) We used query-based and snowball sampling to identify
80 relevant publications, which we analyzed along seven
dimensions: (1) usage of terminology, (2) corresponding UPS
domains, (3) provided contributions, (4) applied methods, (5)
implementation details, as well as (6) key opportunities and
challenges inherent to TaPSI.

(2) We present our findings, derive a unified definition for future
research of the term tangible privacy and security interfaces
(TAPSI), and present the TaPSI Research Framework that
informs the design and evaluation of future TaPSI.

2 RELATEDWORK
Our work builds on SoKs on UPS and tangible user interfaces (TUIs).

2.1 SoKs for Usable Privacy and Security (UPS)
Garfinkel and Lipford [51] define UPS as “the design, construction,
and deployment of systems that people can use to secure computers
and personal information” [51, p. 7], identifying themes like authen-
tication, adversarial modeling, system administration, consumer
privacy, social computing, ecological validity, and education. Reut-
ner et al. [23] emphasized the need for tailorability and transparency,
noting that one-size-fits-all solutions often fail. They also stress that
clear information is key to overcoming resistance to privacy and
security measures. Alt and Zezschwitz [9] highlighted trends such
as the impact of new technologies, stakeholder-specific designs,
emerging methodologies, and interdisciplinary knowledge in UPS
research. Distler et al. [40] reviewed empirical methods and risk
representations, noting diverse methodologies and the importance
of user-centric approaches. We adopted their categorization of UPS
topics and study methods. Acquisti et al. [3] reviewed privacy and
security decision-making with a focus on nudging techniques.

2.1.1 Usable Security. Di Nocera et al. [39] found that usable se-
curity research centers on evaluating authentication usability, sup-
porting developers, understanding the impact of design decisions
on security behavior, and developing formal evaluation models.
Lennartson et al. [75] observed a focus on simplicity, task comple-
tion time, error rates, and error management. Nwokedi et al. [96]
discussed the link between usability and security evaluation criteria.
Other SoKs examine authentication mechanisms [97, 123].
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2.1.2 Usable Privacy. Iachello and Hong [65] summarize trends
in the past usable privacy research and highlight promising yet
underexplored directions for future research. In particular, they
propose focusing on supporting users in managing their privacy,
developing better analysis and evaluation methods, and focusing on
theoretical contributions to understand the relationship between
privacy and technological acceptance better. Acquisti et al. [4]
identified three themes in empirical research on privacy behavior,
that are uncertainty, context-dependence, and malleability. They
argue that users are uncertain about their privacy preferences and
the consequences of their privacy-related choices. Moreover, user’s
concerns are context-dependent and malleable (i.e., manipulable).
Summary. Prior SoKs provide a foundation for understanding
the landscape of UPS. Moreover, they highlight the need for novel
UPS interfaces that provide simplicity and transparency [4, 23, 75].
Tangible interfaces could be particularly well-suited to tackle these
challenges, as they build upon pre-existing innate (i.e., reflexes
and instincts) and sensorimotor (i.e., acquired in early childhood)
knowledge and are, therefore, easy to understand and use [64, 89].

2.2 SoKs for Tangible User Interfaces (TUIs)
In 1997, Ishii and Ullmer [68] introduced the concept of “Tangible
Bits”, integrating digital information into the physical environment,
laying the groundwork for TUI designs. Tangible bits can be applied
to interactive surfaces, coupled with graspable physical objects, and
implemented as ambient devices for peripheral awareness. In 2000,
Ullmer and Ishii [121] presented the model-control-representation
(physical and digital) interaction model (MCRpd), describing three
key characteristics of TUIs based on their physical representations
(i.e., the tangible artifacts): (1) computationally connected to un-
derlying digital information, (2) embody interactive control mecha-
nisms, and (3) perceptually related to actively transmitted digital
representations. The authors discuss how the physical state of a
TUI embodies key aspects of the system’s digital state. In 2008,
Ishii [67] contributed specific advantages inherent to TUIs. TUIs
provide immediate tactile feedback, have conceding input and out-
put spaces (i.e., they provide seamless information representation
that spans the physical and digital domains), and have persistent
physical states. Opposed to GUIs, TUIs are usually implemented for
a specific purpose. They support space-multiplexed input, making
them suitable for co-located and remote collaboration.

In addition to Ishii and Ullmer, other researchers have con-
tributed excellent SoKs on TUIs. Fishkin [47] provided a taxonomy
of TUIs, categorizing them based on their embodiment (i.e., the cou-
pling between the user’s tangible input and the interface’s output)
and the applied metaphor.

Hurtienne and Israel [64] defined intuitiveness in the scope of
tangible interactions and its relationship to different knowledge
categories. They describe the continuum of pre-existing knowl-
edge, which includes innate (lowest level) knowledge, sensorimotor
knowledge, culture, expertise, and tools (highest level). With in-
creasing levels, the need for specialization increases, and the num-
ber of people with that knowledge decreases. Hurtienne et al. [64]
argue intuitiveness can be assigned to any level of this continuum
as long as users unconsciously apply the knowledge.

Shaer and Hornecker [110] reviewed the opportunities and chal-
lenges inherent to TUIs. They found that TUIs can (1) foster col-
laboration and discussions, (2) are physically and socially situated
in the user’s world, (3) support and stimulate reflection, (4) enable
direct, integrated, and compatible space-multiplexed user input,
(5) foster creativity by allowing designers to vary shapes, colors,
weights, material and interactional constraints, and (6) provide rich
tactile or embodied feedback even supporting eyes-free control.
However, TUIs suffer from challenges regarding their scalability,
bulkiness, lack of versatility, and create physical clutter. Users can
get tired from performing tangible interactions [110].

Further SoKs explore tangible interactions and TUIs: Holmquist
[62] categorized TUIs into containers, tokens, and tools. Hornecker
and Buur [63] synthesize different frameworks on tangible inter-
actions and present the key themes tangible manipulation, spatial
interaction, embodied facilitation, and expressive representation.
Shaer and Hornecker [110] introduced the token and constraints
paradigm, defining TUIs in terms of pyfos (objects), tokens, con-
straints, variables (digital information and functions), and actions
(possible manipulations). Mazalek and Van den Hoven [83] com-
pared TUI frameworks and noted the scarcity of domain-specific
insights. Wensveen et al. [130] argued that TUIs can influence
emotions and enhance engagement. Other SoKs focused on TUIs in
educational contexts, discussing their potential to enhance learning,
cognition, memorability, and social development [77, 78, 104].
Summary. There is extensive research on TUIs, their advantages
and limitations. TUIs can be described and clustered in different
ways. In our work, we applied Fishkin’s taxonomy [47] to the TaPSI
presented in our sample of publications. We chose this taxonomy as
it separates the individual categories particularly clearly, compared
to others that tend to span continuums. TUIs also offer unique
advantages over digital interfaces. In particular, they can be used
independently or augment other objects [68]. They can be imple-
mented as ambient displays [68]. They are intuitive to use and
engaging [62, 64, 130], can foster collaboration, discussions, reflec-
tion, and creativity [110], and provide rich and immediate tactile
or embodied feedback [67, 110]. Finally, they couple the physical
and digital world [47, 63, 67, 68].

2.3 Formalizing Tangible Privacy
While there is no overarching conceptualization of TaPSI yet, we
found publications focusing on IoT privacy.

Ahmad et al. [7] presented the term “tangible privacy”, which de-
scribes “privacy control and feedback mechanisms that are ‘tangible,’
i.e., manipulated or perceived by touch, and of ‘high assurance,’ i.e.,
they provide clear confidence and certainty of privacy to observers” [7,
p. 18]. Mehta et al. [89] present the Privacy Care framework which
investigates privacy management through “tangible and embodied
style interactions” [89, p. 7]. Their framework describes tangible pri-
vacy interfaces as direct, ready-to-hand, and customizable. Direct
means that the interfaces allow for timely and intuitive interactions
through metaphors. Ready-to-hand describes supporting ad hoc
interactions that are not intrusive. Hence, they offer periphery-to-
center attention transitions. Finally, customizable describes tangible
privacy mechanisms that are adaptable to different usage contexts
(e.g., by providing modular hardware or configurable software).
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Figure 2: The data collection consisted of three steps. First, we collected 1021 publications from 28 different venues known for
usable privacy and security and HCI publications. Next, we applied both automatic and manual filtering to focus on works
that describe TaPSI. Through this, we identified 31 relevant publications, which we used for backward snowball sampling to
broaden our initial search scope, finding 49 additional works.

Delgado Rodriguez et al. [31] used these publications to argue
that tangible privacy mechanisms are physical objects that can
be manipulated or perceived through tangible interaction. They
increase awareness of privacy risks and communicate sensor states
unambiguously, intuitively, and verifiably.
Summary. Since 2020, researchers have established the term “tan-
gible privacy” to describe interfaces that help end-users protect
their privacy in IoT environments and outlined the advantages of
these mechanisms.

Our SoK demonstrates that many benefits described in tan-
gible privacy for IoT research are also relevant to other se-
curity and privacy domains. However, the lack of formaliza-
tion and inconsistent terminology impede researchers from
leveraging existing findings on tangible interfaces across
different UPS domains. Our work is the first to distill findings
on tangible interfaces from all areas of UPS research, creating
a unified knowledge base. We provide a common definition,
highlight promising open questions for future research, and
outline both opportunities and common pitfalls.

Summary: Research Gap

3 LITERATURE SEARCH: DATA COLLECTION
Figure 2 shows an overview of the data collection process that
combined search-based and backward sampling.

3.1 Initial Search
3.1.1 Keywords and Targeted Venues. The four authors met to dis-
cuss potential search keywords and relevant target venues (confer-
ences and journals) for HCI and usable security research. We also
conducted test searches on Google Scholar and asked two further
senior UPS researchers to review the list of venues.

Query. Starting with the term “tangible privacy”, presented by
Ahmad et al. [7] in 2020 and since then used by other researchers [37,
89, 133], we collected synonyms for the word “tangible” to generate
a broader set of search queries. This resulted in the following terms:
“tangible,” “haptic,” “graspable,” or “physical”. As this paper focuses
on privacy and security, we generated the following eight queries
for our initial searches: “tangible privacy”, “tangible security”, “haptic
privacy”, “haptic security”, “graspable privacy”, “graspable security”,
“physical privacy”, and “physical security”.

Venues. During the brainstorming session, we came up with
28 relevant venues for publishing HCI (especially tangible user
interfaces) or usable security-related research. This list included
21 conferences: CHI, CSCW, UIST, IUI, HCII, ICMI, CCS, Usenix
Security, TEI, AHs, SOUPS, Symposium on S&P, NDSS, MUM, MuC,
MobileHCI, DIS, NordiCHI, Interact, OzCHI, and ESORICS. It also
included seven journals: IMWUT, TOCHI, International Journal
of Human-Computer Studies, BIT, Computers & Security, IEEE
Security & Privacy, and PoPETS. Refer to Appendix B for a glossary
of all venue acronyms and their full names.

3.1.2 Paper Collection. Next, we conducted full-text searches (i.e.,
searches over the whole text body of publications) using the 8
queries across 28 venues, resulting in 224 independent searches
(28 venues × 8 queries). To be able to specify a replicable cut-off
date, all 224 searches had to be performed within a short time.
Therefore, we developed Python scripts to automate these searches
and store the results in tables. Our scripts accessed the content of
the digital libraries’ search result sites by using URLS generated
through manual tests of their search interfaces as templates. Table 8
provides an overview of each venue’s digital libraries or search
tools and the search queries and filtering parameters. We used the
venue title as a filtering parameter to focus on targeted venues.
We used each publisher’s digital library to make sure that our
results are as complete and up-to-date as possible. However, we
used Google Scholar for the few cases, where a digital library lacked
adequate search functionalities. To ensure accuracy, we manually
performed 50 randomly selected searches to compare the results
with the automated table, finding no discrepancies. This initial
search identified 1021 publications published until March 15, 2024.

3.1.3 Description of Search Results. The 1021 results were pub-
lished between 1980 and 2024. 75% of them were published between
1999 and 2024. Furthermore, 931 (91.19%) of these results were ob-
tained by searching for “physical security”. In comparison, “physical
privacy” resulted in 69 (6.76%) publications, “tangible privacy” in 37
(3.62%), and “tangible security” in 29 (2.72%). Both, “haptic privacy”
and “haptic security” were only found once. The venues in which
most of our initial search results were published were Computers &
Security (431; 42.21%), CCS (129; 12.68%), IEEE Security & Privacy
(86; 8.42%), CHI (73; 7.15%), USENIX Security (64; 6.27%), and the
SOUPS (73; 5.97%). All other venues contributed less than 5% of our
results. For more details, we refer to Appendix A.2.

1Note that PoPETS is self-published since April 2022.
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Table 1: We targeted 28 venues from different publishers with our initial full-text search. We used the digital libraries and
search tools listed in this table. All search queries used a combination of 2 keywords separated by a whitespace, e.g., “tangible
privacy” or “physical security.” We used the venue title as a filtering parameter to restrict our searches to only targeted venues.
Refer to Appendix B for a glossary of all venue acronyms and their full names.

Publisher Digital Library Venues Search Query & Filter Parameters

ACM ACM DL CHI, CSCW, UIST, IUI, ICMI, CCS, TEI, AHs, MUM,
MuC, MobileHCI, DIS, NordiCHI, OzCHI, IMWUT,
TOCHI, MobileHCI, SOUPS

query: “keyword1 keyword” ; URL parameters:
SpecifiedLevelConceptID or SeriesKey; additional
query for CSCW and MobileHCI: “keyword1
keyword2”and“venue” with SeriesKey pacmhci

Springer (see Appendix) SpringerLink HCII, Interact, ESORICS query: “keyword1 keyword2”&“venue” ; parameters:
Publication Title has to contain venue

IEEE IEEE-Explore Symposium on S&P, IEEE Security & Privacy query: (“Full Text & Metadata”:“keyword1 keyword2”)
and (“Publication Title”:“venue”)

Elsevier ScienceDirect International Journal of Human-Computer Studies,
Computers & Security

query:“keyword1 keyword2” ; parameters: Journal or
book title has to contain the venue

Taylor & Francis Taylor & Francis Online BIT query:“keyword1 keyword2” ; searched on https://
www.tandfonline.com/journals/tbit20

Usenix, Sciendo and Internet Society Google Scholar Usenix Security, SOUPS, PoPETS1 , NDSS query:“keyword1 keyword 2” ; URL parameter:
source:“venue”

3.2 Filtering of Search Results
We filtered the publications for relevance.

3.2.1 Automatized Pre-Filtering. We excluded publications pub-
lished before 1999 as the three works [5, 131, 142] initiating re-
search on UPS were published in 1999 [23]. From the remaining
publications, Python scripts excluded those without references to
focus on evidence-based articles and those where the search key-
words appeared only in the reference list and not in the main text.
Two researchers reviewed the 195 publications where the script
could not extract or locate the keywords applying the same cri-
teria. To ensure consistency, 20% (39) was double-coded, with no
disagreements found. This reduced the list to 673 publications.

3.2.2 Manual Filtering. Next, we manually filtered each of the re-
maining 673 publications to identify those in scope for our research.

Pre-Filtering Based On Title & Abstract. We first defined that in-
scope publications should mention objects/mechanisms that can be
manipulated or perceived by touch and that specifically support users
regarding security/privacy. Using this criterion, two researchers
independently reviewed the abstracts and titles of 50 random pub-
lications to decide which to confidently filter out. They discussed
discrepancies to ensure a common understanding.

Both researchers subsequently reviewed 50 more publications in-
dependently in a second double-coding phase, with only 3 disagree-
ments out of 50. This indicated a good understanding of the filtering
criteria, allowing the first author to complete the pre-filtering of the
remaining publications. After this step, 309 publications remained
in the pool of potentially relevant sources.

Final Filtering Based On Full Text. We refined our filtering cri-
terion before performing the final filtering step. Here, we con-
sidered publications that describe, design, implement, or evaluate
objects/mechanisms that can be manipulated or perceived by touch
and that specifically support users in regard to their (cyber) security or
privacy to be in the scope of our literature survey. This includes pub-
lications that focus solemnly on tangible solutions, as well as research
that compares tangible to non-tangible solutions. All publications
not meeting this criterion were excluded from further analysis.

Four coders split up the remaining 309 publications for filtering.
We took multiple steps to ensure consistency between coders. First,
15% (49 publications of 309) of publications were double-coded.
We identified 5 disagreements (10%), which we resolved through
discussions where all coders reviewed the papers in question to-
gether, clarified ambiguities in the criteria, and reached a consensus.
This allowed us to refine the coders’ common understanding of the
inclusion criterion as follows:
Focus on Privacy or Security. Wediscarded publications that de-

scribe, design, or implement tangible mechanisms where the
authors did not envision privacy- or security-related use
cases as a primary usage scenario in the scope of our analy-
sis. Hence, we filtered out publications where security and
privacy were only considered after implementing or evalu-
ating the tangible interface (e.g., as future work).

Tangible Mechanism Is A Core Theme. We did not include
publications where tangible mechanisms were only periph-
eral to the conducted investigation. For example, we filtered
out publications that merely conducted security analysis,
described attack vectors, used image recognition on pictures
of a tangible object, or implemented software for (tangible)
devices. However, we considered publications in scope that
mainly focused on such topics but additionally developed a
physical prototype (for example, as a proof of concept).

Reference to a Specific TaPSI. We only analyzed publications
describing, designing, implementing, or evaluating one or
multiple specific tangible mechanisms. For example, we ex-
cluded publications on users’ perception of generically de-
scribed device types (e.g., unspecified webcam covers or
smart locks) or the applicability of natural interactions with
generic commodity devices (e.g., keyboards, mice, or smart-
phones) for authentication.

No Opinion and Literature Survey Contributions. Finally,
we did not analyze opinion pieces and literature surveys.
However, we did use these publications [85, 109, 114] as
additional starting points for the snowball-sampling process.

All other unclear, or potentially in-scope publications were dis-
cussed between all coders in regular online meetings.

https://www.tandfonline.com/journals/tbit20
https://www.tandfonline.com/journals/tbit20
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3.3 Snowball Sampling
Starting with the remaining 31 publications and three opin-
ion/survey pieces [34, 86, 109, 114], we applied backward snowball
sampling [135]. We noted any potentially relevant related work
mentioned in these publications and screened them for inclusion
by applying the criteria presented in Section 3.2.2. These steps were
iteratively repeated for publications found during the snowball
sampling process until we could no longer find any relevant ad-
ditions. Again, we discussed all uncertainties in regular meetings.
We did not focus on specific keywords or venues during this sam-
pling phase. This allowed us to explore and collect publications not
considered in our initial search, making our sample much broader
and directed to publications that authors from our sample consid-
ered relevant. It also mitigated potential limitations from our initial
selection of specific keywords and venues. Backward snowball sam-
pling added 49 publications to our sample, along with an additional
relevant position paper [34].

We first searched for publications on TaPSI from 28 HCI and
UPS venues and filtered them. We then used the resulting
31 publications to perform backward snowball sampling to
broaden our sample and mitigate selection bias. Our final
sample included 80 publications.

Summary: Data Collection

4 ANALYSIS PROCEDURE
We identified relevant analysis dimensions to answer our research
questions and then used a shared spreadsheet to collect relevant
information and perform a hybrid thematic analysis.

4.1 Hybrid Thematic Analysis
Hybrid thematic analysis combines inductive and deductive meth-
ods to achieve both broad and in-depth insights [46]. Following a
deductive (top-down) approach [27], we used existing categoriza-
tions from related work where applicable, particularly for scientific
methods and tangible user interface classifications. The categoriza-
tions are detailed in Section 4.2. Three coders divided the sample
and applied deductive coding. One author subsequently revised all
assigned codes to check for plausibility and consistency. The coders
met regularly to discuss and resolve disagreements.

For all other information, we used an inductive (bottom-up)
method [18], where two authors independently created one code-
book each using 20% of the publications (i.e., 16 publications). The
authors met to discuss, compare their codes, and create a common
codebook. One coder subsequently applied the resulting codebook
to 80 publications. Any ambiguities and new themes were discussed
with the other coder. As a result of the method we applied, we
deliberately refrain from reporting measures of inter-rater agree-
ment [84] for this exploratory work. Note that multiple codes from
the same analysis categories could be assigned to a paper. Hence,
the reported percentages do not add up to 100%.

4.2 Analysis Dimensions & Spreadsheet
Inspired by [40], we derived six analysis dimensions from our re-
search questions to formalize and guide the process (see Figure 3).

To address RQ1, we examined how different TaPSI have been de-
scribed or defined (i.e., their terminology and definitions), enabling
us to derive a unifying definition of TaPSI and commonly used
terminology. These findings can help researchers efficiently locate
relevant literature and ensure their publications are both compre-
hensible and easily discoverable. We also describe the diversity of
current TaPSI by specifying their use cases (i.e., UPS Domains). Our
SoK also provides future researchers with fundamental insights on
how to successfully research TaPSI. Hence, to answer RQ 2, we
analyzed the contributions made by the publications in our sample,
as well as the methods applied and indicate underexplored research
approaches. For RQ3, we analyzed the extent and manner in which
the TaPSI are implemented. Additionally, since the user interaction
with TaPSI is fundamentally different from graphical user interfaces,
we examined the inherent opportunities and challenges.

To ensure the collection of similarly broad information, we for-
malized which aspects of each publication are relevant to each
analysis dimension as follows:
Terminology & Definitions: Terms used to describe the tangi-

ble interface, frequency of terminology (in the whole text),
author-generated definitions of TaPSI

UPS Domain: UPS topic [40] (deductive), addressed specific UPS
challenge (inductive), type of data that is being protected or
managed (inductive), and targeted user group (inductive)

Contributions: Contribution type [134] (deductive), further
themes on contributions (inductive), number of investigated
TaPSI, and their technology readiness level [25] (deductive)

Methods: Number and type of formulated research objectives (in-
ductive), research design [116] (deductive), number of stud-
ies, their location (deductive) and study methods [40] (de-
ductive), number of participants

Implementation: Portability and form factor of TaPSI (inductive),
materials used (inductive), means of interaction between
user and interface (inductive), embodiment [47] (deductive),
metaphor types [47] (deductive)

Opportunities & Challenges: Opportunities (inductive) and
challenges (inductive) inherent to TaPSI

Three authors copied the relevant text segments from all 80
publications to a shared spreadsheet (see Supplementary Materials).
One author then reviewed all publications again, adding additional
segments. We used the resulting table for the next analysis steps.

4.3 Limitations
Our work is subject to selection bias and may have a limited sample
representation. We combined a query-based sampling method with
backward snowball sampling to mitigate such bias as much as
possible. This allowed us to identify relevant publications that did
not contain our search keywords or were published in venues we
did not initially target. Our approach proved effective, as we were
able to double our sample size through backward snowball sampling
and our observations indicate that there are no search keywords
more reliable than the ones we used for the initial search (see
Sections 6.3 and 9.3.1). However, we decided against performing
forward snowball sampling since some of the publications in our
sample were cited by hundreds of other publications that we found
to be largely not related to TaPSI (e.g., the over 1900 publications
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Thematic Analysis

RQ1 What is a unifying definition and 
description of TaPSI?

Terminology & 
Definition

UPS Domain

 RQ3 How are TaPSI designed in terms of 
appearance and functionality?

Implementation
Opportunities & 

Challenges

RQ2 What approaches to TaPSI research 
exist and which have yet to be explored?

Contribution Method

What is a unifying definition and 
description of tangible privacy and 
security interfaces (TaPSI)?
What approaches to TaPSI 
research exist and which have yet 
to be explored?
How are TaPSI designed in terms 
of appearance and functionality?

Figure 3: Our thematic analysis evolved around our three research questions. We further divided each research question into
multiple analysis dimensions to collect more detailed information. In particular, we analyzed what TaPSI are, by identifying
terminology used in the sample of publications and which usable privacy and security (UPS) domains they address. We also
analyzed how TaPSI were investigated by reporting on contributions and applied methodologies. Furthermore, we investigated
how TaPSI are implemented, as well as their inherent opportunities and challenges.

on the security of machine learning that cite [111]). As a result, the
number of publications to review exceeded our available resources.

Like other qualitative research, the thematic analysis methods
applied here might be affected by subjective interpretation. We took
several steps to reduce subjectivity as much as possible (see Sec-
tion 4.1). Nevertheless, despite our various efforts to achieve ac-
curate insights, the frequencies reported in our work should be
understood as trends rather than exact indicators.

Using a shared spreadsheet, we applied hybrid thematic anal-
ysis to our sample [46]. Our findings were guided by knowl-
edge from other systematic surveys, which we expanded,
adapted, and refined to include the particular characteris-
tics of TaPSI. Our analysis focused on the dimensions UPS
Domain, Terminology & Definitions, Contributions, Methods,
Implementation, and Opportunities & Challenges.

Summary: Analysis Procedure

5 DESCRIPTION OF THE SAMPLE
All 80 publications in our sample can be found in Appendix B.4.
Figure 4 indicates when the publications were published and the
most frequent publication venues (see also Appendix B.5).

As mentioned before, we focused on publications from 1999
to March of 2024. Only one relevant paper was published from
1999 to 2002. In the following years, from 2003 to 2015, we found,
on average, 2.23 relevant publications each year (𝑠𝑡𝑑 = 1.17, see
Figure 4b). 67.5% of the analyzed publications were published from
2016 to 2024. Hence, from 2016 to 2023, an average of 6.63 works
on TaPSI were published each year (𝑠𝑡𝑑 = 3.38). This increase in
interest in the research community during the last years indicates
that TaPSI is a timely and growing topic.

The 80 publications in our sample were published in 41 venues.
However, for 26 of the venues, we only found one relevant publi-
cation each (see “other” in Figure 4a). 16 (20%) publications were
presented at CHI. SOUPS2, USENIX Security3, and Computers &
Security published 4 (5%) TaPSI publications each. We also found 3
publications in TEI4, DIS5, and CCS6 publications. Therefore, CHI
was by far the most prominent venue for TaPSI publications.

2Symposium on Usable Privacy and Security (SOUPS)
3USENIX Security Symposium
4International Conference on Tangible, Embedded, and Embodied Interaction (TEI)
5ACM Conference on Designing Interactive Systems (DIS)
6ACM Conference on Computer and Communications Security (CCS)

CSCW
IEEE Symposium on S&P

Interact

MUM
FC MobileHCI

NDSS
CCS

DIS IMWUT
TEI Computers & Security
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other
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Figure 4: We identified 31 publications in our initial search
and 49 through additional snowball sampling. In subfigure
(a), venues with only one publication – mostly found via
snowball sampling – are grouped under “other.” See Appen-
dix B for a glossary of venue abbreviations and Appendix B.5
for a table of these results.

6 RQ 1 – WHAT IS A UNIFYING DEFINITION
AND DESCRIPTION OF TAPSI?

6.1 Usable Privacy and Security (UPS) Domains
6.1.1 UPS Topics & Challenges. We adapted the categorization
of usable privacy and security topics from Distler et al. [40]. In
particular, we distinguish between “physical access control” and
“digital access control” and added the categories “privacy indicators
and warnings” and “security education and training” (see Table 2).
In addition, we derived inductive codes to present insights into
which UPS challenges TaPSI address.

Authentication. We found that 36.25% of the publications inves-
tigated authentication methods. These publications evaluated user
perceptions of commercial physical authenticationmechanisms (i.e.,
mostly authentication tokens, 16.35%), novel authentication meth-
ods involving tangible interactions (16.35%), or tactile-feedback-
based secret entry methods that are not visually observable making
them resistant to observation attacks (3.75%).
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Privacy. Many publications described tangible interfaces for
privacy-related topics, like privacy choice mechanisms (22.5%), pri-
vacy indicators and warnings (18.75%), or privacy-enhancing tech-
nologies (18.75%), often in conjunction. These publications mainly
investigated challenges related to IoT privacy, either specific to mi-
crophones (mostly in smart speakers) (8.75%), cameras (5%), and lo-
cation sensors (1.25%), or to multiple sensors (15%). In addition, 7.5%
of the analyzed publications proposed privacy-enhancing technolo-
gies and/or choice mechanisms to address challenges resulting from
the threat of shoulder surfing. Other presented privacy-enhancing
technologies (3.75%) addressed unique challenges, such as remote
collaboration and the impact of ubiquitous face-recognition or RFID
tags on consumer products (1 publication each). Publications also
investigated tangible privacy transparency mechanisms (4%) or pri-
vacy perceptions and behaviors (3.75%) usually in the context of IoT
environments. One paper investigated peoples’ privacy perceptions
regarding tangible protections against observation (1.25%).

Access Control. Some publications described mechanisms for
physical access control (8.75%) and addressed challenges around
authentication mechanisms (3.75%) or tamper detection (3.75%).
Tangible interfaces for digital access control (7.50%) supported
users in setting up secure networks (3.75%), securely pairing devices
(2.50%), or managing hardware crypto wallets (1.25%).

Other Security Topics. Seven publications presented tangible arti-
facts for security education and training (8.75%). Security percep-
tions, attitudes, and behaviors (8.75%) were investigated related to
commercial authentication mechanisms (7.50%) or the verification
of vaccination certificates (1.25%). Proposed security indicators and
warnings (6.25%) were investigated to enhance users privacy in
the IoT (3.75%), online privacy (1.25%), or protect them against
scam calls (i.e., vishing, 1.25%). The only UPS topics from Distler et
al. [40] that we could not assign to any publication were security
for admins and developers, encryption, and social engineering.

6.1.2 Data Types Managed or Protected Through TaPSI. The tangi-
ble interfaces in our sample addressed a wide range of data man-
agement and protection challenges (see Table 2). Notably, 35% of
the publications examined interfaces not tailored to any specific
data type. Among those that did, 15% focused on safeguarding
audio data (e.g., disabling smart speakers), while 13.75% targeted
video or photographic data (e.g., camera covers). Interfaces dealing
with location or presence data were discussed in 10% of the sample.
Financial information was specifically protected in 8.75% of the
studies, and 7.5% focused on managing data collected by IoT de-
vices, with another 7.5% dedicated to secure network establishment
and device pairing. Additionally, some interfaces managed authen-
tication secrets (5%, such as passwords), screen-displayed private
data (3.75%), or personal identity information (3.75%). Finally, 2.5%
proposed TaPSI to ensure hardware integrity, and 5% addressed the
protection or management of other data types.

6.1.3 Targeted User Groups. Most publications in our sample
(82.5%) did not target specific user groups. However, some TaPSI
were specifically designed for non-expert end users (10%), employ-
ees in general (7.5%), students (5%), developers/researchers (5%),
expert end users (e.g., security experts, 3.75%), (shared-)office work-
ers (3.75%), or older adults (2.5%).

6.2 Terminology & Definitions
6.2.1 Used Terminology. Overall, in 50% of the publications, au-
thors gave their interface a specific name. Some examples of this
are: TaPS Widgets [94], Posit [71], ICEbox [137], Play2Prepare [54],
3D-Auth [82], or PriKey [37]. Other terms used to refer to the pre-
sented tangible interfaceswere: “device,” “prototype,” “token,” “game,”
“artefact” /“artifact,” “indicator,” “interface,” “probe,” “control,” “ob-
ject,” “phidget,” “tag,” or “tool”. The investigated interfaces were also
described as “physical,” “tangible,” “haptic,” “hardware,’’ or “wear-
able”. We do not report term frequencies here, as a more precise
automated term frequency analysis follows.

6.2.2 Term Frequency Analysis. For more insights into the termi-
nology used in TaPSI publications, we analyzed the frequencies
with which terms appeared in the publications’ main parts (i.e., excl.
references). For this, we established the following search terms:

• The above mentioned descriptive terms “physical,” “tangi-
ble,” “haptic,” “hardware,” or “wearable,” as well as “graspable,”
since we used this term in our initial search.

• All terms we identified that refer to the investigated TaPSI
(i.e., “device,” “prototype,” “token,” “game,” “artefact”/ “artifact,”
“indicator,” “interface,” “probe,” “control,” “object,” “phidget,”
“tag,” or “tool” ), as well as similar terms listed by Ullmer and
Ishii [121] (i.e., “prop,” “phicon,” and “container” ).

• Further terms related to the usable privacy and security
topics our sample addressed (see Table 2), like “security,”
“privacy,” “choice,” “authentication,” “warning,” “education,”
“training,” “access,” or “mechanism.”

We used a Python script to count how many publications in-
cluded each keyword independently and all combinations of terms
separated by whitespaces. Table 3 shows term frequencies.

One-Word Terms. More than 75% of the publications used the
terms “security” (88.75%), “device” (87.5%), and “physical” (85%).
Moreover, most (i.e., > 50%) included the terms “mechanism”
(72.5%), “privacy” (72.5%), “interface” (68.75%), “control” (68.75%),
“hardware” (63.75%), “access” (58.75%), “choice” (57.5%), “authentica-
tion” (56.25%) and “tool” (51.25%). All other terms were mentioned
in less than half of the publications (see Table 3a).

Multi-Word Terms. Out of the combined terms, “physical security”
was the most frequently used in our sample (22.5%), followed by
“privacy control” (22.5%), “wearable device” (15%), and “access control”
(16.25%, see Table 3b). “Authentication token,” “physical access,” and
“physical device” were found in 15% of the publications. Some used
the terms “security mechanism” (13.75%%), “authentication mech-
anism” (12.5%%), “physical object” (12.5%), and “tangible privacy”
(11.25%). “Hardware token,” “physical control” and “physical privacy”
were all mentioned in 10% of our sample. No combination of three
terms was found in more than 10% of our sample.

6.2.3 Related Definitions. As mentioned before, we could not find
an existing definition of TaPSI. However, we identified some related
definitions both inside our sample and outside of it.

Definitions of TaPSI In Our Sample. We first collected author-
generated definitions of types of TaPSI from our sample.
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Table 2: We analyzed the UPS domains of each of the 80 publications on TaPSI. We, therefore distinguish between the UPS
topic they address [40], the type of the data that is being managed or protected by the different TaPSI, and the user group their
design targets. We use bold font to highlight the largest portions of publications.

UPS Topics [40] Managed or Protected Data Targeted User Groups

authentication 36.25% general data/not specified 35.00% general/not specified 82.50%
privacy choice mechanism 22.50% audio 15.00% non-expert end-users 10.00%
privacy-enhancing technologies 18.75% video/photo 13.75% employees in general 7.50%
privacy indicators and warning 18.75% presence/location 10.00% students 5.00%
security perceptions, attitudes, and behaviors 8.75% financial 8.75% developers/researcher 5.00%
security education and training 8.75% general IoT-collected data 7.50% expert end-user 3.75%
physical access control 8.75% network connection/pairing 7.50% (shared) office workers 3.75%
digital access control 7.50% authentication secret 5.00% older persons 2.50%
security indicators and warnings 6.25% screen content 3.75%
privacy transparency mechanism 5.00% identity 3.75%
privacy perceptions, attitudes, and behaviors 3.75% integrity of hardware 2.50%

other 5.00%

Table 3:We analyzed howmany publications contained terms
describing TaPSI. This includes descriptive terms, synonyms
for “tangible interface” and privacy- or security-related terms.
We did not include the publications’ reference lists for this
search. As we aim to identify commonly used terms, we only
report on terms that appeared in at least 10% of the sample.
The most frequently occurring terms are bolded.

(a) one-word

term Frequency

security 88.75%
device 87.50%
physical 85.00%
mechanism 72.50%
privacy 72.50%
interface 68.75%
control 68.75%
hardware 63.75%
access 58.75%
choice 57.50%
authentication 56.25%
tool 51.25%

(b) multi-word

term Frequency

physical security 22.50%
privacy control 21.25%
wearable device 16.25%
access control 16.25%
authentication token 15.00%
physical access 15.00%
physical device 15.00%

Tangible Privacy Ahmad et al. “define ‘tangible privacy’ mecha-
nisms as those privacy control and feedback mechanisms that
are ‘tangible’, i.e., manipulated or perceived by touch, and of
‘high assurance’, i.e., they provide clear confidence and cer-
tainty of privacy to observers” [7, p. 4].

Locators Song et al. “define locators as feedback mechanisms that
can be used to physically find IoT devices” [113, p. 2].

Physical Authentication Devices (PADs) / Security Keys
Nanda et al. define PADs as “small physical tokens without a
display screen that can be inserted into a USB port or kept in
proximity to primary authentication devices, such as laptops
or smartphones, for user login” [95, p. 2]

Other Definitions of Similar Terms.

Physical Security Blythe et al. describe physical security as
“[s]trategies to physically protect infrastructures, information
and information resources” [17]

Physical Privacy Burgoon defined physical privacy as “the degree
to which one is physically inaccessible to others” [19, p. 211]

6.3 Answering RQ1
To answer the question “What is a unifying definition and description
of TaPSI?” (RQ1) we analyzed the UPS topics addressed in our
sample, the used terminology, and presented definitions.

We found that TaPSI can be applied to a large variety of UPS
domains. Most of the analyzed publications investigated authenti-
cation, privacy, and access control.

The terms “security” and “privacy” could be found in most pub-
lications. “Tangible” was only used in 36.25% of the publications.
However, we found similar terms like “physical” and “hardware”
in most works. Moreover, the term “interface” and similar terms,
such as “device,” “mechanism,” or “control” and “tool” were amongst
the most frequently used terms. None of the analyzed combined
terms was found in > 22.5% of the publications. Moreover, the
most frequently used composed term “physical security”, also led to
many false positives in our initial search. This is because the terms
“physical security” and “physical privacy” are widely used but with
meanings that differ from the description of TaPSI.

Our findings indicate a need to formalize and standardize ter-
minology. We, thus, derive the term tangible privacy and security
interfaces (TaPSI) and define it in the following Section (6.4).

6.4 Defining TaPSI
6.4.1 The Term “Tangible Privacy and Security Interfaces” (TaPSI).
The publications we analyzed lie at the intersection of research on
usable privacy and security and tangible interfaces. Thus, a combined
term is most suited to adequately cover both aspects. The most
frequently identified combined term was “physical security.” Yet, as
mentioned before, we observed that searching for “physical security”
resulted in many results that do not fit into the scope of this survey.

We propose the term “tangible privacy and security interfaces”.
It aligns well with the established terminology of “tangible inter-
faces” [67, 121] and the term “tangible privacy” which describes
tangible interfaces for privacy management (i.e., control and aware-
ness) in IoT environments [7, 89]. Moreover, “tangible security” was
only found in 2.72% of the 1021 results from our initial search
and 2.5% of the publications in our final sample. Thus, it has not
been widely used in the area of UPS. Hence, we assume we are not
creating conflicts with existing definitions.
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6.4.2 Definition ofTaPSI. TaPSI are described as being “physi-
cal” [95, 113] “control and feedback mechanisms” [7, p. 4] or in-
terfaces that can be “manipulated or perceived by touch” [7, p. 4].
Accordingly, they are referred to as interfaces for privacy or secu-
rity management [60, 71, 89, 137]. They can “protect infrastructures,
information and information resources” [17], serve as “smart phys-
ical barriers that protect against intrusive sensing” [43, p. 3] or as
an “authentication factor (i.e., something the user has)” [95, p. 2].
Hence, TaPSI provide protection. TaPSI are also “of ’high assurance’,
i.e., they provide clear confidence and certainty” [7, p. 4] and provide
“feedback for privacy awareness through visual cues, sound, haptics,
or smell” [89, p. 2] by “appropriately alerting users about personal
data privacy breaches” [87, p. 2422]. Moreover, TaPSI can “increase
people’s awareness of computer security needs and challenges, so that
they can be more informed technology builders and consumers” [38,
p. 916] by “educat[ing their users] on how to think as an attacker and
then learn how to deter attacks” [59, p. 3]. They, thus, impact users’
understanding of privacy and security-related concepts.

Definition. Based on these descriptions, we define Tangible Pri-
vacy and Security Interfaces (TaPSI) as “tangibles” – which means
they exist in the physical world and can be manipulated or perceived
by touch and potentially other senses – that help users manage, pro-
tect, and understand information privacy and/or security. TaPSI, thus,
describe the intersection between the research fields tangible user
interfaces and usable privacy and security.

Researchers have proposed TaPSI to solve a broad variety
of UPS problems. However, our analysis of the used ter-
minology and presented definitions underline the need to
formalize and standardize terminology in this research field.
To close this gap, we propose for future researchers to use
the term “tangible privacy and security interfaces” (TaPSI),
which we define as “tangibles” – which means they exist in
the physical world and can be manipulated or perceived by
touch and potentially other senses – that help users manage,
protect, and understand information privacy and/or security.

Summary: RQ1 – What is a unifying definition and de-
scription of TaPSI?

7 RQ 2 – WHAT APPROACHES TO TAPSI
RESEARCH EXIST ANDWHICH HAVE YET
TO BE EXPLORED?

To understand how researchers investigate TaPSI, we analyzed (a)
their works’ contributions and (b) the applied research methods.

7.1 Contributions
7.1.1 Types of Contributions. We first applied the categorization
of contribution types by Wobbrock and Kientz [134] to our sample
(see Table 4). Most publications presented an artifact (72.5%) or
empirically evaluated how people use an artifact (66.25%). They
also made theoretical contributions (3.75%) and included empiri-
cal studies investigating people (8.75%). Our sample included one
survey (1.25%) and one methodological contribution (1.25%).

Next, we conducted an inductive thematic analysis to gain de-
tailed insights into the contributions of our sample. We found that
artifact contributions included the development of novel tangible
artifacts (55%), software complementing a tangible interface (22.5%),
implementing and using a tangible interface to collect data for a
subsequent technical evaluation (13.75%), or comparing developed
software and tangible artifacts (5%). Empirical studies that investi-
gated how people use an artifact either focused on a novel tangible
interface presented in the same publication or commercial prod-
ucts, which included tangible interfaces provided to participants
(7.5%) or owned by participants (6.25%). Some publications also
compared perceptions of software and tangible products owned
by them (3.75%). Moreover, the research in our sample also made
theoretical contributions, such as implications for future designs
(20%), design requirements for the design of the presented artifacts
(16.25%), and design frameworks (2.5%).

7.1.2 Investigated Tangible Artifacts. Most publications either pre-
sented novel artifacts or investigated their use. Hence, all but one
publication (98.75%) in our sample presented tangible interfaces.
The number of TaPSI investigated in each publication ranges from
1 to 7 (𝑚𝑒𝑎𝑛 = 3.14%, 𝑠𝑡𝑑 = 2.41%, see Table 4).

Their technology readiness levels (TRL) varied from TRL1 (define
basic properties) to TRL9 (product on the market, see Table 4). The
most frequent TRLs of the presented tangible interfaces were TRL5
(pre-prototype tested in lab, 35%), TRL9 (product onmarket, 26.25%),
TRL3 (proof of concept, 11.25%), TRL4 (pre-prototype, 11.25%) and
TRL6 (prototype tested in relevant environment, 10%). TRL1 and
TRL8 were assigned to less than 10% of the publications.

7.2 Research Methods
To describe how TaPSI are investigated, we extracted the research
methods used in the publications, see Table 5.

7.2.1 Research Objectives. We analyzed the publications for their
research designs distinguishing between descriptive, correlational,
and experimental research [116].Descriptive research aims to capture
a current situation (i.e., the current state of affairs). Correlational
research analyzes how two or more variables relate to each other.
Experimental research identifies the causal effects of experimental
interventions on a dependent variable [116]. Most analyzed publi-
cations were descriptive (76.25%), 41.25% were experimental, and
only one was correlational (1.25%). We also observed that 63.75%
of the publications did not mention specific research questions,
hypotheses, or goals. 13.75% contained research questions (2-7),
8.75% research goals (1-4), 7.5% hypotheses (1-6), and 6.25% freely
formulated guiding questions (1-7).

7.2.2 Empirical Studies. 91.25% of the 80 publications conducted
at least one empirical study, which involved human subjects (75%),
technical evaluations (2.5%), or combinations of both (13.75%). On
average, they reported on 1.75 (𝑠𝑡𝑑 = 1.33, range: 1-7) studies per
publication. The number of participants for human subjects studies
ranged from 2 to 50, 000. Only 11 studies had more than 100 human
subjects. The remaining 106 presented studies had 19.82 partici-
pants on average (𝑠𝑡𝑑 = 18.66). Studies were frequently conducted
in the lab (65%). However, researchers also performed studies on-
line (21.25%) or in the wild (17.5%). We analyzed our sample for the
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Table 4:We analyzed how the analyzed publications contribute to usable privacy and security research. For this, we distinguished
the types of each publication’s contributions [134], the number of tangible interfaces they present, and their technology
readiness levels [25]. The largest percentages of publications per column are bolded.

Contribution Type [134] Tangibles Technology Readiness Level (TRL) [25] of Tangible

Artifact 72.50% 0 1.25% TRL1 Define basic properties 5.00%
Empirical: study about how people use an artifact 66.25% 1 71.25% TRL3 Proof of concept 11.25%
Theroretical 30.00% 2 7.50% TRL4 Pre-prototype 11.25%
Empirical: study about people 8.75% 3 13.75% TRL5 Pre-prototype tested in lab 35.00%
Survey 1.25% 4 2.50% TRL6 Prototype tested in relevant environment 10.00%
Methodological 1.25% 5 1.25% TRL8 Pre-serial manufacturing 5.00%

7 2.50% TRL9 Product on market 26.25%

Table 5: We extracted the methods used in our sample and
the underlying research objectives. Hence, we analyzed the
research design [116] of each publication, how they formu-
lated their research objectives in the text, the applied study
method, and where the studies were conducted. The largest
portions of publication per column are bolded.

(a) Research Objectives

Research Design [116] Objective Types

descriptive 76.25% none 63.75%
experimental 41.25% research question 13.75%
correlational 1.26% research goal 8.75%

hypothesis 7.50%
guiding question 6.25%

(b) Conducted Studies

Study Method Location

hands-on task 62.50% think-aloud 8.75% lab 65.00%
survey 56.25% diary study 6.25% online 21.25%
interview 31.25% storyboard

study
3.75% in-the-wild 17.50%

log analysis 22.50% workshop 2.50%
technical eval. 17.50% observation

study
2.50%

focus group 10.00% co-creation 1.25%

study methods described in [40], as well as “hands-on task” (i.e., the
participants had to use the investigated artifact), “technical eval-
uation”, “think-aloud ”, and “storyboard study”. Most publications
described studies involving hands-on tasks (62.5%) and surveys
(56.25%). Many publications also conducted interviews (31.25%),
analyzed logged data (22.5%), performed a technical evaluation
(17.5%) or focus groups (10%). Some used think-aloud tasks (8.75%),
diaries (6.25%), storyboards (3.75%), observation (2.5%), workshops
(2.5%), and co-creation methods (1.25%).

7.3 Answering RQ2
We analyzed our sample’s contributions and methods to answer
the question: “What approaches to TaPSI research exist and which
have yet to be explored?” (RQ2).

Most publications provided artifact, empirical, and theoretical
contributions. They frequently described the design and implementa-
tion of one or multiple TaPSI, the conduction of an empirical study
to inform the design of the TaPSI or evaluate it, and optionally
theoretical insights. While most analyzed publications combined

artifact and empirical contributions, some presented TaPSI and no
empirical study (8.75%) or only an empirical contribution and no
implementation of an artifact (23.75%). The latter usually involved
the evaluation of commercially available TaPSI (21.25%) or a visual
representation of an envisioned TaPSI (2.5%) [6, 88].

Most publications mentioned empirical studies including hands-
on tasks (62.5%) and surveys (56.25%). Interviews (31.25%) and
log analysis (22.5%) were also frequently applied study methods.
Interestingly, most of the studies used a descriptive design, i.e., they
did not compare multiple conditions or variables against each other.

Only 21.25% of the reviewed publications stated formal research
questions or hypotheses, highlighting again the need for formaliza-
tion to support more rigorous research approaches in the future.

Most publications provided a combination of artifact and
empirical contributions and usually focused on a single in-
terface with varying technology readiness levels. For many
of the proposed TaPSI, there are no comparative insights.
For example, it frequently remains unclear how users per-
ceive them compared to digital alternatives. Moreover, many
publications did not formulate specific research objectives
hinting at a lack of formalization.

Summary: RQ2 – What approaches to TaPSI research
exist and which have yet to be explored?

8 RQ3 – HOW ARE TAPSI DESIGNED IN
TERMS OF APPEARANCE AND
FUNCTIONALITY?

8.1 Implementation
As mentioned before, all but one of the analyzed publications ex-
amined at least one tangible interface. These interfaces were either
developed by the authors or commercial products. This section de-
scribes their appearance, functionalities, and underlying metaphors.
To extract the following findings, we applied Fishkin’s taxonomy of
tangible user interfaces (TUIs) [47] (deductive) as well as inductive
thematic analysis. Fishkin proposes distinguishing TUIs based on
the dimensions embodiment and metaphor.

8.1.1 Appearance. We examined TaPSI’ appearance by analyzing
the form factors and materials of the interfaces in our sample.

Form Factor. 33.75% of the publications investigated freestanding
TaPSI. In particular, they were presented as tabletop interfaces
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Table 6: We analyzed how TaPSI are implemented by describing their appearance (i.e., form factor and material) and interaction
functionalities (i.e., their embodiment [47], user input, and system output to the user). The largest percentages are bolded.

(a) Appearance

Form Factor Material

freestanding 33.75% electronics 48.75%
portable 31.25% plastic 26.25%
attached or integrated 30.00% paper/ cardboard 20.00%
wearable 6.25% foil 3.75%

wood 3.75%
fabric 2.50%

(b) Interaction Functionalities

Embodiment [47] User Input Output to User

full 26.25% push 16.25% approximate 12.50% movement 8.75%
nearby 22.50% touch 16.25% attach or insert 11.25% vibration 5.00%
distant 5.00% move 13.75% (dis)connect 8.75% screen 40.00%

rotate 6.25% point 5.00% light 13.75%
hold 2.50% cover 3.75% sound 5.00%
bend 1.25% voice 2.50% other visual 2.50%
destroy 1.25% digital 2.50%

(20%), tabletop games (10%), or other freestanding interfaces (5%).
31.25% were portable. As such, they could be transported in pockets
(20%, e.g., USB-Sticks, PDAs, or key fobs), bags (6.25%, larger than
pocket format), or in a wallet (6.25%, (smart)cards or a sheet of
paper). Moreover, 30% of the interfaces were attached or integrated
into other devices (20%), furniture (6.25%), or non-tech objects
(5%). Some of the presented interfaces were wearables (6.25%), like
armbands (3.75%) or enhanced glasses (2.5%).

Material. The tangible interfaces were composed of different
materials. We focus on the materials of novel interfaces developed
by the authors of the publications rather than commercial products.
We made this decision primarily to inspire future researchers in
their choice of materials and because the materials of commercial
products were often not specified in the publications. 48.75% of
our sample developed a tangible interface containing electronics
(e.g., sensors, actuators, wiring, microcontrollers, or power sup-
plies). 26.25% included plastics (i.e., sturdy or flexible) and 20% were
(partly) made of paper or cardboard. Some interfaces used different
kinds of foils (3.75%, e.g., light-scattering foil [94], PDLC film [43],
or copper tape [36]), wood (3.75%) or fabric (2.5%).

8.1.2 Functionalities. To describe the functionalities of the TaPSI,
we first distinguished between active and passive prototypes (i.e.,
whether they require a power source).We then determined their em-
bodiment and analyzed the supported interactions distinguishing
between user input and system output functionalities.

Active vs. Passive. Most TaPSI presented in our sample were ac-
tive (78.75%). Hence, they either contained a battery or needed to
be connected to a power source to function (e.g., to wall sockets
or USB ports on a PC). However, a subset (36.25%) of the analyzed
publications (also) investigated passive TaPSI. Passive TaPSI in-
cluded tabletop games, physical covers/seals, RFID or NFC-based
interfaces, or conductive structures.

Embodiment. Embodiment of a TUI describes the cognitive dis-
tance between the user’s input performed as a tangible manipula-
tion and the interface’s tangible output [47]. The embodiment of a
TUI can be full (i.e., input and output in one device), nearby (i.e.,
the output takes place near the manipulated input device), environ-
mental (i.e., the output is around the user, e.g., by changing ambient
lighting), or distant (i.e., the output is “over there”, e.g., on another
screen) [47]. 26.25% of the publications described TaPSI with full
embodiment and 22.5% with a nearby embodiment, which indicates
high levels of “tangibility” [47]. The embodiment of only 5% of the

interfaces investigated was distant (i.e., low level of tangibility).
Yet, this categorization did not apply to all interfaces in our sample
for various reasons. In particular, 20% of the works presented an
interface where the output was not directly observable by the user,
17.5% did not support (tangible) user input, and 11.25% were purely
analog (e.g., tabletop games). In addition, in 7.5% of our sample, the
user interactions with the TaPSI were not described in sufficient
detail to identify their embodiment.

User Input. Most TaPSI supported direct tangible manipulation
as user input, such as touching (16.25%), pushing (16.35%), mov-
ing (13.75%), rotating (6.25%), holding (2.5%), bending (1.25%) or
destroying (1.25%) (parts of) them. Other tangible input modalities
involved the arrangement of two artifacts by approximating them
(12.5%), attaching or inserting them (11.25%), (dis)connecting them
(8.75%), pointing them towards each other (5%), or covering them
(3.75%). Few interfaces provided non-tangible user input, such as
voice (2.5%), and digital controls (2.5%).

System Output. Most interfaces had non-tangible output func-
tionalities, such as screens (40.0%), lights (13.75%), sound (5%), or
other visual output (2.5%). However, some interfaces provided tan-
gible output represented through movement (8.75%) or vibration
(5%) of the interface or parts of it.

8.1.3 Metaphor. Fishkin’s taxonomy [47] distinguishes TUIs based
on the type of metaphor they apply. Interfaces that apply no meta-
phor are grouped into the “none” category. The category “noun” is
applied if an interface’s shape, appearance, or sound is based on
a metaphor. “Verb” refers to analogies in the interactions. Inter-
faces can also make analogies to the interaction and the appear-
ance/sound, described as “noun and verb” metaphors. The highest
level of tangibility in the metaphor dimension “full” refers to inter-
faces where the virtual information and tangible representation are
the same (i.e., really direct manipulation [48]).

Almost half of the publications in our sample presented TaPSI
with no metaphor (47.5%). Others used primarily noun (25%) or
verb metaphors (15%). 7.5% presented TaPSI with noun and verb
metaphors. No interface could be assigned to the “full” category.

8.2 Opportunities & Challenges
Unlike digital interfaces, tangible interfaces provide a physical in-
teraction layer that can support users but also introduce new chal-
lenges. We explored the resulting opportunities and challenges, to
describe the potential of TaPSI.
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8.2.1 Opportunities.

Intuitiveness Rooted in Pre-Existing Knowledge of the Physical
World. “A technical system is intuitively usable if the users’ uncon-
scious application of pre-existing knowledge leads to effective in-
teraction” [64, p. 128]. TaPSI are physical objects which leverage
users’ pre-existing knowledge and understanding of the physical
world [7, 64, 89]. This results in a multitude of inherent opportuni-
ties. Authors in our sample argue that TaPSI support natural and
intuitive interactions (25%) because users can interact with them in
the same way they interact with any other object [64]. Therefore,
TaPSI presumably offer a low threshold to get started, which can
be particularly beneficial for inexperienced or novice users. Corre-
spondingly, 16.25% of the analyzed works highlighted that TaPSI
are inherently inclusive to diverse user groups.

Our sample also describes that physicalization supports the com-
munication of clear and unambiguous information (13.75%). For
example, users intuitively understand that a camera that is covered
or pointed away, will not be able to record them [70]. This is partic-
ularly important for security and privacy interfaces, as it promotes
the trust in the interface and self-efficacy necessary to support se-
cure behavior in users [108]. Since tangible interfaces are part of the
physical world, they can also be observed by anyone in their envi-
ronment (e.g. by users, but also by potential bystanders) [132, 133].
We found that they, therefore, offer the opportunity to generate
awareness about risks and adequate protective measures (12.5%).

TaPSI can leverage users’ pre-existing knowledge through apply-
ingmetaphors (7.5%). This can further increase intuitiveness [47, 89]
and support reflection [119]. Going further, some publications in our
sample suggested tangible interfaces that simulate real-world sce-
narios (2.5%) to provide a “sandbox in which [users] can experiment
with security risks, learn about decision-making and its consequences,
and reflect on their own perception of security” [49, p. 521].

TaPSI can also leverage their position in the physical environ-
ment (7.5%). For example, depending on the position of an interface,
it can be perceived as peripheral or in the center of attention [55].
Moreover, placing TaPSI in a meaningful environment could in-
crease usability [36, 106], encourage the adoption of protective be-
haviors [70, 102] or convey social meaning (i.e., it is okay to glance
at something that is openly situated in a shared environment) [71].

Direct Ad-Hoc Interactions. The publications in our sample dis-
cuss that TaPSI support easy (18.75%) or quick (12.5%) usage and
can allow grasping important information at a glance (3.75%). This
is potentially rooted in the fact that most tangible interfaces are
single-purpose devices. Hence, they are designed specifically for
their intended use only. In contrast, digital mechanisms are usually
installed on multi-purpose devices. Accordingly, with TaPSI users
do not need to navigate different menus to find a specific function-
ality. Instead, TaPSI support really direct ad hoc interaction [48, 89].

To offer direct manipulation, users need to be able to immediately
observe the effects of their actions [48, 112]. Hence, several works in
our sample specifically highlight the need for real-time control (10%)
or information features (5%) of TaPSI. They can further support
directness by being ready-at-hand [89]. Correspondingly, some of
the analyzed publications suggested mobile (8.75%), on-body (2.5%)
or prominent placements of TaPSI (3.75%, e.g., on walls [137], in
hallways [132] or on the packaging of devices [45]).

Support Cognitive Processes, Social Settings and Elicit Emotions.
TaPSI can “offer users a simple mental model of how it works and how
to use it, which should help to improve security in practice” [60, p.
999]. Hence, the authors of the analyzed works argue that TaPSI can
support the user’s understanding of protective measures (11.25%),
as their behavior can be observed and contrasted with pre-existing
knowledge of the physical world. This contrasts with digital privacy
and security interfaces, which often operate opaquely to end users.
As physical entities, TaPSI make “abstract concepts more tangible
and illustrative” [119, p. 2] (7.5%), trigger reflection (6.25%), sup-
port decision making (2.5%), and leverage motor memory, making
(potentially secret) interactions easier to remember (6.25%).

We also found that TaPSI can elicit emotions in their users. Users
find them engaging (12.5%) and feel compelled to explore them
through casual interaction (5%). TaPSI can also trigger creativity
(2.5%) and trust in the protection provided through the interface
(11.25%). In particular, some works in our sample argue that TaPSI
can provide easy-to-verify assurance of the provided protection
(11.25%), support users’ sense of being in control (5%), and do not
rely on untrusted software controls (3.75%). The positive impact
of TaPSI on cognition and users’ emotions can be even enhanced
through customization, since this allows users to “engage critically
and personally with the medium, exercising a level of experimentation
beyond that of typical digital [interfaces]” [53, p. 3] (8.75%).

Consistent with research on tangible user interfaces, we found
that TaPSI can positively impact social settings [78, 104]. In par-
ticular, the presence of such an interface can trigger discussion
on security and privacy-related topics (12.5%), foster collaboration
between users (7.5%), and bring people together (2.5%).

Save Resources and Forster Existing Setups. TaPSI also offer the
opportunity to augment existing devices or non-tech objects to
provide novel functionalities (15%), centralize the management of
functionalities of devices (7.5%), or allow user interaction with
devices, that do not have user interfaces (2.5%). They also often
require few resources from their users, particularly in terms of time,
effort, and dependency on other devices or objects (21.25%).

Security: Physical Separation, Presence and Barriers. TaPSI pro-
vide inherent opportunities when it comes to protecting data. In
particular, while TaPSI might interact with other technological de-
vices, they are frequently physically separate, which means that
attacks might have to compromise both devices in order to be suc-
cessful (16.25%). For example, Do et al’s [43] smart webcam will
cover a laptop’s webcam, even if it was hacked. This is particularly
beneficial if the tangible interfaces are also completely offline and,
therefore, not susceptible to attacks via the internet (3.75%).

Furthermore, TaPSI can enhance security by requiring a user’s
physical presence for sensitive tasks (i.e., proximity or touch, 10%),
making them again less susceptible to online attacks. TaPSI are also
often single-purpose devices. Hence, it is much easier for developers
to implement by-design data minimization (8.75%). Moreover, they
can serve as physical barriers that protect sensitive information
(7.5%) or recognize unauthorized users by measuring their tangible
interactions and comparing them to the legitimate user’s behavior
patterns (i.e., behavioral biometrics, 7.5%)
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Subtle Interactions. Security and privacy-related tasks are often
perceived as interrupting or socially awkward [5, 37, 131, 138].
For example, cookie banners get in the way of users looking for
information on a website and covering one’s PIN entry while paying
in a store canmake other people feel distrusted.We found that TaPSI
have the potential to be less interrupting and reduce social impacts,
as they support subtle interactions (17.5%) and leverage multiple
human senses (13.75%, i.e., vision, touch, audition). This subtleness
makes interactions hard for bystanders to observe, increasing the
users’ privacy. Hence, the works in our sample leveraged this by
supporting interactions that are non-obtrusive (i.e., peripheral [26,
89], 10%), invisible to others (6.25%), and inconspicuous (2.5%). Two
works (2.5%) also discuss howTaPSI can change from being subtle to
salient by making bigger or faster changes to the visual appearance,
movement, and sound of the tangible [26, 55].

8.2.2 Challenges.

Limited Versatility and Scalability. A challenge of TaPSI is their
limited versatility, as they are frequently designed for one very
specific purpose [89]. Hence, 10% of the analyzed publications men-
tioned that the investigated TaPSI relies on specific additional hard-
ware to work properly, and 7.5% discussed environmental factors
that lead to malfunctions. The versatility of the TaPSI was also neg-
atively affected by its incompatibility with other software (3.75%)
and its insufficient adaptation to different usage scenarios (2.5%).
Moreover, TaPSI can become quickly outdated (1.25%), as some
of their functionalities can be hardware-based, limiting software
updates’ applicability. Accordingly, TaPSI can create physical clut-
ter [89]. This makes users worry about carrying them (11.25%) and
impacts their scalability (6.25%). Similarly, they can obstruct users
when performing other tasks (2.5%).

No One-Fits-All Design. We found that designing TaPSI in a way
that satisfies the expectations of users is very challenging. “The
dimensions of the [TaPSI] should be balanced on three levels: with the
context, the user, and within the design itself” [122, p. 12]. Hence,
some TaPSI were perceived as too bulky (7.5%) and others as too
small (1.25%). Small dimensions can improve portability but can
also make TaPSI more prone to being misplaced and affect er-
gonomics [103, 122]. Larger dimensions can make it difficult to
use TaPSI in environments where the space is limited and can hin-
der portability or usability [20, 37, 43]. Moreover, the publications
in our sample reported that users might have varying preferences
for the appearance of TaPSI (6.25%) and that aesthetics could hinder
adoption (3.75%). Two works also mentioned that their participants
were worried about breaking TaPSI (2.5%). Another challenge for
TaPSI is that specific design choices limit how users interact with
them (13.75%), which can collidewith users’ expectations [94]. Some
publications also observed that TaPSI that incorporate a battery are
limited in their performance (3.75%).

Inconvenient & Awkward Interaction. Using TaPSI can be te-
dious, especially if it requires frequently repeated tangible interac-
tions [70, 89, 106]. In particular, the analyzed publications reported
challenges such as taking too much time (16.25%) and too much
effort (10%). In particular, when users had to consult usage instruc-
tions (5%). Some publications also mention that interacting with
TaPSI could be inconvenient or disturbing for other nearby people

(7.5%). For example, bystanders could think that the user is hid-
ing something [71] or takes control away from them [7, 22, 37].
They could also be disturbed through the user’s unexpected move-
ments [20, 69]. Moreover, interaction with TaPSI was sometimes
reported as not engaging (enough) (6.25%), difficult to remember
(3.75%), and interrupting (2.5%). Purchasing and implementing
TaPSI can also be costly (6.25%), especially if provided for larger
groups (e.g., all employees from a company [74, 117]). TaPSI can
provide easy-to-understand physical protections. However, users
may still misunderstand how to use them depending on their spe-
cific design. Hence, the analyzed publications reported that users
found functionalities of TaPSI difficult to understand (12.5%) and
performed usage errors due to misunderstandings (8.75%). 6.25%
mentioned that users had expectations not met by the investigated
interface. Users in 3.75% of the publications in our sample did per-
ceive no value in using token-based authentication TaPSI.

Security: Physical Access & Observability. TaPSI also face inher-
ent security challenges. They could be lost, forgotten, or stolen,
potentially preventing their users from using them or granting
access to attackers (12.5%). Attackers could also observe the user’s
tangible input (11.25%). TaPSI might also put users’ security at risk
if misused (7.5%) or if they malfunction (5%). They can also be over-
looked (5%) or occluded (2.5%). Few publications observed mistrust
in TaPSI. In particular, participants did not trust LED indicators
(2.5%) or would not use TaPSI for high-security use cases (1.25%).
Some works discussed that designing TaPSI with intuitively verifi-
able protection features can be challenging (3.75%). For example,
physical buttons should “have reliable disconnects, in a way that is
verifiable by either users or other experts” [6, p. 20]. Instead of using
LED indicators, users “may need a more tangible mechanism, such
as opaque covers or physical disconnects” [7, p. 19]. This is because
users “may not, themselves, know how the circuitry works” [41, p.
2483]. Interestingly, one work also discussed that users trusting the
TaPSI too much could lead to more risky behavior [6] (1.25%).

Challenges When Evaluating TaPSI. 18.75% of the works men-
tioned that they used simplified TaPSI prototypes which impacted
the validity of their results. 11.25% observed malfunctions of their
prototypes during the evaluation process and 5% highlighted that
specific design choices limit the generalizability of their findings.

8.3 Answering RQ3
We analyzed TaPSI implementations and the opportunities and
challenges identified by researchers to answer the question: “How
are TaPSI designed in terms of appearance and functionality?” (RQ3).

The TaPSI in our sample had diverse form factors affecting porta-
bility and size. They were integrated into or attached to devices,
furniture, or non-tech objects or were freestanding, portable, and
wearable. Most featured electronics, plastics, or paper/cardboard.
They supported input through direct tangible interaction and ar-
rangement of multiple objects or non-tangible voice or digital input.
The interfaces’ outputs were tangible, visual, and auditory. About
half of the analyzed works presented TaPSI applying a metaphor.

The publications in our sample show that TaPSI inherently offer
an intuitiveness rooted in users’ pre-existing knowledge, support
cognition, leverage social settings, and elicit emotions. They also
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allow easy and quick direct ad hoc interactions to augment existing
environments with limited resources and leverage subtleness. Fur-
thermore, they provide security benefits rooted in their physicality.
However, they also comewith inherent challenges, like their limited
versatility and scalability or the difficulty of designing TaPSI that
satisfy requirements from different stakeholders and use cases. In-
teracting with them can also be inconvenient or socially awkward,
is prone to observation attacks, and requires physical access.

TaPSI usually require a power source, can be portable or sta-
tionary, and are made from various materials. They support
both tangible and non-tangible interactions. The interaction
with TaPSI can be intuitive, direct, and subtle, but also incon-
venient or awkward. Their physicality supports cognition,
social settings, emotions, and security benefits, but limits
versatility, scalability, and universal applicability. They are
also prone to observation or misplacement but can save
resources by augmenting environments.

Summary: RQ3 – How are TaPSI designed in terms of
appearance and functionality?

9 THE TAPSI RESEARCH FRAMEWORK
Condensing our findings into easy-to-use implications for future
research, we present the TaPSI Research Framework to guide re-
searchers in designing corresponding projects. The framework con-
sists of six sequential steps, each accompanied by related recom-
mendations and considerations. These steps are categorized into
two primary categories: conceptual research design and technical
research design [124]. Conceptual research design encompasses all
steps required to define the goals of the research project, while
technical research design outlines the actions necessary to achieve
those goals [124]. Note that the framework’s content and step order
are not necessarily exhaustive or entirely precise, as they are based
on the findings from our literature review. We encourage future
researchers to further expand and adapt it.

9.1 Starting Point: UPS Problem
Research projects usually address a specific problem [124]. In our
work, we observed that research on TaPSI addressed a large variety
of UPS problems. In particular, our sample described TaPSI for
authentication, privacy, access control, warnings and education (see
Section 6.1.1), highlighting their potential across most UPS domains.

9.2 Step 1: Tangible (or Not)?
First, researchers should decide whether they want to address their
specific problem through TaPSI or not. We recommend basing this
decision on the opportunities and challenges inherent to TaPSI
(see Section 8.2). In particular, some UPS problems can be (partially)
solved by the intuitiveness of TaPSI, their effects on cognition, social
settings, and emotions, the direct ad hoc interactions they offer, the
fact that they are physically separate devices that can also serve as
barriers, as well as their affordances for subtle interactions. We also
found that the challenges inherent to TaPSI can be a relevant UPS
problem [52, 95]. For example, works in our sample investigated
usability challenges of authentication token [2, 28, 29, 56, 72, 128].

9.3 Step 2: Consult Related Work – What Did
Others Do?

Consulting related work is another key step in defining research
goals [124]. Therefore, we outline strategies for identifying TaPSI
publications and uncover underexplored topics.

9.3.1 How to Search for TaPSI Publications?

Digital Libraries & Venues. As the publications in our sample
stem from a large variety of venues, we recommend using a search
engine not limited to a specific publisher, such as Google Scholar. If
Google Scholar returns too many irrelevant results, the ACM DL is
a good alternative for finding TaPSI-related publications, as most
of the publications in our sample can be found there. Moreover,
most analyzed works were published at HCI venues, like CHI, DIS,
IMWUT, or TEI. The most promising (usable) privacy and security
venues are Computers & Security, SOUPS, and USENIX Security.

Search Terms. “Security” was the most frequently used term
in the analyzed publications, followed by “device” and “physical.”
(see Section 6.2). However, unspecific terms like “device,” “mecha-
nism,” or “tool” often describe potentially intrusive devices (e.g., IoT
devices or smartphones [37, 76, 94]), rather than TaPSI. We also ob-
served that many publications use “physical” or “physical security”
in contexts unrelated to TaPSI (e.g., policies regulating access to
infrastructure [11] or measures against physical harm [61]). Hence,
it is currently impossible to determine a failure-proof set of search
terms for TaPSI. However, combinations of “physical”, “security”
with “device”,“mechanism”, or “interface” are good starting points.
More specific search terms matching the UPS problem are also
helpful, such as: “privacy control,” “wearable device,” “access control,”
“authentication token,” “physical access,” or “physical device”.

9.3.2 OpenQuestions For Future Research. Our SoK revealed under-
explored questions, presenting promising directions for research.
TaPSI for Specific User Groups: Few TaPSI are tailored to the

needs of specific user groups (see Section 6.1.3). However,
related work has shown that personal attributes of users
impact their perception of TaPSI [31].

Inclusive Security and Privacy: We found that TaPSI can be in-
clusive to diverse user groups. However, most TaPSI in our
sample were not designed or validated for accessibility al-
though research found that TUIs can be beneficial for some
people with physical or learning disabilities [73, 140]. Hence,
there is a need for future research on TaPSI for inclusive
privacy and security management and education.

Insights into the Effects on Cognition: The works in our sam-
ple highlight a potential positive impact of TaPSI on cog-
nition and the formation of mental models. Nevertheless,
current literature lacks research on which aspects of TaPSI
design enhance or hinder cognition.

Correlational Research: Only one publication in our sample
used correlational research, which is essential for identify-
ing relationships between variables and making predictions.
For TaPSI, it could be used to explore relationships between
interface size and user perception, verify security-usability
trade-offs, or examine the impact of personal attributes (e.g.,
age, gender, technical affinity) on TaPSI perception [31].
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Figure 5: Our findings informed the TaPSI Research Framework. It describes important steps and information to consider when
designing a research project on TaPSI. In particular, we provide guidance on how to first identify relevant research goals (i.e.,
conceptual research design [124]) and how to then investigate a TaPSI-based solution (i.e., technical research design [124]).

Overarching Questions: Most publications in our sample focus
on a specific TaPSI sub-group, offering few comparative
insights. For instance, it is unclear how users perceive TaPSI
across different use cases. Comparative research could help
identify which UPS topics are best suited for TaPSI.

Comparison Between Tangible and Digital: Some works in
our sample compare tangible and digital solutions for the
same application scenario, but most focus on authentication.
There remains a lack of research comparing solutions across
the digital-tangible spectrum for other use cases.

9.4 Step 3: Research Goals
The next step is to formulate relevant research goals [124]. Although
not widely reported in our sample, defining clear research questions
is advisable to focus and guide the research effectively [44, 80, 100].

9.5 Step 4: Contribution Type
The technical design of a TaPSI project largely depends on the
intended contribution. The decision on contributions should be
based on the conceptual research design. Most publications in our
sample presented artifacts, made empirical contributions, and/or
offered theoretical insights. Typically, projects involved designing
and implementing TaPSI, conducting a user study, and optionally
providing theoretical insights (see Section 7.1.1). Hence, we focused
our framework on these types of contributions. The order of arti-
fact implementation and empirical study can vary depending on
whether the study was performed to evaluate the TaPSI or to inform
its design. In our framework, we placed the empirical contribution
after the artifact, as this is the more common order in our sample.

9.6 Step 5: Implementation & Design Space
Artifact contributions may require implementing a novel TaPSI,
which involves key design considerations. To elaborate on this, we
present a design space (see Figure 6) and discuss how some TaPSI
from our sample apply to it (see Table 7).

9.6.1 Example TaPSI. TaPSI can be authentication mechanisms.
For instance, the YubiKey U2F [103] is a commercial USB authen-
tication token ( aka. security key). The 3D-Auth Configuration
Tangible [82] enables users to authenticate by possessing it (first
factor) and rotating its parts to enter a PIN (second factor), be-
fore pressing it against a capacitive screen. Undercover [107] en-
ables observation-attack-resistant secret entry at ATMs. Users input
graphical passwords by pressing buttons, with the image-to-button
mapping conveyed through a trackball hidden beneath their hand.

Moreover, TaPSI like Posit [71], an interactive calendar that lets
users control schedule visibility by adjusting its placement, support
privacy decisions. Privacy Itch and Scratch [87] is an armband that
alerts users to smartphone app privacy intrusions via vibrations and
allows them to respond through swiping gestures. In contrast, some
TaPSI automatically protect user privacy without requiring their
input. For example, ParaSight [42], a smart speaker add-on, locally
filters raw audio data and transmits only the filtered information
to the speaker via spoken utterances. ParaSight also impacts user
awareness as they can hear the utterances.

The IoT Privacy and Security Labels [45] similarly enhance
user awareness by providing transparent information about pri-
vacy risks. Printed on IoT device packaging, they help users make
informed purchase decisions. The visual and auditory IoT Loca-
tors [113] are small add-ons for IoT devices that enhance aware-
ness of nearby devices by blinking and beeping. The Moody Key-
board [30] delivers security and privacy warnings during PC inter-
actions through light and vibration.

Other TaPSI provide access control. The ICEbox [137], a network
management device, includes a physical lock, ensuring network
access is restricted to users with the corresponding key. SenseHan-
dle [33] is a sensor-enhanced door handle that identifies individuals
by their door-opening behavior. It authenticates users and restricts
entry to unauthorized individuals. TaPSI can also educate users on
security topics: Riskio [59] is a tabletop game that teaches company
employees about security risks and defensive strategies.
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Design Space

TaPSI Design

Look & Feel User InteractionMetaphor

Form Factor Material User Input System Output

Inherent Opportunities & Challenges

objects/devices

electronics

plastic

wood

fabric

paper/cardboard

foil

Shape & Size

direct: push, touch, 
move, rotate, hold, 

bend, destroy

arrange: 
approximate, 
attach/insert, 

(dis)connect, point, 
cover

voice or digital

tangible: movement, 
vibration

visual: screen, light, 
other

sound 

Active or Passive?

Technology Readiness

Empirical & Theoretical Contributions

wearable

portable

freestanding

attached or 
integrated

p
o

rt
ab

ili
ty

Figure 6: We present a design space for Tangible Privacy and Security Interfaces (TaPSI) that can be used by researchers and
developers. We discuss why the design of TaPSI should be informed by reflections on the opportunities and challenges inherent
to TaPSI, as well as on the potential findings of or plans for additional empirical or theoretical contributions. The design
space describes different options for the look & feel of the TaPSI (i.e., its form factor and materials) and the supported user
interactions (i.e., input and output). We also describe how the usage of metaphors, the shape, size, and technology readiness of
the TaPSI, and its dependency on a power source (i.e., active or passive) affect the design.

Table 7: This table shows how our design space applies to exemplary TaPSI. For this, we selected a broad sample of TaPSI from
different UPS domains. Note that we abbreviated centimeter with cm and decimeter with dm in the “Shape & Size” column.

Impacting Factors Look & Feel User Interaction

TaPSI Metaphor Shape & Size Active/
Passive

Technology
Readiness

Form
Factor Materials Input Output

YubiKey U2F [103] - cm-sized USB-stick passive TRL9: product on
market portable device push;

(dis)connect other device

3D-Auth
Configuration
Tangible [82]

interaction:
“configure parts”

cm-sized
combination lock passive

TRL5:
pre-prototype
tested in lab

portable plastic
touch;

movement;
rotate

other device

Undercover [107] - dm-sized banking
terminal active

TRL5:
pre-prototype
tested in lab

freestanding
plastic;

electronics;
object

push movement;
screen

Posit [71]
appearance:

“desktop calendar” ;
interaction:

“position on desk’’

dm-sized desktop
calender active

TRL6: prototype
tested in relevant
environment

freestanding electronics;
plastic movement screen

Privacy Itch and
Scratch [87]

interaction: “itch
and scratch” cm-sized arm band active

TRL5:
pre-prototype
tested in lab

wearable fabric;
electronics touch vibration

ParaSight [42] interaction:
“utterances”

dm-sized add-on
device active TRL3: proof of

concept attached electronics;
plastic voice sound

IoT Privacy and
Security Label [45] - cm-sized label on

packaging passive
TRL5:

pre-prototype
tested in lab

attached paper or
cardboard

approximate
(i.e.. scan

QR)
other device

IoT Locators [113] - cm-sized IoT
add-on device active

TRL5:
pre-prototype
tested in lab

attached electronics digital light; sound

Moody
Keyboard [30]

appearance:
“moody”

dm-sized PC
keyboard active TRL4:

pre-prototype freestanding device;
electronics push vibration;

light

ICEbox [137]
appearance and
interaction: “door

lock”

dm sized
wall-mounted

device
active

TRL5:
pre-prototype
tested in lab

attached electronics
point; attach
or insert;
touch

screen; other
visual

SenseHandle [33] - dm-sized door
handle add-on active

TRL5:
pre-prototype
tested in lab

attached electronics;
plastic

touch;
movement -

Riskio [59]
appearance:

“university fees
office”

dm-sized tabletop
game passive TRL8: pre-serial

manufacturing freestanding paper or
cardboard nothing digital
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9.6.2 How to Decide on the Design? The design of TaPSI should be
contrasted with two general considerations:
Inherent Opportunities and Challenges: Developers should

consider which opportunities of TaPSI they aim to leverage
and which of their challenges they want to mitigate.

Empirical or Theoretical Contribution: Researchers may in-
vestigate user preferences, empirically evaluate TaPSI, or
proof the feasibility of theoretical considerations.

9.6.3 Look & Feel.

Form Factor. As described in Section 8.1.1 TaPSI can have differ-
ent form factors. Wearable TaPSI are particularly appropriate for
discreet and immediate warning and management interfaces that
users need readily accessible (e.g., Privacy Itch and Scratch [87]).
Portable TaPSI are suitable for use cases that require frequent in-
teractions in different locations but without a constant exchange
of information. They are often used for authentication, such as the
YubiKey U2F [103], 3D-Auth tangibles [82], and others [81, 92, 122].
Freestanding TaPSI are designed to stay in specific, meaningful
environments, such as desks for office-related privacy and security
tasks (e.g., Posit [71], [13], [36], [55]), prominent spots at home
(e.g., [22], [20], or [132]), or near devices they support (e.g., Moody
Keyboard [30], [16], [15], [94]). Attached to or integrated TaPSI
can serve two main purposes: augmenting the specific device (e.g.,
IoT Locators [113], ParaSight [42], [93], [43], [115], [126]) or object
they are attached to (e.g., IoT Privacy and Security Label [45], Sense-
Handle [33], [50], [106]), or ensuring they remain consistently in
the same location (e.g., ICEbox [137]).

Materials. Most TaPSI incorporate electronics to support user in-
teraction with digital information (e.g., Undercover [107], Posit [71],
IoT Locators [113], ICEbox [137]). Plastics are commonly used due
to their sturdiness and versatility, as they can be shaped into al-
most any form via, e.g., 3D printing (e.g., 3D-Auth [82], Posit [71],
ParaSight [42], or SenseHandle [33], ).Wood is also used for rapid
prototyping with tools like laser cutters (e.g., [133], [132]) and
for its traditional aesthetic (e.g., [22]). Fabric allows to implement
wearable TaPSI (e.g., Privacy Itch and Scratch [107] or [88]). Paper
and cardboard are ideal for quickly prototyping low-fidelity TaPSI
(e.g., Undercover [107], [79], [41], [90]) and for creating disposable
interfaces (e.g., Privacy and Security Labels [45], [52], [91], [60]).
Foils can enhance TaPSI with their unique properties, such as light
scattering [94], opacity modulation [43], or current conduction [36].

9.6.4 User Interaction. Developers need to decide how users will
interact with the TaPSI. We differentiate between user input to
TaPSI and TaPSI’ output to the user (see Section 8.1.2).

Usually, the user input consists of direct tangible manipulation,
the arrangement of objects, voice, or digital input. Tangible user
input is easy [28, 29, 60, 111], fast [12, 122, 137], and can act as a
reflexive action, boosting user trust in the protections provided
by TaPSI [43]. However, when used very frequently, it may be
perceived as annoying and effortful [70, 89, 106]. In such cases,
voice input could be a viable alternative [20].

The system output is either tangible, visual, or auditive. Tangible
outputs, such as vibrations or small movements, are discreet and
hard for bystanders to notice, making them effective for private

communication, as seen in Privacy Itch and Scratch [87], Under-
cover [107], and other TaPSI [15, 16]. Movements, in particular, are
intuitively verifiable and unambiguous system outputs, enhancing
user trust in TaPSI [7, 43, 55].

9.6.5 Factors That Impact the Look & Feel and User Interaction. We
identified additional factors that impact the design of TaPSI.

Metaphor. Metaphors can be applied to the appearance of TaPSI
or the user interaction [47] (see Table 7 and Section 8.1.3). For exam-
ple, ICEbox [137] employs a “door lock” metaphor by integrating
a physical lock. Users can manage home network access similarly
to deciding who enters their home – by keeping ICEbox locked
for restricted access or handing out a key for unlimited access.
This makes interactions intuitive and supports cognition because
users can apply familiar home security decision-making processes.
Posit’s [71] appearance is inspired by an analog desktop calendar.
It also uses placement changes as an input modality for privacy
management, based on the principle that “if an object is placed in
a space in the middle of the desk, it is more private[...][, but if it]
is placed in a peripheral area of the desk, it is more legitimate [for
bystanders] to focus on” [71, p. 151]. Hence, Posit leverages users’
familiarity with desk positioning for privacy reasons. Privacy Itch
and Scratch [87] uses an “itch and scratch” metaphor to enable
intuitive user interactions. Unlike the “door lock” or “position on
desk” metaphors, however, this metaphor is not linked to privacy or
security, and may therefore offer less cognitive support. Therefore,
security-related themes (see [32] for examples) are likely better
suited to support cognition in addition to intuitive interactions.

TaPSI could also implement personal metaphors if users are
able to adapt their colors, shapes, or materials. Such personalized
TaPSI leverage users individual experiences and preferences, which
supports cognition better [36, 122], elicits emotional responses [36,
82] and potentially increases adoption [31, 82].

Shape & Size. The shape and size of TaPSI can have an im-
pact on their portability, the materials they are made of, and the
supported user interaction due to ergonomics and user expecta-
tions [37, 94, 122]. In particular, wearable TaPSI should not restrict
movement or be uncomfortable to wear [21]. Portable TaPSI should
be compact (centimeter-sized), thin, and easily attachable to com-
monly carried items like keys or wallets [21, 37, 82], but not too
small. For instance, while both the YubiKey U2F and YubiKey Nano
are portable, the Nano is too small to attach to a keychain, making it
harder to transport securely [103]. Freestanding TaPSI are typically
decimeter-sized (e.g., Undercover [107], Posit [71] or theMoody key-
board [30]). Nevertheless, their size and shape should be carefully
designed to suit their intended environment. This consideration
is even more critical for attached TaPSI, such as ParaSight [42],
SenseHandle [33], or IoT Locators [113], which must seamlessly
integrate with specific objects or devices without compromising
functionality. Additionally, developers should consider ergonomics.
For instance, Van Koningsbruggen et al. [122] developed TaPSI for
embodied password input in various shapes and sizes to identify
the optimal balance between security and usability.

Active or Passive? TaPSI are often active (i.e., use electrical power)
as most user interactions with digital information require electron-
ics. Hence, active TaPSI offer a wide range of interaction options but
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introduce the need for regular recharging or connection to power
outlets. This can particularly affect the usability of wearable and
portable TaPSI [21, 26, 82]. Passive TaPSI do not require a power
source but rely on specific materials and support limited user inter-
actions. For instance, the 3D-Auth tangibles [82] are designed for a
single type of tangible interaction (e.g., configuring parts) and are
made of conductive and insulating plastics. Passive TaPSI also often
depend on active devices to function, making them suitable for sce-
narios where such devices are already in use. For example, 3D-Auth
tangibles [82] must be pressed against a capacitive screen, the IoT
Privacy and Security Label’s [45] QR code requires scanning with a
smartphone, and the YubiKey U2F [103] connects to a computer’s
USB port. Hence, passive TaPSI are well-suited for token-based
authentication (e.g., YubiKey U2F [103], 3D-Auth tangibles [82]),
add-on security or privacy features (e.g., IoT Privacy and Security
Label [45], [133], [79], [106]), displaying static information (e.g.,
Riskio [59], [38], [52], [90]), or as disposable interfaces (e.g., IoT
Privacy and Security Label [45], [10], [91]).

Technology Readiness. TaPSI can be implemented in different
levels of technology readiness (see Section 7.1.2). Early prototypes
like paper, click, or wizard-of-oz prototypes have low readiness,
while fully functional prototypes and commercial products have
high readiness. The readiness level of TaPSI affects its appearance,
functionalities, and the study methods suitable for its evaluation.
For instance, Undercover [107] is a pre-prototype created to gather
user feedback in the lab. Its materials were not durable enough for
repeated use in diverse environmental conditions, making it un-
suitable for in-the-wild studies. In contrast, the YubiKey U2F [103]
is a functional product suitable for in-the-wild studies but limits
researchers’ ability to influence the interface’s design.

9.7 Step 6: Evaluate (or Inform)
Researchers might use empirical methods to evaluate or inform the
design of TaPSI. As mentioned before, the choice of study methods
or locations is typically linked to their technology readiness.

9.7.1 Study Method. The study methods in our sample correspond
to typical HCI methods. However, it is important to note that most
of the studies involved direct user interaction with the TaPSI (i.e.,
hands-on tasks). This was often combined with a collection of user
feedback (e.g., through surveys, interviews, or think-aloud meth-
ods) or, interestingly, sometimes only used for data collection. In
the latter case, the interaction with TaPSI was measured by various
sensors in order to subsequently carry out purely technical per-
formance evaluations (e.g. using machine learning). For example,
Sharif et al. [111] developed eyeglasses that can avoid face recog-
nition. To evaluate their approach, they took pictures of persons
wearing these glasses and measured their effect on the performance
of various face recognition models. Alsulaiman et al. [8] asked 16
participants to repeatedly perform their signature using a commer-
cial handwriting device that measures the user’s movements and
exerted pressure. They subsequently used the collected data to train
a machine-learning model for user identification purposes.

9.7.2 Study Location. Most publications in our sample conducted
studies in the lab. This corresponds to our expectations of what the
evaluation of TaPSI usually looks like. Other researchers performed

in-the-wild studies (17.5%) to achievemore ecologically valid results.
However, an in-the-wild evaluation might require the development
of a prototype with a high technology readiness (i.e., high-fidelity),
that is stable against misuse and environmental influences [105].

Interestingly, many publications also conducted studies online
(21.25%). Online studies can help to achieve larger and more di-
verse participant samples, enhancing generalizability [98]. But how
can studies involving TaPSI, which are inherently physical, be con-
ducted online? Some performed such online studies by providing
their participants with videos that show the TaPSI [43], virtual
prototypes of the TaPSI (e.g., click-prototypes) [6, 36, 37, 90], and
storyboards [70, 90]. Delgado Rodriguez et al. [37] sent Wizard-
of-Oz prototypes to participants, enabling them to experience the
interaction with and form factor of PriKey – an interface for con-
figuring privacy settings in smart homes.

9.8 How to Apply the Framework?
Our framework consolidates recommendations for designing TaPSI
research projects. To use it, researchers follow Figure 5 from left
to right. Hence, the project design starts with a UPS problem one
aims to address. Next, to decide whether tangible solutions are suit-
able for this specific problem, a researcher considers the inherent
opportunities and challenges of TaPSI. If the researcher chooses to
continue with a tangible approach, the next step involves consulting
related work on TaPSI. Here, we also recommend starting points for
literature reviews and discuss open questions for future research on
TaPSI, as inconsistent terminology can make this process challeng-
ing. To conclude the conceptual research design [124], researchers
should formulate research goals (i.e., research questions or hypothe-
ses) [80, 124]. The technical research design [124] of a project that
involves TaPSI strongly depends on the intended contributions.
Most publications in our sample presented artifacts and empirical
contributions, which they used to derive theoretical insights. Cor-
respondingly, our framework presents a design space for TaPSI and
discusses particularities of empirical studies involving TaPSI.

9.9 Future Extension of the Framework
We encourage future researchers to apply the TaPSI Research Frame-
work to their projects to validate and refine it.

In addition, we envision our framework being replicated for
digital privacy and security interfaces by retaining its structure (i.e.,
steps and order) but adapting the content with recommendations
specific to digital solutions. The framework could also be similarly
adapted to inform the research design of tangible interfaces for non-
security topics. It could also be extended with insights on digital
solutions to guide research on hybrid interfaces – those that allow
users to choose between digital and tangible solutions, offering
modular, adaptable, and interchangeable user interfaces [31].

Finally, we highlight the need for more research comparing
tangible and digital solutions across UPS topics to better understand
their respective benefits and challenges.

10 CONCLUSION
We present the first Systematization of Knowledge (SoK) on tangi-
ble privacy and security interfaces (TaPSI). We initially screened
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1021 publications from 28 venues using a keyword search, supple-
mented by backward snowball sampling to minimize sampling bias.
We analyzed 80 publications according to our research questions.
Based on our findings, we introduce the TaPSI Research Framework
to guide researchers in implementing and evaluating TaPSI. This
framework outlines opportunities, challenges, a design space, open
research questions, and recommendations for finding related work
and evaluating TaPSI, making this SoK a foundational resource for
future TaPSI research.
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A INITIAL KEYWORD-BASED SEARCH
A.1 Applied Filtering Keys for the ACM Digitial

Library

Table 8: Specified Level Concept IDs and Series Keys of ACM
venues. See Appendix B for a glossary on venue acronyms.

venue ACM SpecifiedLevelConceptID/ SeriesKey

CHI 119596
CSCW 119481 and pacmhci + additional keyword cscw
CSCW 119481
UIST 119271
IUI 119544
ICMI 120199
CCS 119372
TEI 119522
AHs 122392
SOUPS 118553
MUM 119644
MuC 122483
MobileHCI 119708 and pacmhci + additional keyword mobilehci
DIS 119568
NordiCHI 119269
OzCHI 119294
IMWUT imwut
TOCHI tochi

A.2 Descriptives of Search Results

Table 9: We initially conducted a keyword-based search for
publications from 28 different venues. This table describes
the results of this initial search. See Appendix B for a glossary
on venue acronyms.

publication year keywords venues

MIN 1980 tangible security 29 Computers &
Security

431

MAX 1980 tangible privacy 37 CCS 129
physical security 931 IEEE Security &

Privacy
86

25% Quartille 1999 physical privacy 69 CHI 73
Median 2013 graspable security 0 USENIX Security 64
75% Quartille 2024 graspable privacy 0 Symposium on

S&P
61

haptic security 1 SOUPS 43
haptic privacy 1 ESORICS 30

CSCW 15
————– OzCHI 11
Note that this
categorization
contains duplicated
publications.

International
Journal of
Human-Computer
Studies

11

IMWUT 10
BIT 10
Interact 7
TEI 6
NordiCHI 6
MUM 6
PoPETS 6
DIS 5
UIST 3
MobileHCI 3
TOCHI 2
HCII 2
MuC 1

B VENUE ACRONYMS
We provide a glossary of all venue acronyms.

B.1 Conferences
AHs Augmented Humans International Conference
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Table 11: Publications per year

year search snowball both
1999 0 1 1
2003 0 1 1
2004 1 0 1
2005 1 0 1
2006 0 1 1
2007 1 1 2
2008 0 2 2
2009 0 2 2
2010 0 5 5
2011 1 2 3
2012 1 1 2
2013 1 2 3
2014 0 2 2
2015 0 3 3
2016 2 5 7
2018 0 3 3
2019 1 8 9
2020 4 4 8
2021 4 3 7
2022 6 3 9
2023 7 0 7
2024 1 0 1

C DEFINITION OF THE TECHNOLOGY
READINESS LEVEL

Table 12: Technology readiness level (TRL) as defined by the
European Commission [24, 25]

level general
description [25]

exemplary description for
software/hardware [24]

TLR 1 basic principles
observed

Define basic properties: Scientific research that is
translated into applied activity, having paper
studies of basic properties.

TLR 2 technology
concept
formulated

Analytical study: The resulted applications are
mainly speculative, with no proof of concepts to
support assumptions. At this level, technology is
limited to analytical studies.

TLR 3 experimental
proof of concept

Proof of concept: Active R&D activities, including
analytical and laboratory studies to physically
validate the previous analytical predictions and
assumptions. the first proof of concept.

TLR 4 technology
validated in lab

Pre-prototype: The resulting system integrates
basic technological components that work together
in a low fidelity compared with the eventual system.
This “ugly prototype” or “pre-prototype” includes
integration of ad hoc hardware in the laboratory
environment

TLR 5 technology
validated in
relevant
environment
(industrially
relevant
environment in
the case of key
enabling
technologies)

Pre-prototype tested in lab: Integration of
components with reasonable and realistic
supporting elements for testing in a simulated
environment. High fidelity is achieved in
laboratory.

TLR 6 technology
demonstrated in
relevant
environment
(industrially
relevant
environment in
the case of key
enabling
technologies)

Prototype tested in relevant environment: The
technology is tested in a relevant environment. It
starts to be considered as a representative
prototype to be tested in a high-fidelity laboratory
environment or in a simulated operational
environment

TLR 7 system
prototype
demonstration in
operational
environment

Approved prototype: Testing is moved to
operational environments such as a vehicle or
machines. This is the first fully approved prototype

TLR 8 system complete
and qualified

Pre-serial manufacturing: Technology is proven to
work in its final form and under expected
operational conditions. Tests and evaluation of the
system are made in its intended or pre-production
configuration. Design specifications, including
quality and safety conditions along with
operational suitability are evaluated. At this stage
pre-serial manufacturing is intended to overcome
any future mass production issues.

TLR 9 actual system
proven in
operational
environment
(competitive
manufacturing
in the case of key
enabling
technologies; or
in space)

Product on market: Technology is shaped in its
actual application, meeting production
configuration and under real conditions such as
those identified during operational tests and
evaluation.
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