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Abstract
We present a novel concept for protecting text messages
(e.g. notifications) on mobile devices from shoulder surfing. We propose to display the text in the user’s handwriting, assuming that people can read their own handwriting easier and faster than strangers. Our approach was
evaluated in a proof-of-concept user study that revealed
significant differences in reading time: Participants were
indeed slower when reading the unfamiliar handwriting
of the other participants compared to their own, and they
tended to make more errors. Even though this effect was
not present for all participants, we argue that our results
may provide the basis for protection mechanisms applicable in real-world scenarios.
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H.5.2 [Screen design (e.g., text, graphics, color)]: User Interfaces

Introduction
Mobile devices (e.g. smartphones) are frequently used in
public settings like a bus, the subway or a crowded cafe,
which might expose sensitive content to bystanders. The

Figure 1: A user is reading text
messages on his smartphone. The
print font of his device is replaced
with his handwriting, so that he can
easily read the message while the
shoulder surfer next to him has
difficulties deciphering the
unfamiliar font.

act of observing other people’s information without their
permission is commonly called shoulder surfing and has
been intensively studied. To date however, much research
has focused on protecting password or PIN entry from
shoulder surfing (i.a. [8, 16, 17]), although the actual threat
in real-world use has been questioned [5, 9]. In contrast,
visual privacy, that is privacy issues arising from shoulder surfing, also when inadvertent and non-malicious, is
comparably underexplored. Related research emphasizes
the importance of visual privacy and shows that the threat
of shoulder surfing is not limited to credentials: Surveys
revealed that 72% of office commuters in UK shoulder
surf the person sitting next to them [6], and globally, 69%
of commuters fear that their mobile conversations might
be at risk in public settings [13]. Moreover, people have
strong concerns about sharing private data on their mobile
phones [7]. Suggested solutions to visual privacy include
narrowing the viewing angle of the display [10], blinding
[15, 18], masking [18] and distorting [3] sensitive information as well as scanning the user’s surroundings for potential shoulder surfers and displaying an alert signal [1, 18].
In contrast to prior work, the concept we present in this abstract takes advantage of the “human aspect” in usable security: We hypothesize that replacing the standard print font
commonly used on mobile devices with the user’s handwriting can protect sensitive textual data from shoulder surfers
since users will be able to read their handwriting faster and
easier than strangers.
We conducted a first user study with twelve participants as
proof of concept for future work and investigated whether
there is a difference in reading time between the participants’ own handwriting and the handwriting of the other
participants. As a baseline we also examined the reading
time for a sans-serif print font as commonly used on mobile

devices. The results support our approach: Reading time
was significantly longer for unfamiliar handwriting compared
to the participants’ own handwriting (p < 0.001), and participants tended to make more errors. Consequently, replacing
the print font with the user’s handwriting might indeed offer
an effective protection against shoulder surfers while maintaining an acceptable level of legibility for the user.

Threat Model
We assume that a user is reading sensitive text messages
like chat conversations or emails on a mobile device in a
public setting, such as a crowded cafe or train. A stranger
standing or sitting next to the user has perfect sight on the
device’s screen, that is without any reflections or occlusions. Shoulder surfing occurs in a non-malicious way and
within limited time, but it reveals sensitive information that
the user does not want to share.

Concept
Our idea is to protect sensitive textual content like chat
messages from shoulder surfers by replacing the standard
print font used on mobile devices with the user’s handwriting (see Figure 1). Research on handwriting and fonts has
shown that handwriting is less legible than print and that
it takes more time to read [11]. This property alone would
not improve the security of the user’s data, but handwriting
has another characteristic which makes it more interesting
than simply replacing the print font with a computer cursive
font: its individuality [14]. We thus assume that a user is
familiar with his or her own handwriting while a stranger is
not. Familiarity with a font plays an important role when it
comes to reading speed [2]: Familiar fonts are read faster
than unfamiliar ones. Consequently, we hypothesize that
replacing the print font with the user’s handwriting will affect legibility unevenly : While the user will still be able to
read his or her handwriting with acceptable speed and

error rate, deciphering the unfamiliar font will be difficult
for strangers, will slow down the reading speed and lead to
more reading errors, and thus prevent the understanding of
the content’s meaning.

effects in the second session, and given to the participants
as a list in random order. To prevent participants from writing particularly beautifully under the study conditions, they
were told to write as if they were jotting down notes.

User Study

Second session
For the second session, the words were scanned, cut, and
automatically recombined into the original sentences by an
algorithm joining the images of the words. For each participant we then built three disjoint sentence sets with eleven
sentences each: own handwriting, other handwriting and
print. Each participant thus had to read 33 sentences in
total. The print set consisted of eleven sentences in a sansserif font, the other set included one sentence of each of
the other eleven participants. All sentences were scaled to
a font size of sixteen points.

We conducted a proof-of-concept user study in order to
examine whether there are differences in reading time between the participants’ own handwriting and the handwriting of the other participants in the first place. We used
a within-participant repeated-measures design. The dependent variable was reading time in milliseconds, the
independent variable was font with the three levels own,
other and print.
Figure 2: The setting of the first
session of our user study.

Participants
Twelve participants, aged between 21 and 32, were recruited via social networks and personal invitation. In order to avoid bias caused by possible differences between
male and female handwriting, gender was counterbalanced.
All participants were native German speakers and righthanded. They were either students or staff members, the
education level ranged from A Level to PhD.
Method
The study consisted of two sessions a week apart. Both
sessions took place in a separate room at our premises.
We used the German version of Radner’s reading charts [12],
a collection of 40 sentences comparable in structure, word
and syllable count and difficulty (see Figure 5 a) on page
five). Participants were compensated with a 15 Euro
shopping voucher.

Figure 3: The setting of the
second session of our user study.

First session
In the first session, we collected handwriting samples of
each participant on paper (see Figure 2). Radner’s sentences were split into single words in order to avoid memory

During the session, the 33 sentences were presented successively in the center of a white screen. We used a desktop computer setting for the reading task (see Figure 3)
since the aim of this study was to test our basic assumption in the first place and to investigate any differences in
legibility between the three sentence sets under idealized
(e.g. stable) conditions. This setting also allowed for the installation of an eyetracker as a means to check whether the
participants followed the instructions and read the whole
sentences. Because of the eyetracker, the viewing distance
to the display was approximately 70 centimeters (approx.
28 inches). A vision test ensured that all participants were
able to read the displayed text from this distance. However,
the participants were allowed to find a comfortable reading
position within the eyetracker’s range, so that the test took
place under optimal viewing conditions.
Participants were first presented with a blank white screen
and were asked to press space to display a sentence and
to start the timer. They should then start reading aloud im-
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Figure 4: Means and standard deviations of the reading times per
font (calculated using non-transformed data). All pairwise
comparisons were significant.

mediately, and press space again as soon as they had read
the whole sentence. This stopped the timer and displayed
the blank white screen again.
While a participant was reading, the instructor kept a written
live record of any reading errors and divided each sentence
the participant read into three coarse categories: “sentence
immediately correct” if the participant read without errors,
“sentence correct after correction” if the participant stumbled on or misread words, but corrected the errors afterwards, and “sentence not correct” if the participant misread
words without correcting them, so that the meaning of the
sentence was distorted.

Results
In the following sections, we present the results of our user
study. A check for normality using Q-Q plots and the K-S test

Reading performance
A repeated-measures ANOVA was conducted to analyze
the influence of the font type on reading time. We identified two within-subjects factors: font with three levels (own,
other, print) and repetition with eleven levels (per font type).
Mauchly’s test indicated that the assumption of sphericity
had been violated. Therefore degrees of freedom were corrected using Greenhouse-Geisser estimates of sphericity
( = 0.43 for repetition,  = 0.56 for font).
Repetition did not have a significant effect on reading time,
indicating that there was no training effect over the course
of the session, F (4.24, 46.64) = 1.84, p = 0.13. The type
of font however had a significant effect on reading time,
F (1.1, 12.23) = 25.72, p < 0.001. Post-hoc tests using
the Bonferroni correction revealed that the difference in
reading time was significant for all pairwise comparisons
(p < 0.001 for other – own, p < 0.001 for other – print,
p = 0.029 for own – print). Reading time was shortest for
print and longest for other (see Figure 4). Thus, participants were slower when reading their own handwriting
than when reading the printed sentences, but could also
read their handwriting faster than that of the other participants. For two participants however the latter was not true,
as a comparison of the median m of the measured times
showed (m(own) = 6604 ms versus m(other ) = 6539 ms
and m(own) = 7914 ms versus m(other ) = 6682 ms, calculated using non-transformed data).
Reading errors
For the analysis of the reading errors the three categories
were labeled as follows: “sentence immediately correct” = e1 ,
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Table 1: Medians of the reading
errors for each font type and error
category.

a)

b)

c)

Figure 5: a) An example Radner
sentence: “In front of this barn,
there was once a farmhouse in
which your dear uncle had to help”.
b) A handwriting the participants
read particularly slow. c) A
handwriting the participants read
particularly fast.

Using non-transformed data, we then calculated the median
m for the recorded errors for each of these nine categories.
As shown in Table 1, the font type did not lead to errors distorting the meaning of a sentence in most cases (e3 ), but
participants made more errors when reading the handwriting of the other participants than when reading their own
handwriting or the printed sentences. Interestingly, there
was no difference between print and own for e2 and e3 .
Differences between the participants’ handwriting
Figure 6 shows the mean M of the reading times of all participants for sentences written by each participant (x-axis),
calculated using non-transformed data. The results imply
that there were differences between the participants’ handwriting concerning legibility. For example, when reading
the handwriting of participant five (see Figure 5 b)), the
other participants were particularly slow, M = 10856.18 ms,
SD = 3064.11 ms, while they were particularly fast when
reading the handwriting of participant four (see Figure 5 c)),
M = 6274 ms, SD = 537.93 ms. This suggests that the effect of the approach is dependent on the overall legibility
of a handwriting: A scrawly handwriting is better suited to
protect sensitive data than a clear and clean one.

Discussion
In our user study, there was a significant difference between
the reading times of the participants’ own handwriting and
the handwriting of other participants. Moreover, participants
tended to make more errors when reading the unfamiliar
handwriting than when reading their own handwriting. Thus,
the results suggest that replacing the standard print font
used on mobile devices with the user’s handwriting could

16000
14000
Reading time (ms)

print
own
other

e1

“sentence correct after correction” = e2 , “sentence not correct” = e3 . Grouping according to font type yielded nine different categories: {e1 , own}, {e2 , own}, {e3 , own}, {e1 , other } etc.

12000
10000
8000
6000
4000
2000
0

1

2

3

4

5

6

7

8

9

10

11

12

Handwriting n°

Figure 6: Means and standard deviations of the reading times of
all other eleven participants for a particular handwriting (calculated
using non-transformed data).

offer an effective protection of sensitive textual data against
casual and non-malicious shoulder surfers. Even though
our assumption was tested using a desktop computer setting and the effect was not present for every participant, we
argue that the study outcome indicates feasibility for realworld use and provides ground for further study.
Application to a real-world mobile context
In the user study our concept was tested under optimal conditions: The font size was big enough for the participants
to read comfortably, participants could choose a comfortable reading distance and they had a direct, unhindered
view on the large desktop screen. In contrast, in real-world
mobile settings the screen of the device is much smaller
and shoulder surfers seldom have perfect sight on the display. Also, in most cases the user and the shoulder surfer
will read from different distances: While a user can hold
his or her device so that he or she can read comfortably,
the reading distance of a shoulder surfer will presumably
always be larger. For these reasons, we assume that the

effect observed for our approach is stronger in real-world
settings. The differences in reading time between the user
and a stranger could be particularly useful for notifications and short text messages. Such content is usually
displayed briefly and does not take long to read, so that
the user could take full advantage of his or her superior
reading speed.

sights on which we can build in future work: It confirmed
our basic assumption under controlled, ideal viewing conditions, and although the effect was not observed for all
participants, we argue that our results are still promising for
real-world use where viewing conditions are seldom perfect
for shoulder surfers.

Conclusion and Future Work
Trade-off between usability and security
Our results suggest that reading time is dependent on the
overall legibility of a user’s handwriting, pointing to a tradeoff between the usability and the security of our approach:
A user could either increase the protection level by writing
deliberately illegibly or enhance usability by using a clearer
handwriting when setting his or her font. Finding the sweet
spot between these two factors requires further study.
Technical realization
In contrast to the technical approach utilized in our user
study where all sentences were predefined, handwrittenlooking sentences would have to be generated dynamically
from a user’s handwriting samples in a real-world application. A technical realization for mobile devices could build
on the prototype developed by Buschek et al. [4] that uses
handwriting samples for chat conversations with handwrittenlooking fonts.

Limitations
Although the study was thoroughly and carefully designed,
we are aware of some limitations which we would like to
discuss. One limitation of our study is the small sample
size. Moreover, the study was conducted using a desktop computer setting and not a mobile one, and handwriting samples were collected on paper. Thus, this first user
study may not necessarily be ecologically valid regarding
the envisaged threat model. However, it yields valuable in-

In this work, we investigated whether we can take advantage of the individuality of handwriting in order to protect
sensitive textual data from shoulder surfers. Assuming that
a user is familiar with his or her handwriting while a stranger
is not, we showed that utilizing a user’s handwriting instead
of a print font could indeed enhance visual privacy. The results of a proof-of-concept user study revealed significant
differences in reading times: Our participants were slower
and more likely to make errors when reading the unfamiliar handwriting of the other participants than when reading
their own handwriting. This advantage could be particularly valuable for briefly displayed content like notifications.
However, the outcome of our study also suggests that our
concept implies a trade-off between usability and security,
since reading time was dependent on the overall legibility
of a handwriting. Finding the sweet spot between these two
factors remains to be investigated. In future work, we plan
to address this issue and conduct an in-depth investigation
of our concept in a realistic mobile setting on a larger scale.
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