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Abstract

Extended Reality (XR) systems bring arrays of sensors closer to the
user’s body, enabling the collection of extensive user and contex-
tual data, from motion and biometrics to behavioral analytics, that
users might not be aware they are sharing. This poses significant
risks to users’ privacy. Yet, despite the immersive and dynamic
nature of XR, most platforms still rely on static, text-based privacy
mechanisms inherited from traditional 2D interfaces. We propose
a new paradigm of continuous consent in XR, where privacy deci-
sions unfold as a relational, context-aware, and renegotiable process
embedded in the experience — not a single consent event. To this
end, we propose a Multi-Layered Privacy Framework spanning five
interdependent layers: regulatory compliance, technical implemen-
tation, permission models, user experience, and user perception
and cognition. We then introduce the User Privacy Journey Model,
which operationalizes the framework as a sequential user pathway:
from onboarding and contextual prompts to in-experience control
and post-session review, along with the XR Privacy Checklist to
support practical adoption. By rethinking consent as a continuous
journey, we present a new paradigm for XR privacy, one that opens
a new research perspective on what "informed" consent means
in immersive environments where the boundaries between self,
system, and space are increasingly blurred.

CCS Concepts

« Security and privacy — Usability in security and privacy;
« Human-centered computing — HCI theory, concepts and
models; Mixed / augmented reality; Virtual reality.
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1 Introduction

Extended Reality (XR) systems are sensor-rich environments that
can continuously sense, infer, and adapt - tracking user motion,
behavior, emotion, intention, and even identity [27, 58, 59, 67]. What
does privacy mean in such a context? We argue that existing privacy
models fall short in XR as they treat consent as an isolated event, a
one-time transaction, rather than a part of a dynamic, multifaceted,
and evolving user journey.

XR gives us the opportunity — and the obligation — to rethink
how we design for user agency, trust, and control in immersive
environments, where data collection is pervasive, but not always
transparent. Traditional privacy mechanisms, shaped by web and
mobile interfaces, rely heavily on static, text-based policies and
preemptive user agreements. Yet, prior research has highlighted
many limitations of these approaches, even in non-immersive set-
tings. Users are often unaware of their current privacy permission
states [68], important information is inaccessible, buried in pages
of legal text [61], and many users have only a limited understand-
ing of how their privacy-related decisions impact their subsequent
experience with using an application [80]. These limitations are
amplified in XR, where interactions are spatial, embodied, adaptive,
and deeply contextual. For example, recent work such as GAZEploit,
demonstrates how leaked gaze information can be exploited for
remote keystroke inference. By capturing and analyzing the virtual
avatar’s viewpoint, an attacker can estimate a user’s gaze trajectory
and reconstruct sensitive inputs such as passwords, emails, and
messages [85]. As a result, the stakes for unintentional disclosures
are higher, the complexity of privacy management increases, and
the cognitive burden on users becomes significantly greater.

To address this, we propose a Multi-Layered Privacy Framework
comprising five interdependent layers spanning from governance
to user cognition (see Figure 1). These layers are: (0) Ethics & Gov-
ernance, (1) System & Data Foundations, (2) Permission Models &
Control Granularity, (3) User Interaction & Experience, and (4) User
Perception & Cognitive Load. Our framework provides a structured
way to integrate high-level principles with low-level implementa-
tion, ensuring privacy considerations are embedded throughout
XR development — not retrofitted afterwards. It offers developers,
researchers, and policymakers a structured lens through which to
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Layer 4: User Perception & Cognitive Load
(Cognitive & Perceptual Layer)

Layer 3: User Interaction & Experience
(Interaction Layer)

Layer 2: Permission Models &
Control Granularity
(Functional Layer)
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Layer 1: System & Data Foundations
(Technical Layer)

Figure 1: Multi-Layered Privacy Framework

design and evaluate privacy mechanisms in XR. Importantly, we
present the framework not as a fixed or final solution, but as a living
artifact intended to evolve alongside the XR landscape.

To operationalize this layered perspective, we introduce the User
Privacy Journey Model, which maps the sequential stages at which
users encounter and respond to privacy cues, from onboarding
and contextual permission prompts to in-experience feedback and
post-session reflection. This model reframes XR privacy not as a
static contract, but as an experiential process that unfolds over
time, supporting secure, sustained, and contextualized interaction
design. Lastly, to support practical adoption, we offer the XR Privacy
Checklist, a concise, layer-by-layer tool to evaluate and implement
privacy-by-design practices throughout the life cycle of the XR app.

2 Paradigm

In line with NSPW’s mission to rethink foundational assumptions
in security and privacy, we propose a paradigm shift in how privacy
is conceptualized and operationalized in XR environments, away
from a one-time static checkpoint towards continuous, in-context
consent, echoing Morton and Sasse’s argument that “privacy is a
process, not a PET” [57]. In XR, where data collection is continuous
and interaction is embodied, privacy cannot be reduced to a single
decision upfront. Instead, our Multi-Layered Privacy Framework
and User Privacy Journey Model remodel privacy as a renegotiable
lived experience that unfolds over time and evolves with user needs
and understanding. We provide actionable tools to facilitate this
transition from reactive compliance to proactive design: rather
than patching privacy into XR systems after the fact, we embed it
throughout the lifecycle of the user experience. In doing so, our
work offers a forward-looking agenda for privacy-by-design in XR,
opening new technical, ethical, and UX/UI research perspectives.

3 Background and Research Problem

The research community has acknowledged the privacy challenges
arising from the unprecedented scale and sensitivity of data col-
lection in immersive environments, including biometric signals,
behavioural patterns, and contextual cues [58].
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In response, prior work has explored concrete technical solu-
tions [51], interface designs [65], and proposed ethical guidelines
and frameworks [2, 29]. For example, the XRSI framework [29] pro-
vides valuable taxonomies and compliance guidance for developers
and organizations, outlining what data should be protected and
delineating responsibility across various stakeholders. However,
these approaches fall short in addressing how users engage with
privacy decisions over time.

Morton and Sasse [57] introduced the Privacy—Security—Trust
(PST) Framework, conceptualizing privacy as an ongoing organiza-
tional process grounded in ethics, culture, and information manage-
ment. Our work extends this perspective to the experiential layer
of immersive technologies. While PST primarily examined how
institutions operationalize privacy as part of corporate practice, our
framework reinterprets privacy-as-process through the lens of the
user’s lived, embodied experience in XR.

In research ethics, Klykken [36] similarly argues that consent
should be treated not as a static, pre-fieldwork agreement, but as
an evolving process responsive to participant understanding over
time. We extend this critique to XR: users are often asked to consent
to pre-use terms before engaging with actual data practices in the
experience. In such contexts, meaningful consent cannot be fully
realized upfront.

Despite a recognition of these issues, a lack of a structured, end-
to-end model that systematically integrates the full spectrum of
factors shaping privacy in XR remains, from system-level data flows
to user cognition and experience. The following questions emerge:

e How can privacy in XR be designed as a continuous, user-
centered experience rather than a one-off consent event?

e What frameworks can guide the integration of legal, techni-
cal, experiential, and cognitive considerations into XR pri-
vacy design?

e How can systems support user understanding, trust, and
agency across the entire lifecycle of XR interactions?

Our work addresses this gap by offering a complementary, user-
centric perspective grounded in human-computer interaction. We
use literature synthesis, comparative system analysis, and scenario-
based design to structure key aspects of XR privacy into a Multi-
Layered Privacy Framework, and operationalize it through the User
Privacy Journey Model and the XR Privacy Checklist.

4 The Multi-Layered Privacy Framework

The Multi-Layered Privacy Framework structures privacy permis-
sions in XR into interdependent layers, where each layer represents
a progressively abstracted level of decision-making, interaction, and
perception in the XR privacy ecosystem. Each layer builds upon
the previous one, ensuring a clear conceptual separation between
system-level mechanics (how data is accessed) and user experience
(how permissions are perceived and granted).

4.1 Layer 0: Ethics (Ethical & Governance Layer)

Regulatory Frameworks (GDPR, CCPA) Legal regulations for
data privacy, such as the EU’s GDPR and California’s CCPA, do in
general extend to XR platforms, but they introduce unique imple-
mentation challenges. GDPR, for example, mandates principles like
data minimization, purpose limitation, informed consent, and the
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right to access or delete personal data [18]. XR systems, with their
rich data streams, must interpret these requirements for new data
types. One concrete issue is that XR tracking data can be classified
as biometric data under GDPR (as it can uniquely identify a person
or reveal health information). Jarin et al. [32] note that both GDPR
and CCPA define certain behavioral and biometric data (e.g., motion
patterns or gaze) as sensitive personal information, thus requiring
explicit consent and special handling. This means that an XR app
collecting head and hand trajectories might legally need to obtain
explicit informed consent and perhaps even offer an opt-out, much
as a website needs special consent to collect sensitive categories.
However, studies have found a compliance gap: for example, many
VR apps have privacy policies that do not adequately disclose the col-
lection of sensor data or the inferences that can be drawn [32]. This
could put them at risk of non-compliance. Kim [35] argues that the
current mode of obtaining consent, usually via long terms of service
agreed to on app install or device setup, is not truly "informed" in
VR contexts. They call for moving beyond just text-based consent
to more dynamic, ongoing consent mechanisms that align with the
interactivity of XR environments. Additionally, regulations give
users rights like the right to deletion, which in XR entails not just
deleting an account but possibly all the telemetry tied to a user.
Implementing such rights is technically challenging if data is stored
in complex ways (e.g., distributed across a user’s device, company
servers, cloud services).

Research in the law and tech community is actively discussing
these issues. They highlight that compliance is not just a legal for-
mality but also an ethical design task: how to ensure users truly
understand and control their data in line with GDPR/CCPA [29, 84].
For example, GDPR’s emphasis on transparency could inspire more
in-app explanations of what data is being used for, and its consent
requirement might push developers to implement that just-in-time,
granular permission system we will discuss in Layer 2, rather than
blanket consents. We also see emerging industry standards from
groups like the XR Safety Initiative (XRSI), which has published
an "XR Privacy Framework" that interprets regulations for XR and
provides guidelines to developers [29]. Adhering to these frame-
works can help build user trust because they signal that a product
is following recognized best practices for privacy.

Building and Enforcing Privacy Regulations For recom-
mendations and best practices to end up in final user-facing prod-
ucts, collaboration across multiple actors is needed. Industry (e.g.,
manufacturers and developers) could lead by example, following
a self-regulation approach. While user privacy is mainly for the
benefit of the user, it can also serve as a competitive differentiator,
allowing companies to position themselves and their products as
user-friendly and privacy-conscious. Not only could it make them
and their products more attractive for privacy-aware users, clear
privacy policies and data handling practices could also lead to users
sharing more data (as they can trust that it is handled carefully).
However, prior research indicates that self-regulation alone might
not be sufficient or even fail [16, 22], particularly when there are
economic incentives for companies to collect user data [33]. There-
fore, laws and regulations, along with compliance oversight and
checks, remain critical for broad adoption. A key challenge already
observed in mobile and web environments is a disconnect between
formal compliance and usability, where companies technically meet
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legal requirements on paper but fail to provide a user-friendly expe-
rience that actually achieves the intended goal of providing users
with meaningful choice (such as cookie banners, which technically
comply with GDPR but have poor usability in practice [25]). There
is a risk of these issues carrying over into XR, where immersive
interactions could further obscure consent mechanisms or embed
them within poorly designed interfaces (we discuss deceptive pat-
terns in XR in subsection 4.5). Putting the regulations in place will
take time, and crafting them so that they stay applicable over time
with new developments in XR will take careful consideration to
avoid future gaps between users, technological developments, and
legal frameworks. Anticipating new developments, from technical
advances to changes in how the technology is used, is crucial for
having proactive, forward-looking regulations.

Summary Regulatory considerations are driving the XR industry
to rethink consent and data governance from the ground up. While
academic and industry literature increasingly calls for privacy-
by-design in XR [1, 29, 35, 63, 64, 84], existing implementations
often treat legal requirements as static checklists. Here, we reframe
compliance as a dynamic design challenge. Rather than treating
regulatory norms as endpoints, we extend the view of consent to a
relational model, acknowledging that consent cannot be preemp-
tively secured but must be renegotiated in context, aligned with
user understanding and situational use.

4.2 Layer 1: System & Data Foundations
(Technical Layer)

Data Collection and Inferences Modern XR systems collect ex-
tensive sensor data (headset orientation, hand/controller tracking,
eye gaze, etc.), which can reveal sensitive information beyond the
immediate usage context. Prior work has shown that seemingly
innocuous motion data can be leveraged to uniquely identify users
and infer personal attributes. For example, Nair et al. [60] demon-
strated that using just head and hand tracking logs, a machine
learning model could identify individual VR users with over 94%
accuracy among thousands of candidates, highlighting the biomet-
ric uniqueness of motion patterns. Similarly, research on combined
eye and body tracking data found that even with privacy protec-
tions on one data stream, the other unprotected stream could be
exploited for unauthorized user identification [7]. These findings
underscore that raw sensor outputs (e.g., IMU data, eye images) of-
ten contain latent personal information (physical traits, behaviors,
even emotional or cognitive states) that can be inferred without
the user’s knowledge [49, 55, 56, 67, 69, 70]. Users may not realize,
for instance, that subtle head movements can disclose height or
gait, or that gaze patterns can reveal interests and emotional re-
sponses. This duality between raw and inferred data raises serious
privacy concerns: XR platforms must treat sensor telemetry not just
as technical data but as potentially sensitive personal data.
OS-Managed vs. App-Managed Permissions and Privacy
Enforcement An essential question in XR privacy is determin-
ing who manages permission UX and enforces privacy; should it
be handled at the OS level or delegated to individual apps? Con-
ventional computing environments typically utilize OS-managed
permissions (like Android or iOS dialogs), ensuring consistency and
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centralized control. In contrast, app-managed permissions often
appear as custom prompts or implicit user actions within an app.

Current XR platforms exhibit a mixture of both practices. Stan-
dalone XR systems (e.g., Oculus/Meta Quest) tend to implement
standardized OS-level permission dialogs for accessing sensors like
cameras, microphones, or eye tracking, requiring explicit user con-
sent per app [53]. Additionally, the Meta Quest OS enforces privacy
by physically cutting power to external cameras and microphones
under certain conditions, effectively providing a reliable hardware-
based kill switch [53]. This approach guarantees uniformity, lets
users revoke permissions through a centralized settings interface,
and supports the Principle of Least Privilege, in which “every pro-
gram and every user of the system should operate using the least
set of privileges necessary to complete the job” [74], by sandboxing
apps and restricting default access.

In contrast, PC-based VR platforms, such as SteamVR/OpenVR,
historically provided minimal OS-level mediation. For instance, an
analysis of SteamVR (a PC-based VR platform) found that SteamVR
apps do not have any runtime permission constraints preventing
them from reading sensors; any app can access tracking data by
default [32]. Consequently, users must rely heavily on app develop-
ers to be transparent and responsible or manually adjust available
settings, which leads to potential inconsistencies and privacy vul-
nerabilities. Furthermore, the lack of OS-level mediation on some
platforms has led to inconsistencies and potential privacy gaps.
Jarin et al. [32] note that most VR apps’ privacy policies do not
clearly disclose VR sensor data usage, and few apps provide optional
permissions for this data, implying that, without OS enforcement,
users are often in the dark about data practices.

Researchers argue for stronger OS-level privacy frameworks to
close these gaps, advocating for a global mediation approach that
can manage privacy effectively across multiple applications and in-
teractions, ensuring robust, consistent protection [38]. Nonetheless,
even with comprehensive OS-level permissions, VR applications
often require additional, finer-grained controls specific to their
features, for instance, enabling users to toggle voice chat within
the app despite the OS already having granted microphone access,
which can then be managed on the application level.

Evidence from current research and industry practices suggests
the most effective approach combines both OS-managed core per-
missions and app-managed, context-specific privacy controls [31,
38, 72]. The operating system establishes a baseline of privacy pro-
tection and user awareness by enforcing uniform rules and consent
requirements, while individual apps offer more granular, context-
specific settings. Careful integration between these two layers is
critical to prevent user confusion from redundant prompts or in-
consistencies, enhancing security and usability [70].

This approach is reflected in mobile ecosystems: Android and i0OS
require runtime permission requests for sensitive data such as loca-
tion, camera, or contacts [5, 6], while applications such as Google
Maps [23] and Facebook [19] supplement system permissions with
additional in-app privacy options, such as location history tracking
and data-sharing preferences beyond the system-level controls.

Summary This layer details the technical foundations of XR pri-
vacy, focusing on how sensor data is collected and managed. A
key aspect is distinguishing between raw and inferred data, as
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even basic motion data can reveal personal attributes or uniquely
identify users. We also discuss different permission mechanisms:
OS-managed vs. app-managed permissions. While some standalone
headsets provide OS-level permissions, PC-based XR systems of-
ten lack centralized privacy controls. Researchers advocate for a
hybrid approach, combining OS-level baseline protections with app-
managed granular controls, to balance user flexibility with security
and consistency when addressing privacy risks in XR systems.

4.3 Layer 2: Permission Models & Control
Granularity (Functional Layer)

Fine-Grained vs. Coarse-Grained Permissions. Due to the myr-
iad of sensors and data types in XR, one debate is how granular
permissions should be. Fine-grained permission models would ask
users to authorize each specific data type or sensor (e.g., distinguish
between head position, hand tracking, eye gaze, voice, etc.), whereas
coarse-grained models bundle permissions (e.g., one switch to allow
"VR tracking data" all at once). The advantage of fine granularity is
greater user control and awareness. Users can say ‘yes’ to necessary
data and ‘no’ to others. Previous work emphasizes the need for such
precision; Roesner et al. [70] stressed that AR/VR platforms should
consider more fine-grained access control to mitigate misuse of
sensor data, even though this increases interface complexity.

In practice, we see some movement toward finer granularity:
Meta’s Quest Pro, for instance, separates eye tracking into multiple
data tiers, keeping raw eye images private (processed on-device)
and only sharing abstracted gaze vectors with applications that
the user has explicitly permitted [53]. This two-tier model (raw
vs. processed) exemplifies a fine-grained approach motivated by
differing sensitivity levels. However, excessively fine permissions
could overwhelm users with choices.

Coarse-grained permissions simplify decisions (fewer prompts)
but at the cost of transparency. A single all-encompassing "allow VR
tracking" permission might authorize more than the user realizes
(e.g., granting access to body, eye, and voice data together). The
trade-off is noted in discussions like the W3C’s workshop on per-
missions for the immersive web, where experts debated whether it’s
better to "bundle XR permissions or prompt separately”, acknowledg-
ing that bundling can reduce prompt fatigue but might hide details
from users [14]. Achieving a balance between granularity and user-
friendliness in permission systems remains a significant challenge
in user interface design. Current research trends indicate a prefer-
ence for more granular permission models, complemented by good
Ul designs to effectively manage users’ cognitive load [27, 62].

"All-at-Once" vs. "Just-in-Time" Permission Requests. An-
other design choice is when to prompt users for permission requests
in XR environments. An "all-at-once (AAO)" model would request
all needed permissions upfront, typically during installation or at
first launch (e.g., Android versions prior to 6.0 Marshmallow). This
approach has the benefit of informing users from the beginning
about everything the app will access. Still, it can lead to privacy
fatigue or users blindly clicking "Allow" on a series of prompts just
to start using the app [79].

In contrast, "just-in-time (JIT)" permission models ask for access
at the moment it is needed in context. For instance, if an XR game
wants to use the microphone, it only asks when the user initiates
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voice chat. JIT permissions are contextually relevant and can im-
prove understanding (“I see that the app wants mic access because [
tried to talk to friends.”), but in XR they come with the risk of breaking
presence if a prompt appears mid-experience. The immersive nature
of XR amplifies the interruption cost of JIT prompts more than on
mobile or PC.

The W3C immersive web report explicitly raised the question of
AAO vs. JIT consent for XR, without a definite answer, noting that
both strategies have pitfalls in terms of user comprehension and
comfort [14]. User experience research suggests that JIT tends to
align better with user expectations of why a permission is needed
(since it is immediately relevant), which can improve informed
consent. In general mobile app studies, contextual requests have
been shown to increase user attention to permissions compared to
one-time installation prompts [80, 81, 86]. However, XR UX consid-
erations may require hybrid strategies that ensure careful prompt
timing so that users’ sense of presence is not unduly interrupted or
broken [27, 51]. Designing JIT prompts that are brief, and perhaps
presented as in-headset overlays, seamlessly integrated into the
virtual world, is an active area of exploration in HCI [65].

Long-Term Control Privacy is not a one-time set-and-forget
choice, especially as XR applications update and user comfort lev-
els change. Therefore, providing users with ongoing controls, the
ability to revisit and revoke permissions or change data sharing
settings, is crucial for sustaining trust [71, 80].

Current VR systems are beginning to include such features; for
example, the Meta Quest has a "Permissions" section per app (ac-
cessible in its settings menu) where a user can disable previously
granted accesses like camera or microphone for that app [54]. How-
ever, the usability of these controls varies, and users may not know
they exist unless educated.

Researchers suggested continuous consent mechanisms. One
interesting concept is giving users a physical or virtual "kill switch",
a control that allows them to instantly revoke access to sensitive
permissions. This concept was previously explored in the form of a
tangible mechanism for smart home environments [17]. In XR, a
kill switch could translate to a safe word, a mutually agreed-upon
verbal or gestural signal used to immediately revoke ongoing con-
sent, triggering protective system-wide actions such as disabling
microphone input, stopping eye-tracking, or halting the collection
of biometric data (imagine saying "mute all mics" to your headset,
which the OS then enforces). While not yet standard, these ideas
resonate with broader HCI findings that users want empowerment
in controlling their data after initial consent [48]. Long-term trans-
parency also matters: users should be able to find out what data
has been collected about them over time. Some proposals in the XR
community include personal data logs that the user can review. For
instance, an app might provide a log like “In the last month, we
accessed your location 5 times and eye tracking 20 times.” This is
analogous to how some operating systems now show a history of
sensor access (e.g., Android’s privacy dashboard that shows which
apps used the camera in the past seven days [39]).

In XR, making such information available can build trust as users
don’t feel that data practices are hidden. If a user notices something
unexpected in a log, say a game accessing their camera when it is not
obvious why, they can question or adjust that. Research by Balebako
et al. [8] on privacy feedback indicates that users appreciate this
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kind of awareness, and it can encourage more mindful permission
management (users might revoke access if they see it is overused).

Summary The functional layer of the Multi-Layered Privacy Frame-
work explores core trade-offs in designing permission systems for
XR: fine-grained versus coarse-grained permissions, all-at-once
(AAO) versus just-in-time (JIT) permission requests, and the im-
portance of long-term user control. Fine-grained permissions offer
greater transparency and user control by allowing granular data
permission, but may overwhelm users with complexity. Conversely,
coarse-grained permissions simplify decisions but may obscure the
scope of data being shared. Similarly, choosing between AAO and
JIT permission requests involves balancing comprehensive initial
disclosures against contextual relevance. JIT prompts can provide
clearer rationale and relevance, but may disrupt the immersive
XR experience if not designed carefully. More research on hybrid
approaches and context-sensitive privacy Ul design is needed to
optimize UX without compromising neither privacy nor presence.
Finally, effective privacy management in XR requires mecha-
nisms for ongoing user empowerment. Long-term control means
both the ability to change one’s mind (revocation) and the ability to
stay informed and in control as time passes. These features turn pri-
vacy from a single moment (click "Allow") into an ongoing dialogue
between the user and the system, promoting user agency.

4.4 Layer 3: User Interaction & Experience
(Interaction Layer)

Onboarding and Privacy Tutorials Educating users about pri-
vacy in an immersive context is non-trivial, and several researchers
have explored novel onboarding strategies [10, 82, 83]. Traditional
text-based privacy policies or settings menus are often ineffec-
tive [4]. Not only do users tend to ignore long texts in general,
they are especially unlikely to seek out 2D privacy pages in the
middle of an engaging XR experience. This has led to proposals
for interactive, in-XR privacy tutorials that teach users about data
practices and privacy controls in a more engaging way. For exam-
ple, Lim et al. [45] present a role-playing privacy tutorial game
in VR where the user learns how their personal data might be
"mined" and misused by actively experiencing a scenario. The idea
of embedding privacy education into VR is also echoed by recent
user studies — a qualitative study on VR privacy concerns suggests
that interactive tutorials could help users better grasp what data
is collected and how to protect themselves [75]. By introducing
privacy concepts during onboarding (e.g., when a user first sets up
the device or an app), baseline awareness can be raised. There are
also simpler onboarding practices, like initial setup wizards that
explicitly walk through key privacy settings (e.g., asking the user
to choose defaults for data sharing, explaining what each sensor
does). While empirical evaluations of privacy onboarding in XR are
limited, research on security tutorials, particularly for two-factor
authentication (2FA), indicates that well-designed tutorials can sig-
nificantly enhance users’ understanding and adoption of protective
features [3, 4]. In summary, XR platforms should not assume users
know how to manage privacy on their own; instead, they should
be guided through it in an accessible manner through the UL
Notification Timing, Interruptions, & Immersion A critical
UX consideration is how and when to notify users about privacy
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events (such as an app requesting access to data, or an indicator for
data recording) without unduly harming the immersive experience.
XR is often praised for its sense of presence, the feeling of "being
there" in the virtual environment, which can be fragile. Poorly-
timed modal dialogues or abrupt notifications can pull a user out
of that state, an effect sometimes called breaking presence [28, 73].
Prior research on XR design highlights that timing and modality
of notifications should be carefully calibrated [12, 28, 73]. One
approach is to present privacy prompts at natural breakpoints in the
experience, such as between game levels, or when the user is already
in a menu, rather than in the middle of intense interactions [12, 30].
Researchers have also explored techniques such as diegetic alerts -
messages that are part of the virtual world, like a ringing virtual
smartphone to indicate a permission request - which can be more
seamlessly integrated and less presence-breaking [24, 51].

For JIT permission requests that require immediate attention,
adaptive and plausible notifications [87] could be a potential ap-
proach to reduce disruption, or by a subtle cue first, e.g., a gentle
blinker in the periphery or a brief audio chime, then await user
pause to show the full prompt. Evidence from general permission
studies shows that if notifications come at inconvenient times, users
are likely to ignore them or feel frustrated [14]. Another strategy,
as investigated by Chen et al. [12], is using VR-specific affordances
such as eye gaze. If the system detects that the user is busy (high
motion, focused gaze), it can delay non-critical notifications un-
til they slow down or look at a particular UI element. Ultimately,
maintaining presence while maintaining privacy is a delicate bal-
ance; therefore, HCI research continues to investigate well-timed,
context-aware privacy-related notifications, ensuring that users
remain informed while preserving the fluidity of their virtual expe-
rience. Moreover, if a permission is not time sensitive, giving users
the possibility to temporarily dismiss a consent prompt and "put a
pin on it" could introduce an active, revisitable consent mechanism
that preserves users’ flow while deferring the decision to a moment
they see fit. In XR, such requests can be anchored in the environ-
ment, for example, as a floating icon or marker attached to a virtual
object, allowing users to return to them at their convenience.

Interaction Modality XR devices support a variety of input
modalities, including traditional controllers, hand gestures, and
voice commands, each with distinct advantages and limitations
when used for privacy permissions. Traditional input methods,
such as laser pointers and handheld controllers, provide precise
selection accuracy but require additional cognitive and physical
effort, such as aiming or navigating abstract UI controls, potentially
disrupting the user’s immersive experience [46, 47].

Emerging interfaces and prototypes increasingly explore natural
input modalities like gestures and voice commands, which could
offer more intuitive and frictionless interactions. For instance, in-
stead of manually selecting "Allow" on a floating 2D panel, users
might consent with a head nod or thumbs up gesture, or verbally
deny permissions by simply saying "no, not now." These embodied
interactions leverage the physical affordances of XR, allowing users
to respond naturally without disengaging from their current task.

Previous research supports the viability of voice-based privacy
controls. Malkin et al. [48] examined spoken commands for privacy
management in always-listening devices, such as muting a smart
speaker with a specific phrase. Similar voice interactions could be
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implemented in XR contexts, where a user might verbally confirm
or deny a prompt following an initial wake-word to prevent acciden-
tal inputs. Likewise, advancements in hand tracking now reliably
recognize specific gestures, such as pinching the index finger and
thumb, providing a quick and subtle confirmation mechanism.

These natural input modalities also introduce specific limitations.
Voice commands generally require "always-listening" features, po-
tentially raising user concerns about continuous audio monitoring
and discomfort with verbalizing privacy choices in shared physical
spaces or public settings [48]. In XR scenarios specifically, users
might hesitate to express privacy preferences aloud if uncertain
about the presence or proximity of others in the real-world [13].

Effective interaction design must also address clear and imme-
diate feedback to confirm that user actions are recognized and
recorded [21]. This feedback does not necessarily have to mirror
the input modality; spoken commands do not necessarily need to
trigger spoken responses. Depending on context, auditory cues
(e.g., notification tones), visual indicators (such as color changes
or symbolic icons), or even subtle haptic responses may be more
appropriate and less disruptive.

Privacy experts emphasize that consent mechanisms should be
explicit, intuitive, and easy to learn by users [65]. Clear guidelines
and user education play a key role in ensuring that users can confi-
dently exercise their privacy choices without ambiguity.

Privacy Summaries and Dashboards To support the above-
mentioned continuous control, the idea of a privacy dashboard in
XR has gained attention. A privacy dashboard is a centralized UI
where users can see and manage their privacy settings and data at a
glance. On an OS level, companies like Meta have deployed privacy
centers (e.g., the Oculus Privacy Center [53, 54]) where users can
view which apps are currently accessing, or have accessed (i.e.,
summaries) their data and control them.

Offering standardized privacy dashboards, either through the OS
or apps, might make them more accessible and routinely used. In
VR, this might be implemented as a special virtual room or console
that a user can call up, e.g., a VR home environment where one
wall is a "control panel” showing icons for camera, microphone, eye
tracking, etc., with indicators if they are currently active, which
app is using them, and a summary of past collected data. The user
could point at any icon to get more information or to revoke access.

Summaries can also provide users with an overall "privacy check"
of how their data was accessed or used by different apps. Since
users might not constantly check dashboards, providing periodic
summaries or notifications about data use can keep them informed,
as shown by Balebako et al. [8]. For example, a monthly pop-up in
VR could display: “Here’s your privacy report: 3 apps used your
voice chat this week, your fitness app tracked 5 hours of exercise
data,” etc., along with prompts to review settings if anything appears
unusual. Such summaries should be designed not to alarm but to
maintain awareness. Researchers have found that such mechanisms
can gently nudge users to reflect on their settings; however, they
might not necessarily lead to behavior change [8, 20]. More research
is needed to optimize their format, appearance, frequency, and
delivery to make them more engaging and actionable, encouraging
meaningful user interaction without causing notification fatigue.
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Bystander Privacy and Shared Awareness Beyond the active
user, data capture of XR devices raises parallel concerns for by-
standers — individuals who may be recorded, tracked, or inferred
without actively participating in the experience. This extends pri-
vacy beyond a single user—system relationship toward a shared and
relational dimension, where systems must communicate awareness
and consent between XR users and others sharing the same phys-
ical or virtual context. O’Hagan et al. [62] show that bystanders
exhibit varying needs for awareness and consent depending on
context, social proximity, and purpose. BystandAR [15] introduces
a real-time, on-device visual data filtering mechanism that detects
and anonymizes bystander faces to prevent unintentional capture
and storage, operationalizing privacy through technical mediation.
Perez et al. [66] propose a wearable system that allows bystanders
to signal their facial privacy preferences to nearby XR devices,
offering a reciprocal channel for bystander agency.

Awareness cues are equally important in the opposite direction,
ensuring that XR users remain cognizant of the presence of others.
The Bystander Awareness Notification Systems (BANS) [51] demon-
strates that subtle, ambient indicators (such as outlines or proximity-
based overlays representing nearby people) can enhance VR users’
awareness of bystanders without breaking immersion. Such cues
not only improve safety but also reduce the risk of unintentional
privacy violations, paving the way for reciprocal privacy signaling
systems, where both users and bystanders remain informed about
mutual presence and potential data capture activities.

User-Specific Privacy Profiles XR devices are often shared
among multiple users, each with distinct privacy needs and prefer-
ences, or a single user may engage with multiple XR devices and
platforms. Rather than device-level defaults, user-specific privacy
profiles could enable users to store and manage individualized pri-
vacy settings. Switching between user privacy profiles rather than
reconfiguring privacy settings each time can help reduce repetitive
decision-making and maintain consistent protection. Such profiles
can also strengthen safeguards for vulnerable user groups, for ex-
ample, through child accounts managed by parents who predefine
appropriate data-sharing boundaries. Additionally, creating a new
user privacy profile can serve as a cue for privacy onboarding or
contextual tutorial, ensuring that new users understand how their
data is collected, used, and protected.

Summary Effective user interaction and experience design are
crucial to address privacy concerns in XR. Onboarding tutorials
can improve user awareness and understanding of complex privacy
concepts, while context-aware, well-timed privacy notifications are
critical for maintaining a sense of presence in the virtual environ-
ment while managing privacy decisions. Different input modalities,
such as controllers, gestures, and voice commands, impact how
users manage permissions, with natural interactions potentially
reducing friction. Additionally, privacy dashboards, periodic sum-
maries, and user-specific privacy profiles can help maintain aware-
ness over time, allowing users to track data usage, adjust settings as
needed, and ensure that personalized privacy settings persist across
devices and sessions. However, optimizing the timing and modality
of privacy notifications remains a challenge, as it requires balanc-
ing presence with privacy awareness. Furthermore, the usability of
privacy dashboards and the impact of periodic summaries on user
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behavior require further evaluation. Equally important, XR inter-
faces must consider bystander privacy, i.e., designing interaction
cues and signaling systems that communicate mutual awareness
and consent between users and non-participants, ensuring privacy
protection extends beyond the active user.

4.5 Layer 4: User Perception & Cognitive Load
(Cognitive & Perceptual Layer)

Privacy Awareness and Mental Models Users’ understanding of
what data an XR system collects and how it is used, their mental
model, greatly affects their privacy behavior. Studies focusing on
VR and AR have found that privacy awareness is often limited.
Hadan et al. [27] conducted a large-scale survey of XR users and
discovered that many were unaware of the full range of sensors
and data being captured by their devices, especially invisible data
like eye gaze patterns or physiological responses. Participants in
that study were often surprised to learn about the sensitivity of
certain data streams. Similarly, an interview-based study by Adams
et al. [2] revealed that early VR adopters mostly thought about
obvious data (such as username, profile info, or camera feed) but
did not consider less visible data such as motion logs or biometric
inferences; their primary concerns were often physical safety or
comfort rather than information privacy. Recent qualitative work
confirms that there is a spectrum of understanding: some users
assume the headset is only doing "tracking” in a transient way and
do not realize it can record or transmit those movements, whereas
others, often more technically savvy, have concerns about how
such data could be stored or shared [75].

Users may have misconceptions about their privacy in virtual
environments. For example, a user might assume that their move-
ments are private and known only to them, when in reality, an XR
application may transmit this data to cloud servers. These gaps in
mental models mean that users might not seek out protections that
are actually needed. To address this, researchers have suggested
improving transparency and incorporating privacy hints into the
UI to continually inform users. Designing interfaces that gently ed-
ucate and correct false assumptions without unnecessarily scaring
users is a goal derived from these studies [27, 65, 75].

Overall, the literature highlights a need to boost privacy aware-
ness in XR because, without it, users cannot make informed deci-
sions or effectively use the privacy features provided.

Impact of Presence on Privacy Decision-Making. Presence,
the subjective feeling of "being there" in the virtual environment,
can influence how users perceive and act on privacy choices. High
presence can potentially distract users from outside concerns; for
example, a user deeply engaged in a VR game might be more likely
to quickly click "Allow" on a permission prompt just to maintain the
flow of the experience, without fully considering the implications.

Research suggests that users’ priorities shift in immersive con-
texts. Adams et al. [2] noted that while privacy was acknowledged,
it was often secondary to immediate experiential factors like physi-
cal safety (e.g., not tripping over real objects) and enjoyment. As
a result, privacy-related decisions, such as granting data access,
might not get the careful deliberation they would if the user were
in a non-immersive setting.
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In social XR, however, presence can amplify feelings of vulner-
ability or trust. For example, users in social VR settings express
concerns about unintended exposure or surveillance due to the
extensive data collection capabilities of XR devices, which can
heighten their privacy concerns despite the virtual context [27].
These concerns are not limited to system-level data handling but
extend to interpersonal dynamics within virtual spaces. In a re-
cent study, users of social VR applications emphasized the need
for meaningful consent mechanisms not only with platforms, but
also with other participants, especially in scenarios involving body
tracking, voice, and gaze interactions [77].

Li et al. [40] explored users’ perceptions of security in VR and
found that users wanted security measures and authentication
actions to be seamlessly integrated — or even entertaining — within
the virtual experience. This suggests that privacy prompts perceived
as overly "technical" or external to the immersive narrative may be
more easily ignored, dismissed, or resented.

A similar dynamic appears in research on seamless authentica-
tion. Studies have shown that users prefer security measures like
authentication to be integrated unobtrusively or even entertain-
ingly into the VR experience, highlighting users’ low tolerance
for disruptions to immersion [40]. Such seamless authentication
often relies on implicit data, including kinetic signatures, move-
ment patterns, and gaze behaviors - data types that can uniquely
identify users [41-44, 67]. While these methods enhance usability
by eliminating explicit interruptions, they simultaneously blur the
line between convenience and privacy invasion.

This blurring of boundaries can also create unique conditions
where users are more susceptible to manipulation. Recent studies
have shown that XR platforms can take advantage of user sen-
sory immersion to introduce deceptive patterns, i.e., design choices
that subtly steer users toward decisions they may not otherwise
make if fully informed, mirroring findings in web-based environ-
ments, where interface design patterns, such as visual emphasis,
pre-selected options, and misleading button labels significantly
increase consent rates [9]. In XR, techniques such as urgency sig-
nals, limited navigation options, or immersive role-play scenarios
can manipulate users into consenting to invasive data collection
without deliberate reflection [26]. Krauf} et al. [37] identified per-
ception, spatiality, physical/virtual barriers, and XR device sensing,
such as eye tracking, body movement, and location, as XR-specific
properties that allow deceptive patterns. These features not only
support the application of known deceptive patterns but also give
rise to novel manipulative strategies specific to XR environments.
For example, spatially imbalancing options, such as placing favor-
able choices physically closer than less favorable ones, or requiring
users to perform emotionally or ethically distressing actions, e.g.,
harming a virtual creature in order to opt out of a service, are
emergent patterns that leverage XR’s affordances. Adding to this,
research found that some XR design practitioners rationalize or
normalize such tactics under business or usability pressures, even
when they undermine informed consent [89].

This introduces a critical tension: the same immersive mech-
anisms designed to maintain presence and flow can obscure the
user’s awareness of continuous data collection. Users immersed in
XR environments, experiencing seamless interactions, may not con-
sciously perceive the privacy risks associated with the implicit data

Shady Mansour, Verena Winterhalter, Florian Alt, and Viktorija Paneva

being continuously collected. Efforts to maintain uninterrupted ex-
periences through seamless interactions inherently involve privacy
trade-offs, necessitating careful consideration of how to balance
users’ sense of presence with their ability to carefully deliberate on
privacy decisions.

Moreover, beyond cognitive and behavioral factors, emotional
responses also shape how users perceive privacy in XR. As Seberger
et al. [78] highlight, users often normalize affective discomfort, a
persistent sense of “creepiness” when technology feels intrusive,
that may lead them to tolerate invasive data practices despite unease.
Recognizing and mitigating such affective normalization is crucial
in XR, where continuous sensing and embodiment can amplify
these emotional undercurrents.

These cognitive and emotional dynamics point to the need for
XR systems to support users in making more deliberate privacy
decisions, even while they are immersed. This could involve subtle
reminders or privacy notifications that blend naturally into the vir-
tual environment, or designing experiences where critical privacy
prompts appear at moments when users can pause, reflect, and
reestablish a sense of agency.

Cognitive Load and Understanding Permission Dialogues.
The cognitive demands on an XR user are already relatively high.
They may be managing spatial navigation, interacting with vir-
tual objects, and processing rich audio-visual stimuli at the same
time. Introducing a permission dialogue in this context can add
significantly to the cognitive load.

If a prompt is too complex, e.g., lots of text explaining data
use, the user may not bother to read or understand it, as their
mental resources are focused on the primary task [4]. In traditional
interfaces, as highlighted by McDonald and Cranor [52], users often
do not read privacy policies or lengthy consent forms, as it would
take hours to read all the privacy policies encountered.

In VR, reading paragraphs of text is even more impractical, as
display resolution can hinder readability. Kim [35] specifically calls
out the futility of text-based informed consent in VR, arguing that
new methods are needed because expecting users to page through
legalistic text in a headset is unrealistic.

High cognitive load can also arise from the format of the per-
mission request. A study on user perceptions of Internet of Things
(IoT) devices by Zheng et al. [90] noted that users favor simple,
glanceable information when deciding on privacy trade-offs. This
aligns with proposals to use icons or privacy nutrition labels [34]
instead of verbose descriptions. For XR, one could imagine a concise
overlay, e.g., an icon of an eye with an ON/OFF indicator to show
an app is accessing eye-tracking, rather than a text box saying “This
app is now accessing eye-tracking data.” Such approaches reduce
the cognitive burden of comprehending the situation.

Another important aspect is memory load. If a user grants permis-
sion once (often at first use), they might forget what they consented
to over time. For example, an XR platform might request access
to certain data during initial setup, but it does not offer reminders
later on. As a result, later, you may not remember that the app
continues to have access to specific information.

Researchers have discussed the idea of offering information at
multiple levels: a brief prompt for immediate action and the option
to "dig deeper" for those seeking details [76]. Thus, the cognitively
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light path is default, but the system is transparent to those who
wish to have more detailed information.

In summary, minimizing cognitive load in permission dialogs
means simplifying content using visuals and clear language, inte-
grating the dialog into the XR context to leverage spatial familiarity,
and not overloading the user’s working memory.

Summary User perception and cognitive load play critical roles
in privacy decision-making in XR. Users often have incomplete
or incorrect mental models regarding the types and sensitivity of
data collected by XR systems, leading to misunderstandings or un-
derestimations of privacy risks. Presence, while essential to the
XR experience, might hinder users in making deliberate privacy
decisions or create an illusory sense of privacy. Furthermore, the
high cognitive demands inherent to XR, such as spatial navigation
and interaction with rich stimuli, extend these challenges, making
traditional text-heavy privacy notifications ineffective. To mitigate
these issues, research advocates for integrating clear, concise, and
contextually appropriate privacy indicators directly into the immer-
sive experience. This includes leveraging visual and symbolic cues,
minimizing disruptions, and offering multiple layers of information
tailored to varying user engagement levels.

5 The User Privacy Journey Model

While prior research has identified various privacy risks in XR
and advocated for principles such as privacy-by-design and data
minimization [11, 65, 88], existing solutions often treat privacy as
a one-off transaction, lacking a structured, user-centered approach
that covers all aspects of a user’s privacy journey in immersive
environments. To bridge this gap, we propose the User Privacy
Journey Model, which operationalizes the Multi-Layered Privacy
Framework introduced in section 4. This model conceptualizes pri-
vacy in XR as a temporal and interactive process, mapping how
users encounter and manage privacy permissions throughout the
course of an XR experience. It provides a scaffold for supporting
user awareness, transparency, and control — not just at the entry
point, but throughout the entire user journey.

Figure 2 provides an overview of the stages in this model, where
each stage corresponds to a specific phase of user interaction, with
privacy considerations and interface elements tailored to that phase.
The model consists of an ordered sequence of stages through which
the user progresses: Onboarding & Privacy Education (Sy,,p0ard)
Contextual Permission Prompts (Sin_context), In-Experience
Transparency & Control (Sin_yse), and Post-Experience Review
& Feedback (Spost_use). Next, we describe each of these stages in
detail and discuss the design considerations for each.

5.1 Stage 1: Onboarding & Privacy Education

The first stage occurs when the user is preparing to enter an XR
application or experience for the first time. At this Onboarding
& Privacy Education (S,,,04rq) stage, the system introduces its
privacy-related features and obtains initial consent preferences.
Instead of presenting a dense privacy policy text, the model recom-
mends an interactive tutorial or clear, short notices about what data
the XR application will access (such as location boundaries, micro-
phone, eye tracking, etc.). Key principles like why each permission

NSPW ’25, August 24-27, 2025, Aerzen, Germany

Contextual
Permission Prompts

Sinfcontext

In-Experience
Transparency & Control

Si)lJtse

Post-Experience
Review & Feedback

Spustiusu

Figure 2: Flowchart of the User Privacy Journey Model, illus-
trating the stages from onboarding to post-experience review.

is needed are communicated, aligning with the idea of informed
consent.

As ongoing research and in-the-wild deployments continue to
reveal new privacy risks, onboarding should not be treated as a one-
time intervention. Instead, onboarding materials and privacy no-
tices should serve as living artifacts, periodically updated and proac-
tively surfaced to existing users when significant changes occur.
This ensures that emerging risks, mitigations, and new data prac-
tices are transparently communicated, maintaining the integrity of
informed consent over time.

By proactively educating users about data practices (as exem-
plified by prior work on in-VR privacy tutorials [45]), this stage
sets the foundation for trust. The user can also be offered a chance
to adjust default privacy settings (for example, choosing a strict,
moderate, or relaxed privacy level) before the immersive experience
begins. This reflects the privacy-by-design notion of privacy as the
default [11]: if the user takes no action, the system should operate
in a privacy-protective mode until additional consents are given.
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5.2 Stage 2: Contextual Permission Prompts

The second stage focuses on requesting privacy permissions con-
textually, that is, just-in-time, as the user engages with specific
features of the XR experience. Instead of prompting users for all
permissions at launch (which users might forget or not fully under-
stand initially), the model uses contextual prompts that appear at
the moment when a particular feature requires access to sensitive
user data.

For example, if a VR game attempts to use the microphone to
enable voice chat, a contextual prompt could appear as a pop-up
panel or a subtle overlay in the virtual environment, requesting
microphone access. The prompt should explicitly state the reason
for the request, such as: "This app needs access to your microphone
to enable real-time voice chat with other players. Do you want to
allow this?" By presenting the request at the moment it becomes
relevant, users are more likely to understand the purpose of the
data access and make an informed decision in context, rather than
relying on abstract permissions granted earlier in the experience.

To preserve the sense of presence, permission prompts should
be carefully timed and contextually integrated. One strategy is
to trigger prompts during natural pauses in the experience. For
example, in a VR game, a request might appear between levels
or while transitioning to a new location, when user engagement
is momentarily reduced. Alternatively, prompts can be embedded
directly into the XR environment in a non-disruptive way. In an
AR app, this could take the form of a contextual tag anchored to
a real-world object the user is interacting with, such as a smart
speaker on a desk. These approaches help maintain the user’s sense
of presence and continuity while still ensuring that explicit consent
is obtained for access to sensitive data.

To avoid repetitive interruptions, the system may remember
the user’s choices for similar future interactions or group-related
permissions into a single request. For instance, one consent action
might apply to all avatar body tracking data needed for the session,
rather than prompting separately for head tracking, hand track-
ing, and eye tracking. This aligns with findings from mobile and
web interfaces, where batching permissions and providing context
improve user acceptance [88]. It is crucial, however, that the user
retains both control and understanding over their privacy settings.
The model’s contextual prompts aim to balance privacy and usabil-
ity, ensuring sensitive data access is always explicitly authorized,
while avoiding overwhelming the user with excessive or poorly
timed interruptions.

5.3 Stage 3: In-Experience Transparency &
Control

Once permissions are granted and the XR experience is underway,
the third stage, In-Experience Transparency & Control (Sir,_use),
addresses the need for real-time feedback and user agency within
the XR environment. In contrast to traditional platforms, where
privacy settings are typically static and managed outside the core
experience, XR environments demand in-situ mechanisms that
preserve presence while enabling users to remain aware of and
responsive to ongoing data collection.

Subtle indicators can provide passive feedback on active data
streams. For example, if the microphone or camera is in use, a
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small icon or ambient highlight in the user’s peripheral vision
could indicate activity. Likewise, if spatial mapping is underway, a
boundary cue or visual overlay might indicate that the system is
actively scanning the environment. These cues translate familiar
metaphors from mobile operating systems (e.g., sensor icons) into
the spatial and embodied context of XR, where screen real estate
and user attention operate differently. Importantly, these signals
must be designed to align with the aesthetics and logic of the virtual
world to avoid breaking presence.

Beyond passive indicators, users should have access to in-experience
on-demand controls that allow them to modify privacy settings
without exiting the virtual environment. In XR, leaving the immer-
sive context to adjust settings — such as pausing a game to access a
2D menu — can be cognitively disruptive and cumbersome. Instead,
users might invoke a privacy dashboard via a gesture, gaze, or voice
command, enabling quick access to permissions such as muting
the microphone, disabling eye or body tracking, or temporarily
suspending data logging. This aligns with user expectations around
agency and supports the need for immediate remediation if a user
feels uncomfortable [50].

This stage reinforces the principle of user control, where privacy
decisions are reversible and user-driven. Granting a privacy per-
mission should not be a one-time irreversible action; users must
retain the ability to update their choices as contexts evolve. In XR,
where the system may track body movements, eye gaze, or even
infer emotional states, preserving this kind of user autonomy is
imperative for building trustworthy XR applications.

5.4 Stage 4: Post-Experience Review & Feedback

The final stage of the journey, Post-Experience Review & Feed-
back (Spost_use), occurs after or upon ending the XR session. In
this stage, we introduce the concept of a privacy reflection prompt,
where the system presents users with a summary of what data was
accessed, how it was used, and by which components. This moment
of reflection is not merely a log, but an opportunity for the user to
re-evaluate and adjust their future privacy preferences, transform-
ing privacy from a one-time decision to a dynamic feedback loop.
This information can be presented to the user directly within XR,
for instance, through a post-session menu or dashboard, or through
a companion mobile or desktop app linked to the XR platform. To
foster user motivation to engage with these prompts, the system
needs to clearly communicate the benefits upfront, e.g., by present-
ing the reflection as an opportunity to gain more control over their
personal data and tailor future experiences to their preferences,
rather the simply responding to system-driven requests.

The goal of this stage is to provide users with clarity and closure.
For example, a message might state: “This session accessed: room
boundary data, microphone (voice chat), and hand tracking. All
data was processed locally and not stored on external servers.” To
enhance transparency, this summary could be accompanied by a
simple visualization, such as icons or charts, representing the types
and frequency of data accessed, giving users more contextual insight
into their digital footprint. Alongside the summary, users could be
offered options to clear cached data, adjust specific permissions
for future sessions, or revisit the privacy policy. This kind of post-
session feedback not only meets transparency and accountability
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expectations rooted in legal frameworks like GDPR and CCPA,
but also puts the principle of data minimization into practice by
prompting users to critically reflect on the necessity of collected
data [88].

Importantly, this stage can also serve as a touchpoint for experi-
ential reflection, i.e., a time when users can evaluate their comfort
level with the privacy dynamics of the session. A simple prompt
such as “How did you feel about the privacy aspects of this session?
[Good / Concerned / Tell me more]” can capture user sentiment
and signal whether the privacy experience aligned with their ex-
pectations. By this stage, users have had a chance to experience the
application with a specific set of permissions, giving them a more
informed basis for evaluating what data access feels acceptable or
intrusive. Collecting such feedback (with user consent) can inform
ongoing improvements to privacy UX/UI contributing to systems
that better align with user comfort, expectations, and understanding.
Moreover, this data could also be used to adapt future onboarding
processes, for example, by presenting alternative onboarding sce-
narios or walkthroughs tailored to the types of interactions the user
previously found intrusive or unclear, thereby helping them better
understand how and why specific data is used in those contexts.

Reminders about available controls (e.g., “You can change what
data this app accesses at any time in Privacy Settings”) can fur-
ther reinforce a sense of agency and informed choice. Ultimately,
by closing the loop with reflection and review, this stage trans-
forms privacy from a one-time agreement into a lived, ongoing
relationship, reinforcing trust and accountability as central to the
XR experience.

5.5 Mapping the Journey to the Framework

While the previous sections detailed the four sequential stages of
the User Privacy Journey Model, each stage also corresponds to spe-
cific layers within the Multi-Layered Privacy Framework introduced
earlier. Figure 3 illustrates this alignment, showing how ethical,
technical, functional, interactional, and cognitive considerations
are embedded throughout the user’s privacy journey. This mapping
reinforces the idea that privacy in XR is not only sequential but
also structurally layered, requiring coordination across multiple
levels of design and implementation.

6 Using the Multi-Layered Privacy Framework
and the User Privacy Journey Model

Grounded in the Multi-Layered Privacy Framework and the User
Privacy Journey Model, we present a structured privacy checklist to
support implementation across different stages of XR development.
This is followed by a detailed example scenario situated in the
context of a social XR application.

6.1 The XR Privacy Checklist

The XR Privacy Checklist synthesizes each framework layer into
a structured set of questions, designed to assist developers, re-
searchers, and policymakers in assessing privacy readiness and
informing design decisions at both strategic and technical levels.
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Layer 0: Ethics & Governance (Ethical & Legal Layer)

O Does the XR system comply with relevant data protection
regulations (e.g., GDPR, CCPA)?

O Have the ethical implications of data collection been thor-
oughly considered?

Layer 1: System & Data Foundations (Technical Layer)

O Have all sensor data sources been identified and documented?
How are raw/inferred data managed and protected?

O Are OS level/app-specific permissions clearly outlined and
managed appropriately?

O Is data storage compliant, secure, and clearly structured?

Layer 2: Permission Models & Control Granularity (Func-
tional Layer)

O Does the permission offer an appropriate choice of granular-
ity (fine vs. coarse)?

O Have contextual ("just-in-time") permissions been effectively
integrated where appropriate?

O Can users easily modify or revoke permissions after initial
consent?

Layer 3: User Interaction & Experience (Interaction Layer)

O Does the system support user-specific privacy profiles to
manage privacy preferences across different users, devices,
and platforms?

O Have users been educated effectively about privacy features
at first launch (onboarding)?

O Are privacy notifications carefully timed to avoid breaking
presence? Has the appropriate modality been chosen (e.g.,
diegetic alerts, subtle cues)?

O Can the user easily obtain an overview of all active per-
missions and ongoing data collection during the experience
(in-experience transparency)?

O Does the system include mechanisms to detect and notify
non-users (bystanders) who may be recorded or tracked, and,
where appropriate, obtain consent from them?

O Is post-session feedback provided to help users review data
collection and adjust privacy decisions for future sessions
(post-experience review)?

Layer 4: User Perception & Cognitive Load (Cognitive & Per-
ceptual Layer)

O Are users assisted in developing accurate mental models
about data collection and use?

O Do privacy notices match user expectations and cognitive
capacities?

O Are privacy interactions reviewed for deceptive or manipu-
lative consent-steering patterns?

Cross-Layer Integration and Monitoring

O Has a scenario-based privacy walkthrough been performed
(e.g., using the User Privacy Journey Model) to assess privacy
interactions across a typical user journey within the XR app?

O Is there regular monitoring and updating of privacy prac-
tices in response to user feedback, regulatory changes, or
technological developments?
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Layer 4: Cognitive & Perceptual Layer

o

] Fatigue reduction by showing permission prompts only when relevant

Immersion preservation while keeping users informed with minimal disruption

Informed consent by clarifying how data is collected

Layer 3: Interaction Layer

Contextual
Permission Prompts

Situ’ozztext

In-Experience
Transparency & Control

Sin_use

Intuitive controls like gestures, voice, and immersive UI

Bystander detection and notification mec
within the environment

Dashboard to review privacy choices during the session

sms implemented
th consent obtained where feasible

Post-Experience
Review & Feedback

S Review and revocation of permissions for ongoing user control

post_use

“Just-in-Time” consent for context-aware, manageable permissions

Layer 2: Functional Layer

Real-time transparency and user feedback on sensor data collection

Layer 1: Technical Layer

Layer 0: Ethical & Governance Layer

Post-session feedback about collected data to support regulatory transparency

Figure 3: The diagram illustrates how each stage of the User Privacy Journey Model maps to corresponding layers of the
Multi-Layered Privacy Framework, highlighting how ethical, technical, functional, interactional, and cognitive and perceptual
considerations are integrated throughout the user’s privacy journey in XR.

6.2 Example Scenario

A development team is preparing to launch GatherXR, a cross-
platform social XR application where users create avatars, join
virtual rooms, and communicate via spatial voice chat and hand
gestures. Throughout the development process, the team contin-
uously applies the XR Privacy Checklist to guide design decisions,
ensure compliance, and iteratively address privacy considerations
at each stage of development.

Layer 0 The team confirms that GatherXR complies with GDPR
and CCPA by mapping out all data flows, ensuring explicit consent
is obtained for sensitive user data. Internal documentation outlines
ethical considerations around inferred data, such as behavioral
profiling, and includes mitigation strategies for risks related to bias,
discrimination, or exclusion.
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Layer 1 Developers inventory all data sources, including gaze,
hand gestures, voice input, and movement patterns. They imple-
ment OS-level permission dialogues for hardware access (camera,
mic), and build app-level controls for toggling features like voice
chat or gesture sharing. Data storage is sandboxed per user, en-
crypted at rest, and structured for efficient deletion on request.

Layer 2 Instead of prompting users for all permissions at login,
GatherXR adopts a just-in-time model: for instance, users are asked
to grant microphone access only when they enter a voice-enabled
room. Permissions are structured into fine-grained controls, such as
voice input for communication (e.g., speaking to other users), voice
logging (e.g., recording for playback or moderation), and voice sen-
timent analysis (e.g., detecting emotional tone to animate avatars),
allowing privacy-conscious users to tailor their preferences. Revo-
cation controls are embedded into the user dashboard, allowing
permissions to be changed mid-session or globally reset at any time.

Layer 3 An interactive onboarding tutorial in the virtual lobby
teaches users about privacy settings via animated, scenario-based
tutorials. Notifications for active data collection, such as gesture
tracking, are presented as diegetic in-world cues, such as a glowing
avatar’s hands indicating motion capture is active. Users can access
a floating control panel via hand gesture to view and modify per-
missions without leaving the virtual experience. After each session,
users receive a brief post-experience summary (e.g., visual log of
accessed sensors and data collection) and options to modify settings
before their next use.

Layer 4 Icon-based privacy indicators and plain-language expla-
nations are used instead of dense text to reduce cognitive burden
during consent moments. Post-session, a privacy summary report
presents users with a snapshot of what data was accessed to support
building more accurate mental models of in-app data collection.

Cross-Layer Integration and Monitoring As part of the roll-
out process, the GatherXR team conducts a full privacy walkthrough
by simulating a typical user journey: a player joins a public game
room, enables voice chat, interacts using hand gestures, and later
explores a private breakout space. The team verifies that just-in-
time prompts appear at appropriate moments (e.g., mic access is
requested when joining voice chat, not before), and that the float-
ing control panel reflects real-time data usage. After the session, a
post-experience summary correctly lists which permissions were
used and offers quick access to change them. Additionally, the team
collects anonymized user feedback on privacy (dis)comfort or con-
fusion through in-app prompts and uses these insights to refine
timing, language, and presentation of permissions. A privacy lead
is assigned to oversee these reviews and ensure the checklist is
consistently applied with each update, helping privacy remain an
evolving and integral part of product development.

7 Rethinking Privacy in XR

As XR technologies increasingly blur the boundaries between the
digital and physical self, privacy can no longer be treated as a
static checkbox or a one-time legal formality. Instead, it must be
recognized as a dynamic and context-sensitive process that is con-
tinuously shaped throughout the user’s interaction with the XR
system.
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Our proposed Multi-Layered Privacy Framework and User Privacy
Journey Model call for a paradigm shift in how we design for privacy
in XR. This shift reframes consent not as a momentary agreement
but as a continuous dialogue between user and system — unfolding
across various stages of interaction, and shaped by perceptual,
technical, legal, and cognitive factors. A key component of this shift
is the introduction of a privacy reflection prompt, a post-experience
summary that informs users of what data was accessed and how it
was used, while offering them the opportunity to reflect and adjust
their future privacy settings. By transforming post-use interaction
into a moment of reflection and control, this mechanism reinforces
privacy as an ongoing, user-driven process across the XR lifecycle.

Despite the conceptual and practical contributions of our work,
several open questions remain. How can privacy notifications be
made seamlessly adaptive to user state and context without com-
promising presence? What are some effective mechanisms for com-
municating complex data practices in an embodied environment?
How might regulatory frameworks evolve to support continuous,
multimodal, contextual consent in immersive technologies?

While our framework promotes continuous, in-context consent
as a more adaptive and user-centered approach, it is important
to acknowledge that real-world privacy dynamics are often more
complex and contested than what design models can fully antici-
pate. Our example scenario assumes a relatively smooth process of
user permission and system response, but in practice, revocations,
renegotiations, and even user resistance may introduce friction or
expose conflicts between user expectations and system affordances.

Hence, longitudinal user studies and real-world deployments of

privacy-aware XR systems are needed to practically validate the
Multi-Layered Privacy Framework, refine the User Privacy Journey
Model and the XR Privacy Checklist, and uncover unforeseen chal-
lenges in its practical application. Features like the proposed safe
word gesture or phrase can offer one pathway for immediate with-
drawal, but future frameworks must also account for escalation
paths, fallback modes, and recovery mechanisms when trust is
broken or boundaries are crossed.

8 Conclusion

While XR introduces unprecedented opportunities for immersive
experiences, it also requires a fundamental rethinking of user pri-
vacy, not as a static, one-off consent event, but as a continuous and
contextual user-centered dialogue.

To support this shift, we introduced the Multi-Layered Privacy
Permission Framework encompassing five interdependent layers —
from ethics and governance to system infrastructure, permission
models, user experience design, and perception and cognition — as
a structured lens for embedding privacy throughout the XR lifecy-
cle. We operationalized this framework through the User Privacy
Journey Model, which maps privacy touchpoints across four key
stages: onboarding and education, contextual permission prompts,
in-experience transparency and control, and post-experience review
and feedback, ensuring that consent is not front-loaded or forgot-
ten, but renegotiated as user understanding evolves. To support
practical application, we further introduced the layer-by-layer XR
Privacy Checklist, a tool that guides the implementation of privacy-
by-design practices across these stages. Together they establish a
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new paradigm for privacy in XR, where consent is not a legal check-
box, but a continuous, context-aware process that evolves alongside
the user’s understanding and interaction.

As XR technologies become more embedded in daily life, future
research must continue to explore how such models of renegoti-
ated consent can be made usable, trustworthy, and experientially
integrated, empowering users to intuitively understand, control,
and reflect on their data interactions.
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