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Abstract

Virtual reality (VR) applications collect extensive user data,
often without users’ full awareness. Current privacy interfaces
in VR are frequently adapted from 2D systems and fail to
leverage the immersive, spatial nature of VR. In this work,
we explore how game elements can be used to design more
engaging and effective privacy interactions in VR. Using a
VR escape room environment, we conducted in-VR sketch-
ing sessions with novice game designers (n=12). Participants
developed 17 privacy interaction concepts, 4 of which are
highlighted in this poster for their creative use of game me-
chanics and metaphors. Our findings suggest that integrating
privacy interactions into the game environment can raise user
awareness and interest, but also highlight risks—such as blur-
ring the line between gameplay and real privacy choices. We
discuss these tensions and propose directions for refining and
evaluating gamified privacy interfaces in VR.

1 Introduction and Background

VR headsets and other head-mounted displays collect a wide
range of sensor data, often beyond what users are consciously
aware of [3,4,7]. While much of this data supports interaction
within virtual environments, it can also be used to infer per-
sonal information about the user and their surroundings [7].
This raises important privacy concerns, particularly in VR
games and applications that are designed to be engaging and
highly interactive [5].

At the same time, current privacy interfaces in VR often
replicate 2D paradigms, missing the opportunity to lever-
age the spatial and interactive nature of immersive environ-
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ments [8, 11]. As a result, these interfaces may struggle to
meaningfully inform users or foster engagement with privacy-
related decisions. Designing VR-native privacy interfaces
offers a chance not only to address these limitations but also
to turn privacy interactions into an integrated and compelling
part of the user experience [1,9].

Using gamification to increase user engagement has already
been used in other fields [10, 12]. Ebbers et al. [2] found that
users preferred the playful design of privacy features in a
digital assistant. Lim et al. [6] used gamification to implement
a privacy tutorial in VR.

In our work, we investigate how game elements can support
the design of privacy interactions in VR. Our goal is to better
understand how such elements can be used to raise awareness,
increase user engagement, and foster more meaningful inter-
action with privacy settings and implications. This leads us to
the following research question:

RQ: How can game elements be used in VR privacy interac-
tions to increase user awareness and engagement?

2 Methodology

We used the VR escape room by Nair et al. [7] as our study
environment. The escape room was specifically created to
collect data and infer information about the player, so itis a
suitable setting to illustrate the privacy challenge in VR. We
selected four rooms from the office-building themed escape
room for our study that collect different information about
players while they try to solve the puzzle within the room:

* Wingspan: The puzzle is solved by striking certain
body poses, allowing the system to calculate height and
wingspan of the player.

* Reaction time: The puzzle requires quickly reacting to
the color change of an object, which allows measuring
the player’s reaction time.

* Color blindness: The room has two possible solutions,
one of which is only visible for players without red-green
colorblindness.

* Foreign language knowledge: By analyzing eye track-
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(a) Whiteboard

(b) Privacy book

Figure 1: Design sketches from the VR sketching sessions.

ing data from the player looking at a wall with words in
different languages, it can be inferred which languages
the user is familiar with.

We held in-VR sketching sessions with novice game de-
signers (n=12). We introduced them to the escape room [7]
and explained how the rooms can be used to collect player
data. We then asked the participants to brainstorm designs
(individually or in small groups) and sketch one of them in
VR, using a think-aloud protocol to explain their process. We
then conducted semi-structured interviews to clarify design
details, explore challenges, and discuss privacy considerations
in game development.

We recorded and transcribed all sessions. Two researchers
independently coded the data and collaboratively developed a
shared codebook. We analyzed the codes to identify overarch-
ing themes. The study was approved by the ethics committee
of the university where the study was conducted.

3 Results

A total of 17 ideas were described by the participants. We
highlight four designs that make use of game design elements
and gamification:

Design 1: Instead of mimicking body postures themselves,
players can manipulate a mannequin with movable limbs
to strike the poses. This offers an alternative game mech-
anism, allowing progress without tracking the player’s
wingspan. Another group proposed a similar idea with a
separate mannequin for each pose.

Design 2: The player has a privacy companion, such as a
small robot, who follows them around, offering infor-
mation and guidance on privacy settings or questions.
This interactive game character aims to increase user
engagement by integrating into the application’s context.

Design 3: Players make their privacy decisions by interacting
with a computer and printer in the escape room, then
sending their printed choice through pneumatic tubes for
confirmation. The design uses elements that are already
in the game setting to incorporate the privacy interface
in a seamless way. Similarly, a second design uses a
whiteboard and erasers as tools for the player to make
their privacy decision (see Fig. 12a)

Design 4: Players document their privacy choices using stick-
ers in a virtual book that they carry and can use anytime

to modify their previous choices. The design uses a game
metaphor (inventory) to make the privacy mechanism
more accessible through a familiar concept (see Fig. 1b).

4 Discussion

We identified various game-related elements that serve differ-
ent purposes regarding user privacy. Elements like the privacy
companion or other in-game characters function as a source of
information to provide the user with privacy information in an
interactive, engaging way. Alternative game mechanics like
the mannequins can help to share less data in the first place
while still allowing the user to play the game. To achieve a
seamless integration and avoid disruption from the gameplay,
the designs explored the use of game elements adapted to
the specific game setting (i.e., office setting of the escape
room). Designs can also apply familiar concepts to make the
privacy interfaces easy to use, such as the game metaphor of
an inventory used for the privacy book.

Similar to related work in other fields [10, 12], we expect
that incorporating game design elements into privacy inter-
faces could make privacy interactions more engaging for
users, in turn raising interest in privacy and fuel the users’
intrinsic motivation to engage with privacy decisions.

However, careful design is needed to avoid blurring the
line between gameplay and real privacy choices. Additionally,
using game objects to represent certain permissions or sen-
sors may become difficult to scale as data types and sensors
increase, potentially leading to repetitive, lengthy interactions.

5 Conclusion and Future Work

Using game elements in privacy interfaces can enhance user
awareness and engagement by seamlessly integrating inter-
faces and applying familiar game concepts that provide infor-
mation to the user. They can also help in protecting privacy by
making use of alternative game mechanics that share less user
data. Future work should further investigate how gamification
can increase engagement and which game elements are most
suitable for this. To contribute to this, we plan to refine and
implement the designs, and evaluate them with users.

Presenting this work at SOUPS allows attendees to directly
engage with the design concepts and reflect on the role of
embodiment and interaction in privacy decision-making. It
also creates space for dialogue between researchers and prac-
titioners on how gamification and spatial design can shape
more intuitive and meaningful privacy experiences as well as
discuss future research directions.
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