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ABSTRACT
Mobile sensing technologies enable adaptive and context-aware
applications. At the same time, they raise a range of privacy con-
cerns. Thus, to reduce privacy concerns today apps are restricted
from accessing certain information hindering to deliver full person-
alization and novel adaptive use cases. I investigate this issue by
shedding light on the privacy concerns that arise from state-of-the-
art mobile sensing data, studying the users’ perspective on mobile
smartphone privacy, and proposing concepts that protect the users’
privacy while keeping the resulting data usable. I found that there
is a lack of user-centered privacy design and that control features
play a key role to give the users more agency. My results motivate
the proliferation of control-enhancing privacy features in mobile
applications. I show that the benefits of trust and system adoption
surpass any impairments that control features might bring to the
data.

CCS CONCEPTS
• Human-centered computing→ Human computer interac-
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1 INTRODUCTION
Ubiquitous and mobile technology tracks various kinds of user
behavior data, e.g., mobile behavior [30], location [31], and physio-
logical data [27]. These tracking features make it possible to build
adaptive and intelligent user interfaces providing the user with in-
formation right when they are needed, e.g., [22]. On the other hand,
the concerns of users about privacy in mobile sensing apps are often
disregarded, and user-friendly solutions for privacy-friendly data
usage are rare cf. [15]. The great variety and amount of ubiquitous
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data makes it hard to give the user transparency and control (c.f.
[8, 13, 18]). Users can only hardly estimate what can be inferred
from raw sensing data [16], and furthermore, the passive sensing ap-
proach that mobile sensing follows has, due to its unobtrusiveness,
additional privacy risks as users do hard grasping what actually
happens in the background.

Such privacy issues can lead to users’ data being used against
them (e.g., [24]) and pose real-world security risks. Also, the fear of
privacy issues leads to reduced user trust, diminishing the system’s
adoption rates (e.g., in the context of research applications [19,
21, 29]). At the same time, smartphone sensing enables a brought
range of applications, which can support the user, e.g., [32]. Current
systems either live with these issues or significantly throttle their
data collection, which hinders some of their intended use cases.

With my thesis, I want to give users more transparency and
control over their sensing data. Thereby an important aspect of
my thesis is not to do this by solely limiting data access to appli-
cations, as this obstructs many novel application scenarios which
themselves would be for their users’ good. Instead, the privacy-
enhancing technologies I envision realize the sweet spot of the
least necessary data. Thereby privacy is protected, while develop-
ers are not obstructed. At the beginning of my thesis, I start off
by studying what information can be extracted from the user with
mobile sensing systems, and which use cases thereby can be pur-
sued (e.g. [6, 34]). I shed light on the privacy issues that come with
such state-of-the-art mobile sensing systems, putting an empha-
sis on the users’ perspective on mobile smartphone privacy and
their envisioned mitigation measures. By proposing approaches
that enable privacy-friendly use of ubiquitous mobile sensing data,
I inform the design of mobile applications that on the one hand
have fewer privacy concerns among users, and on the other hand,
thereby allowing developers to use sensing data for novel use cases,
that would not have been usable privacy-wise beforehand (e.g.,
[5, 7]). Past systems mostly approached privacy issues by limit-
ing the amount of data that is released to applications. While this
successfully improves privacy, unfortunately, the advancements
in adaptive and context-aware applications are thereby throttled,
which finally is not in the users’ interest.

During my research, I found a general lack of user-centered
privacy design, as pure technical protection measures have a lim-
ited impact on user trust and privacy perception. Transparency
and control thereby are the central user desires that need to be
met. Of especially importance is thereby control: While an increase
in transparency initially increases users’ privacy concerns, they
can be mitigated by offering users control features on the data
logging. The crucial point thereby is the sole availability of the
control features, their actual use by the users has been rather low
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in our studies. Our results motivate application developers to in-
clude more transparency and especially control features in their
mobile sensing applications. Our results have shown that control
availability increases trust, reduces privacy concerns, and leads to
higher system adoption. The associated impairment of the data is
relatively low, as users only rarely make actual use of the control
features.

2 RESEARCH OBJECTIVE AND STATUS
My thesis structures into three parts: In the first part, I investigate
what information can be extracted from the user with state-of-
the-art mobile sensing systems. In the second part, I point out the
thereby emerging privacy risks, focusing on the user perspective.
In the third part, I then propose three approaches that reduce the
privacy invasiveness of mobile sensing technology while keeping
the output that fuel’s the data’s use case.

2.1 Extracting Information from the User with
Mobile Sensing Systems

Exploring the Mobile Phone Rabbit Hole. We leveraged a mobile
sensing app to study the mobile phone rabbit hole on smartphones.
With a mixed methods approach consisting of both experience
sampling and passive sensing data, we characterize rabbit hole
sessions, and how the users perceive this predominant phenomena.
Our paper, which has been accepted for MobileHCI’23 [34], thereby
shows how mobile sensing can be used for user-centered research
and to understand how users use and perceive their mobile devices.
Furthermore, we envision adaptive interface concepts that help
users cope with the rabbit hole phenomena when needed.

Mobile Typing Language Data. In a project following a huge
mobile sensing field study, we investigate which hidden potential
lies in mobile typing language metadata. We show that field hint
texts reveal a lot about the text inputs’ context and intention. We
envision that to be either used as a data source in psychological and
sociological research, as well as a means to filter language data more
accurately than the current approach of filtering by app category
does. This can be done on-device easily and helps to implement the
principle of data minimization.

Intent Prediction. In our future work, we will next focus on deep
app usage data, i.e., detailed information on what users are doing
in an app and what contents apps show. We see the potential for
novel adaptive UI use cases here, like predicting the user’s intent
and thereby delivering information right when it is needed. This
data comes with severe privacy implications, which is the reason
for it not being used yet despite accessibility use cases. Thus, better
privacy concepts than the current ones are needed.

2.2 Emerging Privacy Issues: The User
Perspective

To get insights into what the smartphone privacy situation looks
like from the users’ perspective, we are currently conducting a set
of qualitative studies. Finding out what users really are concerned
about, which real-world consequences they fear happening, and
what solutions could mitigate the issues is an important basis to
design more user-centered privacy-enhancing technologies.

2.3 How can we improve that privacy-wise,
without obstructing the data usability

On-Device Preprocessing of Mobile Typing Language Data. Data
preprocessing on the user’s device is a good measure to realize
data minimization. Only the necessary information should leave
the device. Therefore we developed an on-device text abstraction
concept, that allows privacy-friendly analysis of mobile typing
behavior for research purposes. In a paper published in the EICS
journal [5], we propose a concept consisting of on-device word
categorization, frequency counting, and regular expression match-
ers, implemented as an Android keyboard application. In a user
study, we found that people especially appreciate the word cate-
gorization as a privacy-preserving concept. We have analyzed the
effectiveness of our approach in a theoretical experiment, where
we investigate the thresholds from which it becomes unlikely for a
language model to reconstruct the original raw content.

The Influence of Transparency and Control Features. With pro-
gressing automation, keeping the user in the loop of their data
becomes evermore important [16]. Transparency and control fea-
tures are the two key measures to implement this [16]. We studied
the effects of offering users (a) transparency and (b) control features
in a mobile sensing app on a.o. perceived privacy, system adoption,
and trust. In a user study, which is published at MobileHCI’22 [7],
we found that transparency initially worsened the user perspective
(reduced trust, significantly lower app adoption rate). However
adding control to the system mitigated and even outpassed this
effect, leading to higher perceived privacy and more people using
the app. Interestingly from the developer perspective, we found
that the sole presence of the control features makes the difference.
In fact, these features were only very rarely used.

A Continuous Smartphone Permission Concept. In future work, I
plan to study UI concepts that give users more fine-grained con-
trol over their data. The current “all or nothing” approach in the
smartphone permission systems does not allow the user the express
their desires and thereby does not enable apps to leverage the full
potential of mobile sensing data. We envision that detailed smart-
phone usage data could become usable for novel adaptive systems:
In the example of Android, such data is only available through
accessibility services. As they enable access to nearly everything
that the user does on their phone, it is allowed to use it only for
very specific purposes for privacy reasons. We envision that if there
were intermediate options between giving away all data and none
at all, such data could be used for more use cases in the future.

3 RELATEDWORK
Various studies exist on user privacy perception (e.g. [17, 20, 26])
and how that translates to behavior (e.g. [1, 4, 25]). The research
concludes that privacy issues are the most important barriers to
app adoption [9, 10, 12] and points out the importance to put users
in the loop [16, 28]. However, existing privacy-enhancing systems
in mobile sensing systems lack clarifying privacy implications, and
users behave inconsistently with their concerns Christin et al. [11].

There is a general lack of research on smartphone privacy from
the user perspective [9, 10, 12] as deep insights on underlying user
concerns are rather a byproduct [14].
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Privacy-enhancing technologies are often studied rather tech-
nically [11, 23], and have issues from the user perspective. The
existence of technical protection measures does not necessarily
lead to trust and reduced concern. Furthermore, smartphone per-
mission systems have to deal with the tradeoff between warning
fatigue and user control [33], and some extent of user ignorance
[2, 3].

Alternative approaches to smartphone privacy exist, for example,
Scoccia et al. [33] proposing more fine-grained permissions on
smartphones and Zhou et al. [35] who give users more control
over the data that is given to the system. Again this work is rather
technical and lacks evaluation of effects on the users. Also, the
effects of transparency and control features on the user and the
data are understudied. While research exists in domains such as
webshops and the personalization of online services [36], literature
coping with mobile sensing data is rare and contradictory [17].

4 RESEARCH SITUATION AND EXPECTED
CONTRIBUTION

I am currently a 5th year Ph.D. student at the LMU Munich and
envision finishing my Ph.D. within the next year. I contribute to
mobile sensing methodology and user-centered privacy concepts
on mobile devices. The contributions are not only valuable in HCI
to inform future privacy-enhancing interface concepts but also for
interdisciplinary research in psychology and sociology that use
mobile sensing as a data source for their studies.
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