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Abstract

We present PermWatch, a field-ready research tool for study-
ing users’ awareness, perception, and control of Android per-
missions. Designed for in-the-wild deployment, PermWatch
supports fine-grained logging of app permission states and
user-driven permission changes. The tool enables in-situ ex-
perience sampling to enhance automated data logging with
user feedback. PermWatch was successfully deployed in a pre-
vious SOUPS study (N=132) [16], where it revealed low user
awareness of current permission states and identified oppor-
tune moments for permission control. This poster presents the
implementation and data collection methods of PermWatch,
early insights, and opportunities for future research. We invite
feedback from the community on expanding the tool’s capa-
bilities and welcome collaboration for future deployments.

1 Introduction and Background

It is normal and expected for smartphone applications to re-
quest permissions to access the device functionalities they
need in order to function. Android’s permission system
has evolved to give users fine-grained control, allowing
permissions to be granted at runtime and revoked at any
time [2, 4]. Yet, users often remain unaware of what per-
missions are active, how they got there, or how to change
them [8, 12, 15, 18]. In addition, permission explanations
are often misleading [11], limiting users’ ability to make in-
formed decisions. Beyond usability concerns, permission data
is also valuable from a security perspective: combinations
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of permissions can reveal patterns indicative of malicious
behavior [10, 13, 17, 19].

Prior research has identified challenges with user aware-
ness and control over permissions [14], though relying on
self-reports [15] or one-time data collections [9]. However,
real-world insights on how users actually handle permissions
in daily life are crucial to understand practical challenges
and design effective interventions. To address this gap, we
developed PermWatch, a research tool that enables continu-
ous logging of permission states and user-driven changes. It
complements automated data collection with in-situ experi-
ence sampling to gather user feedback at key decision points.
This poster introduces PermWatch, outlines how it enables
new research protocols, and highlights potential directions for
future work. Our goal is to support the community in building
a deeper understanding of permission behavior in-the-wild,
and to inform the design of more effective privacy interfaces.

2 Research Approach

To understand users’ awareness of and dealing with privacy
permissions in context, it is essential to gather in-the-wild
data, ideally over a longer time period. To achieve this, we
implemented PermWatch, an Android application that we suc-
cessfully deployed in a previous SOUPS study [16].

2.1 Study Application PermWatch

PermWatch is implemented as a native Android application
aimed at version 8.0 and above. The app supports two ma-
jor ways of collecting data (cf. Section 2.2): 1) permission
states of all installed apps are monitored regularly by the Per-
mission Scanner; 2) an in-app interface for questionnaires.
The permission scanner runs in the background. In-app ques-
tionnaires are built using the SurveyKit [S]. PermWatch also
provides a simple home screen with contact information and
response statistics, for participants to keep track of their pos-
sible compensation (by completing sufficient questionnaires,


mailto:verena.winterhalter@ifi.lmu.de
mailto:anouk.moreno@campus.lmu.de
mailto:sarah.prange@ifi.lmu.de
mailto:harelb@ariel.ac.il
mailto:florian.alt@ifi.lmu.de

cf. Section 2.4). After installation, PermWatch guides partici-
pants through the setup:

1. Consent: Participants need to accept the data collection
procedure (cf. Section 2.4) to start the study.

2. Permission Access: The app requires access to Android’s
Package Manager [6] and Usage Stats Manager [7]. The
app only then begins to collect data.

3. Initial Questionnaire: Participants fill an initial question-
naire covering basic demographics.

4. Notification Schedule: Participants can set a custom
time frame in which they are happy to receive notifi-
cations/questionnaires (e.g., 7 am to 9 pm), following
recommendations from related work [20].

After a set time (e.g., 14 days), PermWatch presents a final
questionnaire and stops collecting data.

2.2 Data Collection

Automated Data Logging PermWatch collects the follow-
ing data automatically:

* Assessing Current Permission States: Upon setup,
PermWatch collects data on currently installed apps and
permission states, as well as data on app usage times.

* Monitoring Permission Changes Over Time During
the study phase, PermWatch regularly scans all permis-
sion states of all applications (every two hours). In case
a permission state changed compared to the last scan,
PermWatch detects a permission update and triggers an
experience sampling questionnaire (see below).

Collecting User Feedback During the study, participants
receive different types of questionnaires (via notifications):

* Experience Sampling: Upon a permission update,
PermWatch puts questions along the lines of Why did
you (allow, revoke) (app) access to (permission)?

 Daily questionnaires: PermWatch asks about a subset
of installed apps and respective permission states daily.
Questions are along the lines of Do you think (app) has
access to (permission)?

 Final Questionnaire: At the end of the study phase,
participants fill a post-survey questionnaire. Participants
are then advised to uninstall the app.

All questionnaires are withdrawn (i.e., notifications expire)
after a certain time to ensure in-situ answers [20].

2.3 App Distribution & Recruitment

The app can be made available to participants online, e.g.,
through Firebase App Distribution [1] or an official app store.
Recruitment can be achieved through online pools (e.g., Pro-
lific [3]) or other online channels. Participants will then be
redirected to a download link and guided through the setup of
the app. For compensation, participant IDs and proof of study
completion must be collected.

2.4 Ethics and Privacy Considerations

The setup of PermWatch includes a thorough consent pro-
cedure: participants receive detailed information on 1) the
study goal and procedure (which can be easily tailored to the
research question at hand), 2) a privacy policy in line with
GDPR, and 3) detailed information on the data collection.
Only upon acceptance, participants can continue with the
study and PermWatch will start collecting data. Data collec-
tion stops automatically at a pre-defined point in time (e.g.,
after participants filled the final questionnaire). Receiving
compensation can be bound to prerequisites (e.g., participants
need to fill in at least 80% of the questionnaires). The amount
of compensation should consider the total estimated effort
(e.g., 5 minutes every day over 12 days would add up to an
hour). This procedure was approved by the ethics committee
of our faculty at LMU Munich for an upcoming study.

3 Early Insights and Future Research

Permission Types vs Permission Handling In our previous
study [16], we found differences with regards to permissions
that are essential to an app’s functionality vs those that enable
additional features. For instance, social media apps can be
used to consume content without granting access to the camera
permission (necessary to generate content). In future work,
we also want to investigate other types of permissions, such
as install time vs runtime permissions, to see whether there
are any effects on users’ awareness and control.

App Usage vs Permission Handling Another interesting
direction is to look deeper into app usage — e.g., apps that are
frequently used — in relation to permission states and updates.
Alsoubai et al. found different user profiles among the number
of installed apps and the number of permissions granted [9].
Longterm insights as acquired by PermWatch might be able
to reveal more detailed user profiles.

Malicious Permission Pairs As a next step, we plan to
take a closer look at the combination of certain permissions,
as these can help determine malicous apps [10].

4 Conclusion

PermWatch enables scalable, in-the-wild studies of how users
perceive and manage app permissions over time by combin-
ing automated logging with contextual user feedback. By
capturing real-world behavior, it can uncover key usability
and security challenges in mobile permission handling. We
hope PermWatch will support future work in designing inter-
faces that inform users about granted permissions, increase
awareness, and help them understand potential risks.
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